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KRITIS Standards Matrix, current as of 2021-07-14 

Standard Responsible committee/Title of standard 

KRITIS sector 

Energy 

Information 
technology/         
Telecom-
munications 

Transport 
and 
traffic 

Health Water Food Finance and 
insurance 

Public 
sector 

Media 
and 
culture 

  

DIN Standards Committee Firefighting and Fire Protection 
(FNFW) 
NA 031-05-02 AA Organisational and Supervising 
Standards for Civil Protection 

                  

DIN CEN/TS 17091:2019-01 

Crisis management - Guidance for developing a strategic 
capability                   

DIN EN ISO 22300:2021-06 Security and resilience - Vocabulary                   

DIN EN ISO 22301:2020-06 

Security and resilience - Business continuity management 
systems - Requirements                   

DIN EN ISO 22313:2020-10 

Security and resilience - Business continuity management 
systems - Guidance on the use of ISO 22301                   

DIN EN ISO 22315:2018-12 

Societal security - Mass evacuation - Guidelines for 
planning                   

E DIN EN ISO 22319:2021-02 

Security and resilience - Community resilience - Guidelines 
for planning the involvement of spontaneous volunteers                   

DIN ISO 22320:2019-07 

Security and resilience - Emergency management - 
Guidelines for incident management                   

ISO 22322:2015-05 

Societal security - Emergency management - Guidelines for 
public warning                   

ISO/DIS 22329:2020-12 

Security and resilience - Emergency management - 
Guidelines for the use of social media in emergencies                   

ISO/CD 22361 
Security and resilience - Crisis Management - Guidelines 
for developing a strategic capability                   

ISO/TS 22393 
Security and resilience - Community resilience - Guidelines 
for planning recovery and renewal                   

ISO 22395:2018-10 

Security and resilience - Community resilience - Guidelines 
for supporting vulnerable persons in an emergency                   

ISO 22396:2020-02 

Security and resilience - Community resilience - Guidelines 
for information exchange between organizations                   

DIN EN ISO 22397:2018-12 

Societal security - Guidelines for establishing partnering 
arrangements                   

ISO 22398:2013-09 Societal security - Guidelines for exercises                   

https://www.din.de/en/getting-involved/standards-committees/fnfw
https://www.din.de/en/getting-involved/standards-committees/fnfw
https://www.beuth.de/de/technische-regel/din-cen-ts-17091/281319098
https://www.beuth.de/de/norm/din-en-iso-22300/332358489
https://www.beuth.de/de/norm/din-en-iso-22301/311095091
https://www.beuth.de/de/norm/din-en-iso-22313/316657353
https://www.beuth.de/de/norm/din-en-iso-22315/295876526
https://www.beuth.de/de/norm-entwurf/din-en-iso-22319/332133296
https://www.beuth.de/de/norm/din-iso-22320/305866609
https://www.beuth.de/de/norm/iso-22322/236537711
https://www.beuth.de/de/norm-entwurf/iso-dis-22329/333967300
https://www.beuth.de/de/norm/iso-22395/296866181
https://www.beuth.de/de/norm/iso-22396/321025324
https://www.beuth.de/de/norm/din-en-iso-22397/295876494
https://www.beuth.de/de/norm/iso-22398/193798175
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DIN Standards Committee for Organizational Processes 
(NAOrg) 
NA 175-00-04 AA Risk management principles 

                  

DIN ISO 31000:2018-10 Risk management - Guidelines                   

ISO/WD 31050 
Guidance for managing emerging risks to enhance 
resilience                   

OENORM D 4901:2021-01 

Risk management for organizations and systems - 
Requirements for the risk management system - Guide for 
the implementation of ISO 31000                   

OENORM D 4902-3:2021-01 

Risk management for organizations and systems - 
Guideline - Part 3: Emergency, crisis and business 
continuity management - Guide for the implementation of 
ISO 31000                   

  
DIN Standards Committee for Organizational Processes 
(NAOrg) 
NA 175-00-05 GA Security and Business Continuity 

                  

ISO 28000:2007-09 

Specification for security management systems for the 
supply chain                   

ISO 22316:2017-03 

Security and resilience - Organizational resilience - 
Principles and attributes                   

  

DIN Standards Committee Information Technology and 
selected IT Applications (NIA) 
NA 043-01-27-01 AK Requirements, services and principles 
for IT Security management systems 

                  

DIN EN ISO/IEC 27001:2017-06 

Information technology - Security techniques - Information 
security management systems - Requirements                   

DIN EN ISO/IEC 27002:2017-06 

Information technology - Security techniques - Code of 
practice for information security controls                   

E DIN EN ISO/IEC 27011:2020-05 

Information technology - Security techniques - Code of 
practice for Information security controls based on ISO/IEC 
27002 for telecommunications organizations                   

E DIN EN ISO/IEC 27017:2020-09 

Information technology - Security techniques - Code of 
practice for information security controls based on ISO/IEC 
27002 for cloud services                   

https://www.din.de/en/getting-involved/standards-committees/naorg
https://www.din.de/en/getting-involved/standards-committees/naorg
https://www.beuth.de/de/norm/din-iso-31000/294266968
https://www.beuth.de/de/norm/oenorm-d-4901/334041877
https://www.beuth.de/de/norm/oenorm-d-4902-3/334041963
https://www.din.de/en/getting-involved/standards-committees/naorg
https://www.din.de/en/getting-involved/standards-committees/naorg
https://www.beuth.de/de/norm/iso-28000/103302005
https://www.beuth.de/de/norm/iso-22316/272586256
https://www.din.de/en/getting-involved/standards-committees/nia
https://www.din.de/en/getting-involved/standards-committees/nia
https://www.beuth.de/de/norm/din-en-iso-iec-27001/269670716
https://www.beuth.de/de/norm/din-en-iso-iec-27002/269671080
https://www.beuth.de/de/norm-entwurf/din-en-iso-iec-27011/314831551
https://www.beuth.de/de/norm-entwurf/din-en-iso-iec-27017/326164941
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DIN EN ISO/IEC 27019:2020-08 

Information technology - Security techniques - Information 
security controls for the energy utility industry                   

  
DIN Standards Committee Food and Agricultural Products 
(NAL) 
NA 057-02 FB Section for Food Hygiene/Food Safety 

                  

DIN EN ISO 22000:2018-09 

Food safety management systems - Requirements for any 
organization in the food chain                   

DIN EN ISO 22005:2007-10 

Traceability in the feed and food chain - General principles 
and basic requirements for system design and 
implementation                    

DIN ISO/TS 22003:2014-11 

Food safety management systems - Requirements for 
bodies providing audit and certification of food safety 
management systems                   

DIN EN 15593:2008-05 

Packaging - Management of hygiene in the production of 
packaging for foodstuffs - Requirements                   

  

DIN Standards Committee Rescue Services and Hospital 
(NARK) 
NA 053-01-02 AA Ambulances and its medical and 
technical equipment 

                  

E DIN 13050:2021-02 Terms and definitions for medical rescue services                   

  
DIN Standards Committee Medicine (NAMed) 
NA 063-01-10 AA Quality management systems in health 
care facilities 

                  

DIN EN 15224:2017-05 

Quality management systems - EN ISO 9001:2015 for 
healthcare                   

  

DIN Standards Committee Water Practice (NAW) 
NA 119-07-02 AA  Service activities and management 
relating to drinking water supply systems and 
wastewater systems 

                  

DIN EN 15975-1:2016-03 

Security of drinking water supply - Guidelines for risk and 
crisis management - Part 1: Crisis management                    

DIN EN 15975-2:2013-12 

Security of drinking water supply - Guidelines for risk and 
crisis management - Part 2: Risk management                   

https://www.beuth.de/de/norm/din-en-iso-iec-27019/321617779
https://www.din.de/en/getting-involved/standards-committees/nal
https://www.din.de/en/getting-involved/standards-committees/nal
https://www.beuth.de/de/norm/din-en-iso-22000/286720651
https://www.beuth.de/de/norm/din-en-iso-22005/98734572
https://www.beuth.de/de/technische-regel/din-iso-ts-22003/223679084
https://www.beuth.de/de/norm/din-en-15593/102719513
https://www.din.de/en/getting-involved/standards-committees/nark
https://www.din.de/en/getting-involved/standards-committees/nark
https://www.beuth.de/de/norm-entwurf/din-13050/333840075
https://www.din.de/en/getting-involved/standards-committees/named
https://www.beuth.de/de/norm/din-en-15224/263259366
https://www.din.de/en/getting-involved/standards-committees/naw
https://www.beuth.de/de/norm/din-en-15975-1/245246296
https://www.beuth.de/de/norm/din-en-15975-2/178469191
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ISO 24512:2007-12 

Activities relating to drinking water and wastewater 
services - Guidelines for the management of drinking water 
utilities and for the assessment of drinking water services                   

ISO 24513:2019-03 

Service activities relating to drinking water supply, 
wastewater and stormwater systems - Vocabulary                   

ISO 24518:2015-08 

Activities relating to drinking water and wastewater 
services - Crisis management of water utilities                   

ISO/TS 24520:2017-09 

Service activities relating to drinking water supply systems 
and wastewater systems - Crisis management - Good 
practice for technical aspects                   

ISO 24527:2020-04 

Service activities relating to drinking water supply, 
wastewater and stormwater systems - Guidelines on 
alternative drinking water service provision during a crisis                   

  

DIN Standards Committee Principles of Environmental 
Protection (NAGUS) 
NA 172-00-12 AA Sustainable development in 
communities  

                  

ISO 37123:2019-12 

Sustainable cities and communities - Indicators for resilient 
cities                   

ISO/TR 37152:2016-08 

Smart community infrastructures - Common framework for 
development and operation                   

ISO 37155-1:2020-01 

Framework for integration and operation of smart 
community infrastructures - Part 1: Recommendations for 
considering opportunities and challenges from interactions 
in smart community infrastructures from relevant aspects 
through the life cycle                   

ISO 37155-2:2021-05 

Framework for integration and operation of smart 
community infrastructures - Part 2: Holistic approach and 
the strategy for development, operation and maintenance 
of smart community infrastructures                   

  
DIN Standards Committee Quality Management, Statistics 
and Certification (NQSZ) 
NA 147-00-04 AA project management 

                  

ISO 21500:2021-03 

Project, programme and portfolio management - Context 
and concepts                    

https://www.beuth.de/de/norm/iso-24512/105505808
https://www.beuth.de/de/norm/iso-24513/305916778
https://www.beuth.de/de/norm/iso-24518/240783259
https://www.beuth.de/de/vornorm/iso-ts-24520/280082689
https://www.beuth.de/de/norm/iso-24527/324323369
https://www.din.de/en/getting-involved/standards-committees/nagus
https://www.din.de/en/getting-involved/standards-committees/nagus
https://www.beuth.de/de/norm/iso-37123/317795700
https://www.beuth.de/de/technische-regel/iso-tr-37152/258459848
https://www.beuth.de/de/norm/iso-37155-1/319051088
https://www.beuth.de/de/norm/iso-37155-2/340975099
https://www.din.de/en/getting-involved/standards-committees/nqsz
https://www.din.de/en/getting-involved/standards-committees/nqsz
https://www.beuth.de/de/norm/iso-21500/338052770


- 5 - 
 

Standard Responsible committee/Title of standard 

KRITIS sector 

Energy 

Information 
technology/         
Telecom-
munications 

Transport 
and 
traffic 

Health Water Food Finance and 
insurance 

Public 
sector 

Media 
and 
culture 

ISO 21502:2020-12 

Project, programme and portfolio management - Guidance 
on project management                   

ISO 21503:2017-08 

Project, programme and portfolio management - Guidance 
on programme management                   

ISO 21504:2015-07 

Project, programme and portfolio management - Guidance 
on portfolio management                   

DIN 69909-series 

Multi Project Management - Management of project 
portfolios, programmes and projects                   

  

DIN Standards Committee for Organizational Processes 
(NAOrg) 
NA 175-00-02 AA Occupational health and safety 
management systems 

                  

DIN ISO 45001:2018-06 

Occupational health and safety management systems - 
Requirements with guidance for use                   

ISO 45003:2021-06 

Occupational health and safety management - 
Psychological health and safety at work - Guidelines for 
managing psychosocial risks                   

ISO/PAS 45005:2020-12 

Occupational health and safety management - General 
guidelines for safe working during the COVID-19 pandemic                   

   yellow = Standard is extremely relevant for the KRITIS sector 

  green = Standard is relevant for the KRITIS sector 
 

https://www.beuth.de/de/norm/iso-21502/334145134
https://www.beuth.de/de/norm/iso-21503/280082785
https://www.beuth.de/de/norm/iso-21504/238787118
https://www.beuth.de/de/erweiterte-suche/272754!search?alx.searchType=complex&searchAreaId=1&query=69909&facets%5B276612%5D=&hitsPerPage=10
https://www.din.de/en/getting-involved/standards-committees/naorg
https://www.din.de/en/getting-involved/standards-committees/naorg
https://www.beuth.de/de/norm/din-iso-45001/289349166
https://www.beuth.de/de/norm/iso-45003/342325182
https://www.beuth.de/de/technische-regel/iso-pas-45005/333967937

