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ISO/IEC JTC 1/SC 27 STATEMENT ON SHA-1 

 

25th April 2017 

 

Cryptographic hash functions that compute a fixed-length message digest from a variable 
length message are widely used for many purposes in cryptography, including digital 
signatures. 
 
Recently, Google announced that a team of researchers from the CWI Institute in Amsterdam 
and Google have successfully demonstrated a practical collision attack on the SHA-1 hash 
function.  
 
 https://security.googleblog.com/2017/02/announcing-first-sha1-collision.html 

https://shattered.io/ 

 

In this context, a collision is an example of two distinct messages which, when input to SHA-
1, produce the same digest. 
 

SHA-1 is one of the hash algorithms specified in ISO/IEC 10118-3:2004 (Information 
technology – Security techniques – Hash-functions – Part 3: Dedicated hash-functions). In 
2005, Wang et al. found a weakness in SHA-1, which suggested that finding a collision for 
SHA-1 is significantly easier than was previously expected. This caused ISO/IEC 
JTC 1/SC 27 to release a statement in 2006, which stated: 
 

This attack [on SHA-1] is of particular importance in digital signature 

applications, such as time stamping, notarization and systems using public key 

certificates. Other applications of hash functions, such as Hash-based Message 

Authentication Codes (HMACs), standardized in ISO/IEC 9797-2, and key 

derivation, are believed to be unaffected by this attack. 
 

ISO/IEC 10118-3:2004 contains a number of other standardized hash-functions 

which produce longer hash codes <..>. ISO/IEC JTC 1/SC27 therefore 

recommends that all new developments should consider using one of these stronger 

hash functions. 
 

The statement above remains valid even though a collision for SHA-1 has now been found. 
The 4th edition of ISO/IEC 10118-3 will be published in 2017 and states that 



 
SHA-1 does not provide a sufficient level of collision resistance for future digital 

signature applications, and should therefore only be used for legacy applications. 

 

However, for applications where collision resistance is not required its use is not deprecated. 
The specified version of the standard, in addition to the SHA-2 family and WHIRLPOOL, 
includes a number of other hash functions (i.e. the SHA-3 family, the Streebog family and 
SM3). 
 
ISO/IEC JTC 1/SC 27 therefore restates its recommendation that all new developments should 
consider using one of these hash functions. 


