
Study 2026 

“Metaverse and Extended Reality: 
Consumer-oriented Design for Safe Use” 



  



 
 
 
 
 
Imprint 
 
DIN-Concumer Council 
DIN e. V. 
Am DIN-Platz 
Burggrafenstraße 6 
10787 Berlin 
 
E-Mail: verbraucherrat@din.de 
Web: http://www.din.de/go/verbraucherrat 
LinkedIn: https://www.linkedin.com/company/din-verbraucherrat/  
 
 
Contact person DIN-Concumer Council 
 
Michaela Hildebrandt 
michaela.hildebrandt@din.de 
 

 
 

 
 
 
 
 
 
 
 
 
Authors: 
Dr Julius Rauber 
j.rauber@conpolicy.de 
    
Dr Otmar Lell 
o.lell@conpolicy.de 
 
Sophia Dasch 
s.dasch@conpolicy.de 
   
Florian Franke  
f.franke@conpolicy.de 

 
With contributions from:  
Lea Memmert and Carolin Basaric 
 
ConPolicy GmbH  
Institute for Consumer Policy  
Crellestr. 37  
10827 Berlin  
www.conpolicy.de  
 
 
 

mailto:verbraucherrat@din.de
http://www.din.de/go/verbraucherrat
https://www.linkedin.com/company/din-verbraucherrat/
mailto:michaela.hildebrandt@din.de
mailto:j.rauber@conpolicy.de
mailto:o.lell@conpolicy.de
mailto:s.dasch@conpolicy.de
mailto:f.franke@conpolicy.de
http://www.conpolicy.de/


 

 

 

 

 

 

 

27 November 2025 

Study on “Metaverse and Extended Reality: 
Consumer-oriented Design for Safe Use” 

Study report  

 
 
 

submitted to: 
DIN e. V. 
DIN Consumer Council 
Ms Michaela Hildebrandt 
Am DIN-Platz 
Burggrafenstraße 6   
10787 Berlin 
 
by: 
ConPolicy GmbH 
Institute for Consumer Policy 
Crellestr. 37 
10827 Berlin 
www.conpolicy.de 
 
Authors: 
Dr Julius Rauber 
j.rauber@conpolicy.de 
Dr Otmar Lell 
o.lell@conpolicy.de  
Sophia Dasch 
s.dasch@conpolicy.de  
Florian Franke 
f.franke@conpolicy.de  

  

 

 

 

 

 

 

 
 
 
With contributions from: 
Lea Memmert and Carolin Basaric 

http://www.conpolicy.de/
mailto:j.rauber@conpolicy.de
mailto:o.lell@conpolicy.de
mailto:s.dasch@conpolicy.de
mailto:f.franke@conpolicy.de


/ Metaverse and Extended Reality: Consumer-oriented design for safe use  1 

Abstract 

The Metaverse - understood here as virtual and immersive environments - is gaining 
increasing economic and societal relevance. However, there is still a lack of studies and 
analyses that examine these virtual realities from the perspective of users and their 
specific protection needs, such as (cyber)security, data privacy and physical or mental 
well-being. Against this backdrop, ConPolicy conducted a study commissioned by the 
DIN Consumer Council, reviewing scientific literature as well as blogs and forums, 
analysing the relevant legal framework, carrying out focus groups and online surveys 
with Metaverse users and their family members, and interviewing experts. The aim was 
to identify key consumer issues and areas requiring action in the emerging Metaverse 
and to derive recommendations for policymakers and standardisation bodies. 

The key findings of the assessment are as follows: 

• The users of the Metaverse are predominantly young, educated and male, and 
hold a very positive view of the Metaverse. Although many have had individual 
negative experiences - for example insults or identity theft - they do not 
express significant security concerns. 

• The Metaverse shows pronounced addiction risks, and a small group of 
intensive users appears to be particularly susceptible to them. Safeguarding 
users’ mental health therefore represents a major challenge in the Metaverse. 

• A wide range of legal provisions exists to protect different consumer interests 
when engaging in the Metaverse. However, these rules are not adapted to the 
specific risk landscape of the Metaverse and face considerable enforcement 
challenges because many Metaverse platforms originate from other legal 
jurisdictions.  

This leads to the following recommendations for consumer policy: 

• Education and media literacy can enable users - and their family members - to 
recognise risks in the Metaverse, such as privacy issues, addiction risks and 
abusive behaviour, and to act responsibly.  

• Even more important, however, is the need to specify and technically 
implement legal requirements on privacy, security, transparency and youth 
protection to ensure that consumer protection in the Metaverse can be 
enforced in practice. 

• By promoting alternatives to tracking-based business models, creating public 
spaces in the Metaverse (digital commons) and establishing participatory 
governance structures, the Metaverse should be shaped as an open, fair and 
democratically governed environment. 

Consumer protection in the Metaverse can only be ensured through a combination of 
corporate rule-setting, legislation and standardisation. Standardisation plays a central 
role as the link between legal requirements and technical implementation and as a tool 
for building consensus. Consumer-oriented standardisation should guarantee 
transparency, security and interoperability, prevent dominant de facto standards, and 
systematically integrate social and ethical values into technical design through stronger 
participation by civil society. 
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1. Introduction 

1.1. Background   

The Metaverse and Extended Reality (XR) are increasingly entering consumers’ 
everyday lives. The fusion of physical reality, virtual reality (VR) and Augmented Reality 
(AR) enables new forms of interaction, consumption and social participation. Major 
technology companies are rapidly advancing the development of immersive platforms 
and devices. This is giving rise to new markets, new forms of data use and new 
interaction spaces that directly affect consumers. Although the Metaverse is widely 
regarded as the next stage in the evolution of the internet, many questions remain 
open regarding the associated risks and how it can be designed in a way that best serves 
consumers 

While the Metaverse offers new opportunities in consumption, education, work and 
social interaction, these potentials are accompanied by significant risks for users - 
particularly with regard to mental and physical health, social participation as well as 
privacy and security. Precisely because widespread use of the Metaverse is still at an 
early stage, many of these risks have so far been scarcely researched or regulated. 

It is therefore particularly important to monitor these developments at an early stage 
and analyse their impact on users. Only in this way can consumer-relevant 
requirements - for example relating to security, privacy, transparency, accessibility and 
physical as well as mental well-being - be incorporated into standardisation processes 
in good time. The current formative phase of the Metaverse offers an opportunity to 
establish consumer-friendly guidelines before technical and social structures become 
entrenched. 

1.2. Objectives, research questions and study design 

1.2.1. Objectives 

In response to these challenges, the DIN Consumer Council initiated a study whose 
findings are summarised in this report. The aim of the study was to systematically 
assess the opportunities and risks of the Metaverse from a user perspective and to 
derive concrete recommendations for consumer-friendly design. At its core was the 
question of how the Metaverse can be developed and regulated in a way that ensures 
users’ security, privacy, mental and physical health as well as their social participation. 

1.2.2. Guiding questions 

Based on the project’s objectives, the following key questions were formulated to 
structure the research: 

• What impact does the use of Metaverse and XR technologies have on users’ 
mental and physical health as well as on social interaction among users? 

• What specific problems relating to privacy and (cyber)security arise in current 
usage practices?  

• What expectations and requirements do users express regarding the safe and 
consumer-friendly design of the Metaverse? 
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• To what extent do existing legal and normative frameworks already address 
the identified risks - and where do regulatory or standardisation gaps remain? 

• Which design principles and recommendations can be derived from the 
combined perspective of theory, empirical findings and expert assessments to 
promote safe, fair and inclusive use of the Metaverse? 

1.2.3. Study design 

To achieve the study’s objectives and answer the guiding questions, a methodological 
approach was chosen that drew on a combination of qualitative and quantitative 
research methods (a mixed-methods approach). This combination ensured that a 
robust theoretical foundation was established and that empirical data - both qualitative 
and quantitative - were collected to substantiate the findings.   

A literature review (AP1) comprising several components formed the basis of the 
study. Its purpose was to systematically identify and analyse existing scientific 
knowledge, current legal frameworks and relevant consumer complaints and concerns. 
First, psychological, health-related, social, privacy-related and security-related 
aspects of using the Metaverse and VR/AR technologies were examined. Second, this 
work package identified and evaluated consumer complaints and concerns raised by 
users of the Metaverse and VR/AR technologies. To this end, relevant forums, blogs 
and social media platforms were searched for user experiences and feedback. The 
third step in the first work package was to identify legal and regulatory frameworks, 
as the Metaverse is not yet comprehensively regulated and national as well as 
European developments in this area are continually evolving. Taken together, these 
components of the literature review created a comprehensive and comparative 
knowledge base regarding the challenges associated with using the Metaverse and 
VR/AR technologies, which provided the foundation for the focus groups.  

Accordingly, two focus groups were conducted in work package 2. Their purpose was 
to examine experiences with the Metaverse and VR/AR technologies, the associated 
problems and the resulting consumer requirements for the design of the Metaverse. 
One group consisted of active users of the Metaverse or virtual reality, and the other 
consisted of family members such as parents, siblings or partners of such users. These 
moderated discussions made it possible to gain deeper insights into users’ perceptions, 
challenges and needs from their own perspective as well as from the perspective of 
family members. The exploratory nature of focus groups enabled the identification of 
new topics and problem areas that may not yet have been considered in existing 
studies. Moreover, comparing the perspectives of users and family members allowed 
for a differentiated examination of different viewpoints. The qualitative findings of 
the focus groups formed the basis for the quantitative data collection conducted 
through the online surveys. In addition, initial ideas for potential solutions were 
developed directly with participants during the focus groups, which then served as a 
starting point for discussions in the expert workshop in AP4.  

Following the exploratory phase of the focus groups, work package 3 consisted of two 
online surveys of individuals from the same groups, namely users and family members. 
This quantitative method enabled a systematic measurement and analysis of the 
extent of the previously identified problems and the resulting consumer requirements 
for the design of the Metaverse. The online survey therefore complemented the focus 
groups by allowing the insights gained there to be generalised. Because the target 
groups - Metaverse users and their family members - were highly specific, recruitment 
proved demanding and difficult. For this reason, at least 200 participants per group 
were set as the target, since higher numbers appeared unrealistic due to the low 
incidence in the population. At the same time, this number of participants was 
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sufficient to allow the online surveys to provide a certain generalisation of the 
qualitative findings from the focus groups. It also enabled a quantitative comparison 
between users’ own perceptions of the problems and those of their family members. 
In the online surveys, the key issues from the focus groups were included or examined 
in greater depth and tested for their broader relevance.  

To reflect on the findings and develop consumer-friendly design principles, an expert 
workshop was conducted. Specialists from the fields of consumer protection, data 
protection, youth protection and addiction prevention, technology development, 
regulation and academia were involved. This interdisciplinary composition made it 
possible to discuss the empirical findings from multiple angles. The workshop 
contributed to the development of consumer-friendly design principles for the 
Metaverse and VR/AR. These principles are essential for standardisation work, as they 
can serve as the basis for new standards and regulations. Building on these principles, 
recommendations were developed to support standardisation bodies in defining 
specific technical and ethical requirements for immersive technologies. These included, 
for example, requirements relating to privacy or protective mechanisms for users. In 
addition, the study findings help inform evidence-based decisions concerning future 
regulatory measures and support the establishment of consumer-friendly standards in 
a rapidly evolving technological domain. The recommendations developed therefore 
aim to provide a crucial foundation for standardisation work and help ensure that the 
Metaverse is designed to be safe and consumer-friendly. 

1.3. Structure of the study report 

The structure of this study report follows a logical sequence for readers. Chapter 2 
presents and summarises the current state of academic knowledge regarding the 
psychological, health-related, social and data protection implications of the Metaverse, 
as well as exemplary consumer complaints and concerns. Building on this, the 
qualitative and quantitative findings - specifically the focus groups with users and their 
family members (chapter 3) and the subsequent online surveys conducted with both 
groups (chapter 4) - are presented. After this presentation of the empirical results, 
chapter 5 outlines and analyses the existing legal frameworks relevant to the 
Metaverse and its use, and chapter 6 provides an assessment of existing norms and 
standards that relate to the Metaverse. Based on this now comprehensive picture, 
chapter 7 discusses the relationship between corporate rules, legislation and 
standardisation. Finally, chapter 8 formulates recommendations for consumer-friendly 
design of the Metaverse and virtual environments. The insights from the expert 
workshop are also incorporated here. 
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2. Foundational work on the topic 

2.1. Current state of knowledge on the psychological, health-related, 
social and data protection implications of the Metaverse 

To obtain robust insights into the effects of using the Metaverse on individuals, a 
targeted literature review was carried out as a first step. To ensure broad coverage of 
relevant content, both German and English-language academic sources were included. 
The review drew on major scientific databases, including Web of Science, 
ScienceDirect, Scopus, PsycInfo and Google Scholar. A range of differentiated search 
terms - for example “mental health metaverse”, “addiction metaverse” or “privacy 
concerns metaverse” - was used to identify relevant studies. Additional publications 
were identified through the reference lists of the articles found. Particular emphasis 
was placed on literature reviews and overview articles, as these often provide 
consolidated insights into existing research findings while also highlighting gaps in the 
literature. 

The findings from this review are organised into five thematic areas:  

• Privacy, IT security and data protection (chapter Error! Reference source not 
found.) 

• Mental health and addiction (chapter Error! Reference source not found.) 

• Social interactions and harassment (chapter Error! Reference source not found.) 
• Motion sickness and physical side effects (chapter Error! Reference source not 

found.) 

• (Design) power, access and inclusion (chapter Error! Reference source not found.) 

2.1.1. Privacy, IT security and data protection 

Compared with previous digital technologies, the Metaverse introduces entirely new 
and far-reaching challenges for protecting privacy. Because of its immersive and 
sensor-based infrastructure, the virtual-reality technologies1 of the Metaverse 
penetrate much more deeply into users’ personal and social lives. This creates a new 
and unprecedented dimension of data protection risks.2 

The Metaverse as a data extractor 

A wide range of sensitive data is collected and processed in the Metaverse. VR 
technology can capture biometric data such as facial expressions, speech patterns, 
vocal tones, breathing rates or other physical characteristics that allow for unique 
identification.3 Even the movement data used in VR applications - so-called telemetry 

 

1 Virtual Reality is abbreviated as “VR” below. 
2 Dwivedi, Y. K., Kshetri, N., Hughes, L., Rana, N. P., Baabdullah, A. M., Kar, A. K., ... Yan, M. (2023). Exploring the 

Darkverse: A Multi-Perspective Analysis of the Negative Societal Impacts of the Metaverse. Information Systems 

Frontiers 25, 2071-2114. DOI: https://doi.org/10.1007/s10796-023-10400-x  
3 Dwivedi, Y. K., Hughes, L., Baabdullah, A. M., Ribeiro-Navarrete, S., Giannakis, M., Al-Debei, M. M., ... Wamba, S. 

F. (2022). Metaverse beyond the hype: Multidisciplinary perspectives on emerging challenges, opportunities, and 

agenda for research, practice and policy. International Journal of Information Management 66, 102542, 1-55. 

DOI: https://doi.org/10.1016/j.ijinfomgt.2022.102542 ; Dwivedi, Y. K., Kshetri, N., Hughes, L., Rana, N. P., 

Baabdullah, A. M., Kar, A. K., ... Yan, M. (2023). Exploring the Darkverse: A Multi-Perspective Analysis of the 

Negative Societal Impacts of the Metaverse. Information Systems Frontiers 25, 2071-2114. DOI: 

https://doi.org/10.1007/s10796-023-10400-x  

https://doi.org/10.1007/s10796-023-10400-x
https://doi.org/10.1016/j.ijinfomgt.2022.102542
https://doi.org/10.1007/s10796-023-10400-x
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data - are so distinctive that they can be compared to a fingerprint. This means that 
they can be used to clearly associate the data with a specific person.4 Eye-tracking 
technologies can determine where users are looking,5 which allows conclusions to be 
drawn about interests or emotional reactions. Both Meta’s “Quest Pro” headset (2022) 
and Apple’s mixed-reality headset contain inward-facing cameras that can track facial 
expressions and eye movements, thereby capturing what users are looking at and how 
they respond to it.6 The movement of facial muscles, which can be detected by 
pressure-sensitive headsets and cameras, can also reveal users’ emotional states.7 In 
the future, biometric data collection could evolve even further, and Metaverse 
technologies might even become capable of recording brain activity.8 

How companies handle users’ data is set out in privacy policies - yet in practice only 
very few users actually read them. One example: Meta’s privacy policy runs to more 
than 100 printed pages. For private individuals, it is therefore hardly possible to read it 
in full, let alone understand it easily. This illustrates a central problem of digital self-
determination. Users are formally given the opportunity to provide informed consent, 
but in practice many relevant details remain hidden in a document that is difficult to 
access. 

Yet the policy does contain some revealing passages. For example, it states: 

“Device information that we collect and receive includes, among other things..: 

• What you are currently doing on your device, for example whether our app is 
in the foreground or whether your mouse is moving...  

• Certain location-related information, even when location services are turned 
off. This includes, for example, IP addresses, which we use to estimate your 
general location."9 

Since VR technologies enable deep insights into physical reactions, behavioural 
patterns and emotional states, it is to be expected that these particularly sensitive data 
will in future also be used for personalised advertising - unless clear data protection 
boundaries are established. 

In addition, further intimate and personal information arising from private or 
professional interactions - for example through video or voice messages - can be 
stored.10 Another critical issue is the collection of data from the real physical 
environment. Head-mounted displays (HMDs) are equipped with microphones and 

 

4 Nair, V., Guo, W., O’Brien, J. F., Rosenberg, L., & Song, D. (2023). Deep motion masking for secure, usable, and 

scalable real-time anonymization of virtual reality motion data [Preprint]. arXiv. 

https://arxiv.org/abs/2311.05090  
5 Fineman, B. & Lewis, N. (2018), Securing Your Reality: Addressing Security and Privacy in Virtual and 

Augmented Reality Applications, (https://er.educause.edu/articles/2018/5/securing-your-reality-addressing-

security-and-privacy-in-virtual-and-augmented-reality-applications). 
6 McStay, A. The Metaverse: Surveillant Physics, Virtual Realist Governance, and the Missing Commons. Philos. 

Technol. 36, 13 (2023). https://doi.org/10.1007/s13347-023-00613-y  
7 McStay, A. The Metaverse: Surveillant Physics, Virtual Realist Governance, and the Missing Commons. Philos. 

Technol. 36, 13 (2023). https://doi.org/10.1007/s13347-023-00613-y  
8 Di Pietro, R., and Cresci, S. (2021). Metaverse: Security and Privacy Issues. IEEE International Conference on 

Trust, Privacy and Security in Intelligent Systems and Applications, Atlanta, GA, USA, 281-288. DOI: 

https://doi.org/10.1109/TPSISA52974.2021.00032   
9 Meta. Privacy Policy. Retrieved on 24 July 2025 (effective as of 16 June 2025), available at: 

https://www.facebook.com/privacy/policy/  
10 Dwivedi, Y. K., Hughes, L., Baabdullah, A. M., Ribeiro-Navarrete, S., Giannakis, M., Al-Debei, M. M., ... Wamba, 

S. F. (2022). Metaverse beyond the hype: Multidisciplinary perspectives on emerging challenges, opportunities, 

and agenda for research, practice and policy. International Journal of Information Management 66, 102542, 1-

55. DOI: https://doi.org/10.1016/j.ijinfomgt.2022.102542  

https://arxiv.org/abs/2311.05090
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cameras that can record conversations and video footage in private spaces.11 All these 
sensitive data carry the risk of being misused in a wide variety of ways. Further 
information on the legal framework governing data collection can be found in chapter 
Error! Reference source not found. 

Challenges in the Metaverse arising from virtual identities  

This extensive data collection is particularly problematic for users because the 
individual data points are often combined. Metaverse identities - which include avatars 
and biometric characteristics - offer deep insights into a person’s preferences, 
behaviours and personality traits. This makes it possible to create extremely detailed 
profiles of users. Such insights are of interest to many actors and could be misused for 
invasive marketing strategies, political influence or criminal activities.12 To date, there 
are no known cases in which personal data collected in the Metaverse have been 
passed on to external actors for such purposes. A cautionary example, however - even 
though it does not concern data collected in the Metaverse - is a settlement amounting 
to 1.4 billion dollars. Meta was required to pay this sum to the US state of Texas after 
the company had, for years, collected and used biometric data such as face scans from 
users without their explicit consent.13  

Identity theft is a serious problem in the Metaverse, as criminals can use deepfake 
technologies to digitally impersonate other individuals.14 The fear of identity theft is 
widespread among Metaverse users, and even the concern itself can cause emotional 
stress and psychological discomfort.15 Phishing also poses a threat in the Metaverse. 
Criminal actors can create virtual replicas of real brands in order to fraudulently gain 
users’ trust. This creates a risk that users may disclose personal information or transfer 
money to fake accounts under the impression that they are interacting with legitimate 
providers.16  

Even if no criminal actors gain access to the data, it is nevertheless concerning that ever 
larger volumes of data are concentrated in the hands of global technology corporations, 
which in turn hold significant surveillance power. Responsibility for public values such 
as privacy and security is increasingly being outsourced to private technology 
companies.17 Scholars assume that data generated by Metaverse users will become so 
extensive that a shift from big data to a new dimension - so-called mega data - could 
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occur.18 This makes such data particularly attractive to companies that, among other 
things, can use them to deliver personalised advertising: digital advertising will be 
tailored to different users, and both virtual and real products can be sold in this way.19 

2.1.2. Mental health and addiction 

As immersive technologies continue to evolve, the discussion around their 
psychological effects is becoming increasingly important. In the Metaverse in particular 
- characterised by high levels of immersion and social interaction in virtual spaces - 
questions of mental health are central. Experiences from existing digital environments, 
such as social networks and video games, suggest that known risks could intensify in 
the Metaverse. 

Metaverse addiction 

Metaverse addiction can be defined as a compulsive and harmful dependence on 
immersive digital worlds and interconnected experiences within virtual environments. 
This form of addiction often leads affected individuals to prioritise their virtual lives 
over real-world obligations and relationships, which has negative consequences for 
their well-being.20 Studies indicate that, depending on the classification used, between 
2 and 20 percent of users of virtual-reality applications exhibit behaviour similar to 
addiction. A key concern is the high level of immersion. The Metaverse makes it 
possible to shift many aspects of everyday life - from work to social interactions to 
entertainment - entirely into the digital space.21 The sensation of being present in the 
virtual world with one’s own body can intensify psychological effects and increase the 
addiction potential compared with other technologies such as social media or video 
games. 22  

Excessive use can also lead to problematic addictive behaviour. Many companies have 
a commercial interest in keeping users in virtual worlds for as long as possible. Reward 
systems and personalised content used for this purpose can contribute to making the 
Metaverse experience increasingly addictive.23 A study involving Metaverse users 
found that participants spent an average of around 13 hours per week in the 
Metaverse, with 64 percent of their time spent on gaming and 29 percent on social VR 
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platforms.24 This high level of use can also have negative effects on sleep patterns and, 
as a result, on mental health.25 

Depersonalisation/derealisation 

The ability to design avatars and assume different roles in virtual environments can also 
alter self-perception. One study found that the construct of personal identity has 
shifted through the use of the Metaverse, with individuals developing multiple and 
multidimensional identities.26 This can lead to phenomena of depersonalisation (that 
is, a state of self-alienation) and derealisation (that is, a distorted perception of one’s 
surroundings). These symptoms of depersonalisation and derealisation are particularly 
common among young, non-male users as well as individuals who experience a 
stronger sense of embodiment during use.27 Secondary data analyses also show that 
depersonalisation and derealisation occur especially among new users and during 
longer usage sessions. According to studies, immersive experiences therefore increase 
the likelihood of dissociative states and a loss of connection to reality.28 

Moreover, the perceived anonymity in the Metaverse reinforces a sense of invisibility 
and deindividuation, that is, a loss of personal identity and accountability. These 
psychological processes are demonstrably associated with increases in deviant 
behaviour and a reduction in social responsibility. 29 

As a result, users may become desensitised to certain behaviours such as racism or 
misogyny.30 In addition, antisocial and impulsive behaviour may increase.31 

Another phenomenon concerns the effect of avatars on body image. One study, for 
example, found that virtual identification with a slim avatar led to changes in eating 
behaviour. The exclusively female participants avoided high-calorie meals after the 
immersion.32 This illustrates how strongly virtual self-presentation can influence real-
world behaviour. The altered body image is one example of the social comparison that 
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some individuals engage in within the Metaverse. One person described comparing 
themselves with others as follows: “I was so busy trying to make my avatar look perfect 
that I started feeling bad about myself in real life. And then you see these other avatars 
doing amazing things, and you can’t help but compare yourself. It really messes with 
your head.”33 This person is therefore comparing themselves both with other avatars 
in the Metaverse and with the idealised version of their own avatar - which in turn 
influences their self-perception in real life. The authors of the study assume that similar 
effects may also occur among male users, particularly when identifying with highly 
muscular avatars.  

2.1.3.  Social interactions and harassment 

As immersive virtual environments such as the Metaverse become more widespread, 
new challenges are emerging in the area of social interactions, particularly with regard 
to harassment and discriminatory behaviour. A central problem arises from the 
possibility of anonymous use. Interacting through avatars, which often reveal nothing 
about a user’s real identity, can significantly lower the threshold for socially 
inappropriate or boundary-crossing behaviour.34 Studies show that anonymity in digital 
spaces is associated with a higher likelihood of aggressive and norm-violating 
behaviour, as social sanctions are only weakly enforced.35 On the platform VRChat, for 
example, a rule violation occurs every seven minutes, a situation attributed in particular 
to the high degree of anonymity in the virtual environment.36 In addition, because 
interactions are digital, users may become less sensitive towards others or show less 
empathy.37 This can lead to an increase in antisocial and discriminatory behaviour. For 
example, 44 percent of adolescent Metaverse users report having experienced hate 
speech or offensive comments in the Metaverse.38 

A particularly sensitive area is sexual harassment in the Metaverse. Owing to the 
immersive nature of such platforms, abusive behaviour can occur, for example through 
avatars making physically intrusive approaches or through verbal harassment. A BBC 
researcher who posed as a 13-year-old reported encountering grooming, sexual 
content and rape threats.39 Surveys of adolescents also show that around 19 percent 
of respondents have experienced sexual harassment in the Metaverse.40 Because of 

 

33 Jia, Y., & Nkoulou Mvondo, G. F. (2025). Exploring the adverse effects of the Metaverse on users’ psychological 

well-being and self-esteem: A mixed-methods study. Journal of Retailing and Consumer Services, 86. 

https://doi.org/10.1016/j.jretconser.2025.104321  
34 Dwivedi, Y. K., Kshetri, N., Hughes, L., Rana, N. P., Baabdullah, A. M., Kar, A. K., ... Yan, M. (2023). Exploring the 

Darkverse: A Multi-Perspective Analysis of the Negative Societal Impacts of the Metaverse. Information Systems 

Frontiers 25, 2071-2114. DOI: https://doi.org/10.1007/s10796-023-10400-x  
35 Jia, Y., & Nkoulou Mvondo, G. F. (2025). Exploring the adverse effects of the Metaverse on users’ psychological 

well-being and self-esteem: A mixed-methods study. Journal of Retailing and Consumer Services, 86. 

https://doi.org/10.1016/j.jretconser.2025.104321  
36 Frenkel, S., & Browning, K. (2021, 12 December). The Metaverse’s dark side: Here come harassment and 

assaults. The New York Times. Retrieved on 25 July 2025, available at: 

https://www.nytimes.com/2021/12/30/technology/metaverse-harassment-assaults.html 
37 Dwivedi, Y. K., Kshetri, N., Hughes, L., Rana, N. P., Baabdullah, A. M., Kar, A. K., ... Yan, M. (2023). Exploring the 

Darkverse: A Multi-Perspective Analysis of the Negative Societal Impacts of the Metaverse. Information Systems 

Frontiers 25, 2071-2114. DOI: https://doi.org/10.1007/s10796-023-10400-x  
38 Hinduja, S., & Patchin, J. W. (2024). Metaverse risks and harms among US youth: Experiences, gender 

differences, and prevention and response measures. New Media & 

Society, 0(0). https://doi.org/10.1177/14614448241284413 
39 BBC. (23 February 2022). Undercover journalist witnesses abuse in Metaverse  [Video]. 

https://www.bbc.com/news/av/uk-60466557  
40 Hinduja, S. & Patchin, J. W. (2024). Metaverse risks and harms among US youth: Experiences, gender 

differences, and prevention and response measures. New Media & Society. 

https://doi.org/10.1177/14614448241284413  

https://doi.org/10.1016/j.jretconser.2025.104321
https://doi.org/10.1007/s10796-023-10400-x
https://doi.org/10.1016/j.jretconser.2025.104321
https://doi.org/10.1007/s10796-023-10400-x
https://doi.org/10.1177/14614448241284413
https://www.bbc.com/news/av/uk-60466557
https://doi.org/10.1177/14614448241284413


/ Metaverse and Extended Reality: Consumer-oriented design for safe use  17 

the immersive nature of the VR environment, these experiences are perceived as 
particularly intense.41 Other forms of discrimination, such as racism or homophobia, 
also occur frequently in the Metaverse.  

Another phenomenon is the frequent occurrence of trolling and cyberbullying. Unlike 
in social media, these forms of digital violence often take place synchronously in the 
Metaverse and with a sense of physical proximity. Avatars can be followed, blocked or 
publicly shamed. Affected individuals often experience these situations as threatening 
because the actions do not occur merely at the text level but unfold in three-
dimensional space. Surveys show that a significant proportion of adolescent users in 
the Metaverse have already experienced targeted bullying (38 percent) or trolling (43 
percent).42 

The protective mechanisms in place, as well as the way platforms operate, can also 
influence social interactions. As shown in the previous section, existing protective 
mechanisms - particularly regarding the protection of minors - have so far proved 
inadequate. Although platform operators set formal age limits and conduct guidelines, 
these are often circumvented through ineffective age verification procedures (see 
chapter Error! Reference source not found.) or insufficient moderation. Instead, 
responsibility is placed on the individuals affected, who must rely on reporting or 
blocking.43 Children and adolescents are therefore potentially exposed to harmful 
content as well as unfiltered interaction with strangers. Meta has also lowered its age 
restrictions further in recent years. It is now possible, with parental consent, for 
children as young as ten to gain access to Meta’s virtual worlds.44  

2.1.4. Motion sickness and physical side effects 

A frequently reported physical health risk associated with the use of the Metaverse is 
cybersickness. This condition, also known as motion sickness, travel sickness or VR 
sickness, refers to physical discomfort that can occur while using virtual-reality 
content.45 The cause is likely a sensory conflict: visual perception suggests movement 
while the body remains still. This mismatch between virtual and physical stimuli leads 
to unpleasant physiological reactions.46 Cybersickness manifests in a wide range of 
specific symptoms. These include disorientation, apathy, fatigue, dizziness, headaches, 
increased saliva production, dry mouth, difficulty concentrating, eye strain, vomiting, 
stomach sensitivity, paleness, sweating and impaired posture.47 The intensity of these 
symptoms can vary greatly between individuals.48 In addition to physical discomfort, 
cybersickness also significantly affects the mental well-being of those affected. Users 
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report emotional strain as a result of the symptoms.49 The prevalence of the problem 
is also evident in its frequency: 57.8 percent of virtual-reality users have already 
experienced cybersickness.50 

In addition to cybersickness, there are other physical strains that can occur as side 
effects of using the Metaverse. One of these is so-called visual fatigue, which is caused 
by excessive strain on the visual system. It manifests itself in symptoms such as eye 
strain, headaches, blurred vision, dry eyes and pain in the neck and shoulder area.51 
Another physical risk concerns muscular fatigue and musculoskeletal complaints, 
which reduce the ability of a muscle or muscle group to generate maximum force or 
performance - a condition that also commonly occurs during screen-based work.52 One 
issue is the increased amount of sitting that can occur when spending time in virtual 
worlds, as some Metaverse users spend several hours a day in virtual environments.53 
This lack of physical activity can have serious health consequences. It is assumed, for 
example, that there is an increased risk of cardiovascular disease, obesity, high blood 
pressure, elevated cholesterol levels and type 2 diabetes, even among otherwise 
healthy individuals.54 In addition, Metaverse users tend to have lower self-efficacy with 
regard to physical activity and are more likely to have health concerns related to their 
inactivity.55 However, these are correlational data - meaning it cannot be determined 
whether the use of the Metaverse causes lower self-efficacy or whether individuals 
with already low self-efficacy regarding physical activity are more strongly drawn to the 
Metaverse. 

Overall, the literature shows that the physical health of Metaverse users can be at risk 
from a wide range of strains - from acute symptoms such as cybersickness to long-term 
health risks associated with insufficient physical activity.  

2.1.5. (Design) power, access and inclusion 

To understand the social impacts of the Metaverse at a systemic level, it is important 
to consider fundamental questions of access, fairness and design power: Who is able 
to participate? Who is excluded? And who sets the rules? 

Digital divide and access barriers 

Metaverse technology holds significant potential to promote social participation - yet 
at the same time carries the risk of exacerbating existing social inequalities. It is already 
becoming apparent that access to the Metaverse is linked to substantial technical, 
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financial and infrastructural barriers. This raises a fundamental question: how can it be 
ensured that all people have access to the necessary devices, headsets and internet 
connections in order to participate in the Metaverse?56 If this access is lacking, it could 
in future mean exclusion from central areas of society - with potentially serious 
consequences for social development.57 Virtual-reality headsets today cost several 
hundred to several thousand dollars - and this is before factoring in accessories or 
additional services.58 At the same time, there are significant global disparities in access 
to broadband internet, which makes functional access to the Metaverse impossible in 
many regions. In addition, existing accessibility standards have so far been applied only 
inadequately to immersive technologies.59 

However, access barriers exist not only at the technical or financial level but also with 
respect to age, education and digital competence.60 Most VR headsets are currently 
designed for middle-aged adults. Neither the needs of children and adolescents nor 
those of older people are sufficiently taken into account in their design. Older 
individuals in particular tend to be more hesitant about using virtual-reality 
technologies, whereas younger age groups are considerably more open to and 
experienced with VR.61 The same applies to people with physical or sensory 
impairments as well as individuals with limited digital literacy or without access to 
modern devices - here, too, the high cost represents an additional barrier.62 

Inclusion and accessibility 

Access barriers often affect people with disabilities directly. As already noted, this is 
due in part to limited access to information and communication technologies (ICT) as 
well as to the internet.63 Underlying causes include financial constraints, physical 
impairments, limited digital skills or a lack of support structures.64 At present, the 
Metaverse does not meet the requirements of inclusion. Existing web accessibility 

 

56 Translated from English, based on Dwivedi, Y. K., Kshetri, N., Hughes, L., Rana, N. P., Baabdullah, A. M., Kar, A. 

K., … Yan, M. (2023). Exploring the Darkverse: A Multi-Perspective Analysis of the Negative Societal Impacts of 

the Metaverse. Information Systems Frontiers 25, 2071–2114. DOI:https://doi.org/10.1007/s10796-023-10400-x 
57 Dwivedi, Y. K., Kshetri, N., Hughes, L., Rana, N. P., Baabdullah, A. M., Kar, A. K., ... Yan, M. (2023). Exploring the 
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standards are not sufficient to address the specific demands of virtual environments.65 
The Web Content Accessibility Guidelines (WCAG) of the World Wide Web Consortium 
define the core principles of digital accessibility, including the perceivability of content 
(for example through alternative text or subtitles), the operability of interfaces (such as 
via keyboard navigation), the understandability of structure and language, and the 
technical robustness of digital applications across different devices and assistive 
technologies.66 However, there is a lack of knowledge about how existing functions can 
be adapted to enable low-barrier access to the Metaverse.67 Accessibility and inclusion 
in the Metaverse depend heavily on the perspectives and priorities of developers in the 
design process. If these perspectives do not include those of people with disabilities, 
the products will reflect this: people with disabilities are then forced to settle for 
suboptimal user experiences.68 Moreover, inclusion should not be understood solely in 
technical terms, as different levels of inclusion are required. Immersive digital 
environments also contain social barriers. The behaviour of users themselves can 
contribute to feelings of exclusion or a lack of belonging.69 

Some business models in the Metaverse run directly counter to the idea of inclusion - 
particularly those based on digital exclusivity. One example is the luxury brand Gucci, 
which released a series of exclusive NFTs, including characteristic patterns, symbols and 
motifs that customers could purchase in the Metaverse.70 In fact, some virtual fashion 
items were sold at higher prices than real Gucci products. 

An inclusive design in the Metaverse therefore means not only creating respectful 
digital spaces, but also ensuring in advance that all people have the skills, information 
and access they need to participate in this new digital environment in the first place. 71 

Power structures and business models 

A central feature of the Metaverse is the close interconnection between technological 
innovation and market interests. Even today, the market is dominated by a small 
number of large tech corporations that often control not only the technical 
infrastructure - such as hardware like VR headsets, for example Meta’s Quest or Apple’s 

 

65 Othman, A., Chemnad, K., Hassanien, A. E., Tlili, A., Zhang, C. Y., Al-Thani, D., Altınay, F., Chalghoumi, H., S. Al-

Khalifa, H., Obeid, M., Jemni, M., Al-Hadhrami, T., & Altınay, Z. (2024). Accessible Metaverse: A Theoretical 

Framework for Accessibility and Inclusion in the Metaverse. Multimodal Technologies and Interaction, 8(3), 21. 

https://doi.org/10.3390/mti8030021 
66 World Wide Web Consortium (W3C). (2023). Web Content Accessibility Guidelines (WCAG) 2.2. W3C 

Recommendation, 5 October 2023. https://www.w3.org/TR/WCAG22/ 
67 Othman, A., Chemnad, K., Hassanien, A. E., Tlili, A., Zhang, C. Y., Al-Thani, D., Altınay, F., Chalghoumi, H., S. Al-

Khalifa, H., Obeid, M., Jemni, M., Al-Hadhrami, T., & Altınay, Z. (2024). Accessible Metaverse: A Theoretical 

Framework for Accessibility and Inclusion in the Metaverse. Multimodal Technologies and Interaction, 8(3), 21. 

https://doi.org/10.3390/mti8030021 
68 Othman, A., Chemnad, K., Hassanien, A. E., Tlili, A., Zhang, C. Y., Al-Thani, D., Altınay, F., Chalghoumi, H., S. Al-

Khalifa, H., Obeid, M., Jemni, M., Al-Hadhrami, T., & Altınay, Z. (2024). Accessible Metaverse: A Theoretical 

Framework for Accessibility and Inclusion in the Metaverse. Multimodal Technologies and Interaction, 8(3), 21. 

https://doi.org/10.3390/mti8030021 
69 Zallio, M., & Clarkson, P. J. (2022). Designing the Metaverse: A study on inclusion, diversity, equity, accessibility 

and safety for digital immersive environments. Telematics and Informatics, 75, 101909. 

https://doi.org/10.1016/j.tele.2022.101909 
70 Krüger, K., Weking, J., Fielt, E., Böttcher, T., Kowalkiewicz, M., & Krcmar, H. (2025). Value Drivers for Metaverse 

Business Models: A Complementor Perspective. Journal of Management Information Systems, 42(1), 143–173. 

https://doi.org/10.1080/07421222.2025.2452679  
71 Zallio, M., & Clarkson, P. J. (2022). Designing the Metaverse: A study on inclusion, diversity, equity, accessibility 

and safety for digital immersive environments. Telematics and Informatics, 75, 101909. 

https://doi.org/10.1016/j.tele.2022.101909 

https://doi.org/10.3390/mti8030021
https://doi.org/10.3390/mti8030021
https://doi.org/10.3390/mti8030021
https://doi.org/10.1016/j.tele.2022.101909
https://doi.org/10.1080/07421222.2025.2452679
https://doi.org/10.1016/j.tele.2022.101909


/ Metaverse and Extended Reality: Consumer-oriented design for safe use  21 

Vision Pro - but also key software platforms and developer engines (see Table 1).72 The 
result is a strong concentration of economic power in the hands of a few providers, 
who therefore play a decisive role in shaping the Metaverse. 

Hardware / VR headsets Software platforms Developer engines 

Metas Quest und Quest Pro Metas Horizon Worlds and 

Horizon Workrooms 

 

Epics Unreal Engine 

Apples Vision Pro 

 

Steam VR Unitys XR Interaction Toolkit 

HTCs Vive Decentraland 

 

Nvidias Omniverse 

Microsoft's HoloLens   

Table 1: Leading competitors: a selection of actors in the XR sector73  

Meta plays a particularly central role: the company owns four of the six largest social 
media platforms and, with its Meta Quest VR headsets, controls one of the most 
important entry technologies into the Metaverse.74  

At the core of many business models is the monetisation of personal data.75 The major 
platform providers in the Metaverse pursue their commercial interests primarily 
through the systematic collection, processing and sharing of user data. This data is 
used, for example, to personalise advertising - but above all it Is used to influence user 
behaviour in ways that benefit the respective companies.76 At the heart of these 
platforms is the control of people’s data, behaviour and perception, and the Metaverse 
therefore carries the risk of a form of "surveillance capitalism".77   

If the Metaverse is to become a place of social participation and innovation for all, 
extensive efforts are needed to remove access barriers, ensure inclusion and critically 
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examine the concentration of power held by major technology corporations - only in 
this way can we prevent existing inequalities from being perpetuated or even deepened 
in this new digital world. 

2.2. Analysis of consumer complaints and concerns 

In contrast to the systematic literature review in chapter Error! Reference source not 
found., which summarises the state of scientific research on the topic, this chapter 
focuses on typical complaints and concerns related to the Metaverse from the 
perspective of users and consumers. The aim is to identify and qualitatively describe 
key problem areas from the user perspective based on publicly accessible posts from 
online forums and social platforms. For the analysis, posts from the forums and 
subforums of the following platforms were considered: Reddit, YouTube, vrforum.de 
and X (formerly Twitter). 

An initial overview of discussions in the forums and platforms indicated that most of 
the problem areas identified earlier in the literature review in chapter Error! Reference 
source not found. also reappear here. However, the general tone of posts in blogs and 
forums is more positive. One possible explanation is that people who are 
fundamentally critical of the Metaverse or who have already experienced significant 
problems with it may not use these platforms at all or participate less actively in 
relevant online discussions. Another reason could be that negative opinions are 
discouraged in some communities. One user, for example, described how criticism of 
VR headsets often triggers strong pushback from product fans, who react aggressively 
to opposing views and downvote them.78 It should also be noted that, compared with 
the other forums and platforms, Reddit proved to be a particularly valuable source for 
identifying a large number of relevant posts on behaviours and problems in the 
Metaverse. 

In the following, specific problems and user complaints are presented in line with the 
structure of the literature review in chapter Error! Reference source not found.. To this 
end, complaints and concerns were identified through targeted keyword searches79 in 
both English and German. 

2.2.1. Privacy, IT security and data protection 

On forums such as Reddit, users frequently express concerns about the types of data 
collected in the Metaverse and how these data might be used. One user in the 
subreddit r/metaverse, for example, described that a wide range of data could be 
gathered through the Metaverse. The user also feared that entirely new categories of 
data might be collected through the use of VR headsets equipped with cameras and 
microphones: eye movements, biometric data or the location and physical space in 
which a person is situated. This person further speculated that data on existing social 
contacts could also be recorded.80 In this context, some users also discuss how the 

 

78 TheFogIsBurning [u/TheFogIsBurning]. (2024). Something that i’ve noticed: some people just really don’t wanna 

talk about the quest 3’s issues and attack others that dare to say that it is not the perfect. [Online forum post]. 

Reddit. 

https://www.reddit.com/r/virtualreality/comments/1an1bhs/something_that_ive_noticed_some_people_just/  
79 The search terms used include, among others: Scam, fraud, privacy, data protection, Betrug 

Addiction, mental health, dissociation, screen time, hours, Trolls, harassment, racism, sexism, motion sickness, 

nausea, headache, dizziness, VR legs, prize, zuck, zuckerberg, inclusion 
80 [Deleted user]. (2022). The nature of the Metaverse actually opens up many [Comment on the online forum 

post How does the Metaverse, or potentially living within the realm of the Meta affect privacy?]. Reddit. 
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handling of sensitive data works at Meta. For example, one user on Reddit asked 
whether it is possible to use VR headsets and the Metaverse for work purposes and 
what legal requirements would apply. Other users responded that there are no official 
statements on IT security and that, for this reason, they would avoid using the 
Metaverse for work and for handling sensitive data.81 

In addition to these concerns, the issue of fraud is also discussed extensively. Various 
forms of fraud can occur in the Metaverse, as illustrated by two examples. Many people 
in the subreddit r/VRchat report receiving messages offering custom-made avatars. 
These messages often advertise steep discounts, yet the product actually delivered 
does not meet the stated requirements or would have been available for free. The 
relevance of this problem area is underscored by the statement of one user: “These 
scammers are everywhere.”82 Users respond to this in various ways, including by trying 
to waste scammers’ time through interaction or by reporting them to the respective 
moderators. Another example of potential fraud in the Metaverse is the trade in virtual 
land. These digital plots are viewed by some as investment assets, with the intention of 
reselling them later at a profit. However, one user on Reddit warns of misleading 
marketing practices that may carry fraudulent characteristics. Among other things, the 
user warns of artificially created scarcity that gives the impression of a limited resource. 
In addition, promotional videos are often used that do not reflect the actual condition 
of the product and therefore create false expectations, according to one user.  83 These 
practices carry the risk of financial loss and highlight the need for a critical examination 
of investments in digital spaces. 

2.2.2. Mental health and addiction 

Many forum posts on Reddit discuss the effects of using Metaverse platforms on 
mental health. One striking observation is that some users report experiencing their 
time in the Metaverse - for example on platforms such as VRChat - as more fulfilling 
than real life. This tendency appears particularly among individuals who are dissatisfied 
with their life situation in the physical world. One user described it as follows: “My 
computer was like a drug and I abused it as a way of escapism, to get my head off of all 
the troubles I currently have ongoing.”84  The Metaverse is therefore used by this 
person as a place of retreat and as a means of escaping distressing life circumstances. 

In another post, one user expressed the view that people may develop a strong 
emotional attachment to the virtual world if they have more friends there than in real 
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life or feel that their personality is accepted only in the Metaverse. 85 This can also be 
accompanied by a sense of alienation from the real world. One person wrote: “The one 
problem is that when I exit, I just feel sad. It’s a hard to explain feeling. Like, not teary 
sad but a sort of inability to feel happy.” 86 In such cases, the Metaverse functions not 
only as a social space but also as a place of retreat that is perceived as more positive 
than the real environment. 

In view of such feelings - and in line with the scientific findings presented in chapter 
Error! Reference source not found. - it can be assumed that (over)intensive use and 
issues related to addiction may also be relevant problems. This is also reflected in the 
intensive discussions in blogs and forums on the topic of “time spent in the 
Metaverse”.87 The reported amounts of time vary considerably: some users state that 
they spend between 0 and 2 hours a day in the Metaverse, while others report being 
online for 12 to 16 hours. Many comments also note that usage can vary depending on 
the day of the week and other obligations (for example work or social commitments). 
Overall, it becomes clear that users posting in such forums often spend a great deal of 
time in the Metaverse. Other posts on Reddit also frequently express fears of becoming 
addicted to the Metaverse.88 One person on Reddit, for example, reported that they do 
not spend time in the Metaverse during the day and limit their use to a few hours each 
evening in order to avoid becoming strongly addicted. When users say that they are 
addicted to the Metaverse or that the “normal” world feels boring to them, other users 
often advise them to take deliberate breaks and, if necessary, consider seeking 
professional help to regain healthy usage habits. 89 

Another issue that can affect mental health is dissociation or depersonalisation (see 
also chapter Error! Reference source not found.).90 One person in a post on the 
subreddit r/VRchat reported that they need some time to reconnect with the real world 
after leaving the Metaverse: “But whenever I take my headset off after a long session, 
I feel dissociated. Like when I pick up my phone it takes me a while to realise it’s actually 
in my hand […] It sometimes in real life feels like I’m still in vr, like when I look around 
irl it still feels like it.”91 Other users report that such perceptions occur particularly at 
the beginning of use and diminish over time. It is recommended to take regular breaks 
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to prevent these effects. This discussion suggests that many users view the symptoms 
described as a temporary phenomenon that is considered normal.  

Overall, the findings indicate that using the Metaverse can pose significant challenges 
to mental health. The risk appears particularly high for vulnerable groups who 
experience loneliness, exclusion or psychological strain in the real world, as they may 
be more inclined to seek a substitute for real-life satisfaction in the virtual world, with 
the associated risk of dependency and emotional alienation. 

2.2.3. Social interactions and harassment 

In the Metaverse, users encounter one another in real time, which on the one hand 
enables new forms of social interaction but on the other also introduces new forms of 
digital boundary-crossing (see also chapter 2.1.3). Harassment, insults and toxic 
behaviour are among the most frequently reported complaints in relevant forums. 
“Trolling” in particular is a common topic. This refers to the deliberate posting of 
provocative, offensive or disruptive messages with the aim of provoking strong 
emotional reactions or sabotaging discussions. Such comments are often sexist, racist, 
homophobic or discriminatory in other ways.  

Forum discussions increasingly highlight that in many cases the issue is no longer 
isolated trolling but systematic racist discrimination. One user described their 
experience with the platform VRChat as follows: “I can’t believe how many racist things 
I have heard in my short time on VRChat. […] I was shocked to hear SO many kids 
dropping the N word on the American servers.”92 The quote illustrates that racist 
remarks not only occur frequently but are also used by very young users. Another 
person reported that they now avoid platforms such as VRChat because of the regularly 
occurring racist comments.93 In response to such reports, other forum members 
recommend strategies such as muting, blocking or ignoring the users in question. At 
the same time, the inadequate moderation of the platforms and the lack of effective 
reporting functions are also criticised. 

Sexual harassment is also a major topic of debate in the forums. One woman on Reddit, 
for example, reported that she had chosen a female avatar. While she had become 
accustomed to verbal sexist insults in other online games, she found the behaviour in 
the Metaverse particularly distressing because her avatar was also subjected to virtual 
physical harassment. In her post, she explicitly called for better protection and 
reporting mechanisms after such incidents. 94 Other posts report similar experiences. 
One woman, for example, described in a blog post her experience with a game in which 
she played an archer: “His floating hand approached my body, and he started to 
virtually rub my chest.”95 Although she was aware that no physical contact had taken 
place, the situation felt real and continued to affect her emotionally beyond the virtual 
moment. At the same time, the discussions also reveal a certain ambivalence in how 
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sexual harassment in virtual spaces is perceived. Some users question whether such 
situations should be considered harassment at all, as no “real” physical interaction 
occurs. Instead of structural protective measures, they emphasise the personal 
responsibility of those affected, for example by leaving the virtual environment or 
ignoring the behaviour in question.96 

2.2.4. Motion sickness and physical side effects 

The use of virtual-reality technology and Metaverse platforms can also lead to physical 
side effects (see chapter Error! Reference source not found.). One of the most 
frequently discussed issues in user forums is motion sickness, which manifests in 
symptoms such as nausea, headaches or dizziness. In this context, users on Reddit also 
often ask for advice on how to deal with these problems.97 One user on Reddit 
describes their approach to handling motion sickness as follows: “It took a fair amount 
of time for me to adjust to the unnatural feeling of movement in VR. I couldn’t stand it 
for even a few seconds. Take small steps at first using low movement games, racing 
games are definitely out for the time being.” Other tips from users include starting with 
specific games, making sure to take regular breaks and using certain settings to make 
turning and movement within the game easier98. Some users report that it is necessary 
to ease into the Metaverse and VR headsets gradually in order to develop their “VR 
legs”, meaning they no longer experience motion sickness.99 

Another frequent complaint concerns the VR headsets themselves. Some users criticise 
them for being too heavy and uncomfortable to allow a seamless transition from the 
real world into the virtual one or to be used for longer periods at a time.100  

2.2.5. (Design) power, access and inclusion 

Access to the Metaverse is still heavily dependent on financial resources (see chapter 
Error! Reference source not found.). Some users therefore criticise the fact that, due 
to the high purchase costs of virtual-reality headsets and the need for powerful 
computers or laptops, full use is not equally possible for all population groups. One user 
expresses this issue in a forum post as follows: “VR can’t just be a ‘rich boy’s’ game – 
there needs to be lower-end headsets and cheaper built controllers. […] At this moment 
we need products that the masses will easily throw money at.” 101 This statement 
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reflects many posts calling for more affordable alternatives and therefore broader 
access to the Metaverse. 

Alongside technical and financial accessibility, there is also extensive debate in the 
forums about who shapes and controls the Metaverse. Power dynamics and the role 
of commercial actors are often at the centre of criticism. In one Reddit thread, a user 
responds to the question of whether the Metaverse is good or bad as follows: “Depends 
on who controls it. If it’s controlled by the users and the commercial shit is kept 
corralled […]. No, it’s gonna go just like the internet. Popup ads in your eyeballs and 
having to pay a penny an hour to keep your clothes on.” 102 This statement points to a 
widespread scepticism toward increasing commercialisation and the potential abuse of 
power by major platform operators. The role of Meta and its CEO Mark Zuckerberg is 
viewed particularly critically. Several posts highlight the problem that using the Meta 
Quest headset requires a Facebook account and that users must agree to the disclosure 
of personal data to the company.103  

In particular, the extensive collection of data (see chapters Error! Reference source 
not found. and Error! Reference source not found.) is seen by users as contributing to 
a growing weakening of their position compared with powerful companies. One user 
sums up their thoughts as follows: “Those who control the data of the metaverse will 
control its people.”104 This expresses the fear that control over the data generated in 
the Metaverse could be equivalent to control over the users themselves. Another 
person comments on YouTube as follows: “Instead of seeing innovation […], I just see 
large corporations with opaque structures that mainly want two things: my data and 
[…] my money […]. All I see now is the shop, the advertising banners, the building of 
statistics, the cookies and terms and conditions that I always have to accept because 
otherwise I can’t continue […].”105 This illustrates that the opaque handling of data, for 
example by companies such as Meta, is viewed critically. 

2.3. Summary of findings from the foundational research 

Using the Metaverse poses major challenges for data protection and IT security. Not 
only movement data is recorded but also biometric features such as facial expressions, 
voice and eye movements, often without clear transparency. This creates risks such as 
profiling, surveillance, identity theft and phishing. Responsibility often lies with users 
themselves because regulatory provisions are lacking. These concerns are clearly 
reflected in forum discussions. Many users express distrust toward platforms such as 
Meta, particularly regarding the handling of sensitive data captured through cameras 
and microphones in VR headsets. Fraudulent offers, such as avatar designs or virtual 
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land sales, are also discussed. There is a widespread sense of lacking control over one’s 
own data, accompanied by distrust toward the opacity of major providers. Users are 
generally aware of this problem yet still share large amounts of data. This suggests the 
presence of a classic attitude–behaviour gap. 

The literature also highlights psychological challenges, such as the high addiction 
potential of immersive technologies. Individuals who experience social isolation or 
psychological strain are particularly at risk. Studies show that intensive use can lead to 
depersonalisation, loss of a sense of reality and distorted self-perception, for example 
through idealised avatars or constant comparison. These risks are also discussed in 
forums. Many users report using the Metaverse as a place of retreat during difficult life 
situations. Some describe a form of emotional dependence and difficulties returning to 
the real world after long VR sessions. At the same time, affected users actively 
exchange strategies such as taking breaks or practising digital self-control, in some 
cases including the recommendation to seek professional help. 

Anonymity, lack of moderation and the immersive closeness of the Metaverse can 
encourage problematic behaviour such as harassment, discrimination and trolling. 
Sexual assaults in particular are experienced as intense and distressing because of the 
physical proximity simulated through avatar interaction. These findings are repeatedly 
confirmed in user forums. Many report racist and sexist comments, and in some cases 
explicit assaults on platforms such as VRChat. Although technical options exist, such as 
blocking or muting, many users consider moderation and protective mechanisms to be 
insufficient. There is a palpable sense of uncertainty about how to handle digital 
boundary-crossing. 

According to research, motion sickness is a common problem when using VR, caused 
by sensory discrepancies. Other strains include visual fatigue, muscle tension and long-
term health risks due to insufficient physical activity. Users also frequently report 
motion sickness, especially in the first weeks of use. Strategies for adaptation, such as 
gradually easing into VR, taking breaks or adjusting movement settings, are actively 
shared. Complaints about the weight and comfort of the headsets also appear 
regularly. The experience of physical strain is widespread and is perceived by many as 
a real limitation. 

Access to the Metaverse depends heavily on financial, technical and social factors. 
People with disabilities, low incomes or limited digital experience are systematically 
disadvantaged. Moreover, decision-making power lies with a small number of major 
corporations, which threatens democratic development. Forum users also perceive 
access to the Metaverse as elitist. They criticise the fact that expensive headsets and 
powerful computers exclude many people. Accessibility for individuals with disabilities 
is rarely discussed, which points to real shortcomings in inclusion. Many also express 
scepticism toward the power of large tech companies, especially Meta. Fears are 
repeatedly voiced that data misuse and commercialisation could, in the long term, lead 
to a “controlled” Metaverse in which users no longer have any real say. 

.   
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3. Results of the online focus groups 

3.1. Overview and approach 

To specify the particular challenges and resulting consumer requirements for the 
design of the Metaverse and VR/AR technologies, two focus groups were conducted in 
the next step. The first group consisted of active users of the Metaverse or virtual 
reality. The second group comprised their family members, such as parents, siblings 
or partners. These moderated group discussions made it possible to gain deeper 
insights into perceptions, challenges and needs in dealing with the Metaverse from 
both the users’ perspective and that of their family members 

The exploratory nature of focus groups made it possible to examine in greater depth 
the thematic areas and issues previously identified in the literature review. Since social 
and psychological aspects play a central role in the use of the Metaverse, this format 
was particularly well suited to exploring group dynamics and social norms. 

Juxtaposing the perspectives of users and family members also allowed for a nuanced 
examination of different viewpoints. It became clear, particularly in questions 
concerning the potential risk of addiction due to intensive use or an over-identification 
with one’s avatar, that the assessments can differ significantly.  

The qualitative insights from the focus groups form the basis for the subsequent 
quantitative online survey. In addition, the discussions already produced initial ideas 
for potential solutions, which served as a starting point for the later expert workshops 
in work package 4 (AP4). 

The key findings from the focus groups are presented descriptively in the following 
chapter. 

3.2. Implementation and composition 

The first focus group consisted of Metaverse users. The second focus group was 
conducted with family members of Metaverse users.  

Focus group of users 

This focus group consisted of eight people. The group included an equal number of 
men and women. The participants were between 25 and 50 years old, with an average 
age of 37. Regarding their highest level of education, two had completed secondary 
school, two had completed upper secondary school and four held a university degree. 
The participants came from a wide range of regions, although all lived in major cities or 
their immediate surroundings. All participants stated that they owned a VR headset 
and used it regularly. One person also owned an AR headset. The VR headsets were 
used by the participants for both interactive and non-interactive applications. Three 
participants reported using their VR headset almost exclusively for interactive 
applications with other people, for example on social platforms or in multiplayer 
games.  

Focus group of family members of users 

The second focus group comprised five people, three men and two women. Their ages 
ranged from 20 to 56, with an average age of 37. Three participants had completed 
upper secondary school and two held a university degree. All participants lived in major 
cities or their immediate surroundings. While the participants themselves were not 
regular users of VR headsets, other members of their households owned one. The 
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family members they referred to used the VR headset for both interactive and single-
user applications. The relationships to the users varied: in three cases they were 
siblings, in one case a partner and one participant reported on experiences with both a 
child and a partner. 

3.3. Results 

3.3.1. Focus group with users 

The following section summarises the key findings from the first focus group with 
Metaverse users. This discussion took place online on Monday, 14 July 2025 from 17:30 
to 19:30. 

3.3.1.1. Use and attitude 

The participants use the Metaverse in different contexts and with varying emphases. 
Most gained access to the virtual world through gaming, and two people reported 
additional professional points of contact with the Metaverse. All participants use a VR 
headset to access it. 

Many of the participants use more than one application – examples mentioned include 
games and platforms such as Batman, VRChat or Minecraft. In addition to gaming, 
social interactions such as communicating and meeting with friends are also cited as 
reasons for use. The contexts range from relaxation to entertainment to escapism, as 
illustrated by the following quote: 

“to switch off (…) yes, really then escapism” (20:19)106 

While some participants have been using their VR headset for several years, others only 
started in the past one to two years. Usage time varies: one participant reports 
spending only 1–2 hours per week in the Metaverse, most fall in the range of 4–5 hours 
per week and one participant mentions using it for 10 hours per week. This results in 
an average of around 5 hours of weekly use. All participants state that they use the 
Metaverse more intensively at weekends. 

 

Users’ attitudes toward the Metaverse are predominantly positive. Most express a 
very open stance toward it, with only one participant taking a more critical view. 

 

106 Note: The time references in brackets refer to the relevant point in the focus group recording. 

Figure 1: Attitudes toward the Metaverse – focus group with users 
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Table 2: Overview of usage behaviour – focus group of users  

When asked “Which three words come to mind immediately when you hear the term 
Metaverse?”, the participants mentioned a wide range of associations, including terms 
such as community, escapism, innovation, future, avatar and global. At the same time, 
more critical impressions were also expressed, such as dangerous, something you need 
to get used to or perceptual disturbance. 

3.3.1.2. Social interaction 

In discussing how people treat one another and the rules that apply in the Metaverse, 
the participants described different experiences yet agreed that the Metaverse should 
not be a lawless space. One participant emphasised that, in principle, the same rules 
apply in the Metaverse as in real life. There are rules that should be observed in social 
interactions, regardless of whether the interaction takes place online or offline.  

“I know it more as (…) people saying the same rules apply as in real life. Of course you 
can’t just (…) write that into legal texts, but that’s basically the idea.” (35:11) 

Another participant explained that she feels particularly safe in spaces with 
moderation. In these spaces, not only do general rules apply but there is also someone 
present who observes interactions between users and can intervene when necessary. 
She also described certain rules regarding the proximity of avatars. In some virtual 
spaces, for example, it is forbidden to get too close to other avatars or to walk through 
them, as this can be experienced as very intense due to the immersion of the VR 
headset. 

Many participants emphasised the importance of consequences for rule violations and 
inappropriate behaviour. They considered it necessary to have clear options and steps 
for dealing with misconduct and problematic interactions. Examples mentioned here 
included reporting individual users or blocking accounts.  

Many of the participants described situations in which they had negative 
interpersonal experiences in the Metaverse. One participant expressed a very critical 
view in this context. In his opinion, avatars are frequently misused and effective 
protection against such assaults is often lacking:  

“(…) in the area of VRChat there is an enormous amount of discrimination, toxic 
behaviour, racism and everything. (…) things can happen there that are on a completely 
different level (…) the way people interact, from what I usually see, is also that typical 
behaviour you often encounter on the internet.” (37:31) 

Another participant reported a friend who experienced identity theft. Someone 
recreated her avatar and pretended to be her. Although she reported the incident, 
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there was no response. Because of the lack of consequences and her own uncertainty, 
she eventually left the platform. 

Other participants also described situations in which they witnessed insults or 
discriminatory remarks. Many emphasised, however, that they do not associate this 
behaviour exclusively with the Metaverse. In their view, the behaviour is more closely 
linked to the general anonymity of the internet, which often worsens the tone in digital 
spaces. 

 

Figure 2: Problems in the Metaverse – focus group of users 

Several participants proposed monitoring as a solution, in which what is said can be 
supervised and moderated. A person, such as a host or moderator, should be able to 
intervene when necessary. There must also be effective consequences for misconduct, 
for example warnings or the exclusion of users. It was emphasised that the 
unrestricted return of blocked individuals must be prevented. This is particularly 
important for protecting children and adolescents. One participant spoke about using 
artificial intelligence to incorporate, for example, word filters. Another participant 
suggested creating safe spaces for avatars. In this idea, a protective zone would open 
around one’s avatar that others cannot enter. 

3.3.1.3. Psychological and physical challenges 

Time spent in the Metaverse is associated with relaxation and stress relief for the 
participants. For them, the Metaverse offers a way to escape everyday life. 

“I would say neither better nor worse, but definitely more relaxing. I find that after a 
long working day it is very, very relaxing to escape into another world for a while” 
(53:12) 

One participant reported that the Metaverse represents significant relief for her 
compared with real life. She described herself as rather introverted and finds it stressful 
to have to “get ready” for social interactions in everyday life. She particularly 
appreciates the ability to change her avatar depending on her mood and the freedom 
to leave a virtual situation at any time, for example when she feels uncomfortable. She 
sees differences between her digital personality and her real self. In the real world she 
behaves more cautiously and reservedly, especially as a woman, since one may be 
confronted with boundary-crossing behaviour or even physical aggression. In the 
Metaverse, by contrast, she feels freer, safer and generally more comfortable in social 
situations. Another participant, however, reported that he finds dealing with different 
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identities in the Metaverse burdensome. In his view it is too complicated to behave like 
a different character depending on the virtual environment.  

Several participants reported having already spent real money in the Metaverse. One 
participant said she regularly buys skins for her avatars because she values visual 
customisation. She also confirmed that the appearance of her avatar in the virtual 
world is more important to her than her appearance in the real world.  

"(…) I have to say that in the real world I’m not really a fashion victim (…) but in the 
game I do want to stand out’ (…).” (1:06:02) 

Another participant reported having made investments in the Metaverse. She had 
purchased virtual plots of land in the expectation that they might increase in value in 
the future. The purchase was made using cryptocurrency, which made the process 
appear serious and professional to her. 

Another participant described her perception of time in the Metaverse as highly 
distorted. She said that one quickly loses track of time, especially when wearing a VR 
headset. The virtual environment conveys a sense of safety and comfort, making it easy 
to sink into it. 

With regard to healthy use of the Metaverse, many participants agreed that it is 
important to set clear boundaries, for example by using alarms or personal time limits. 
However, self-discipline also plays a crucial role, as a timer alone does not help. One 
participant additionally stressed that people who lack social stability or struggle with 
problems in real life are particularly at risk of using the Metaverse not just as a 
“temporary game” (1:12:40) but as an alternative reality and losing themselves in it. 
Other participants also saw a particular risk for children and adolescents, who may 
more easily lose their connection to the real world. 

Physical challenges were barely mentioned or discussed in the users’ focus group. 
Motion sickness was described as a temporary phenomenon and no other physical 
issues were reported. 

3.3.1.4. Data protection, cybersecurity and youth protection 

Many participants are aware of which data and how much data is collected in the 
Metaverse, as the following statement illustrates: 

“I think that’s something everyone should really be aware of. Nobody gives you 
something for free. As soon as something is free, you are the product.” (1:26:21) 

One participant, however, was surprised and concerned about recordings of the 
physical environment captured by the VR headset. She said she generally has no issue 
with data related to gameplay being processed, as this could contribute to technical 
improvements. She is more cautious when it comes to chats and conversations: here 
one should not automatically assume that content remains private.  

In a brief query, participants were asked to spontaneously name three central 
cybersecurity problems in the Metaverse. Several raised the issue of theft, such as 
identity theft or theft of passwords or data. Other terms mentioned included stalking, 
grooming, manipulation, carelessness and lack of regulation. 

One participant summarised the central problem of cybersecurity in the Metaverse as 
a “not actually existing security” (1:31:39). The reason for this, he said, is that threats 
or assaults in virtual spaces are not immediately noticeable. Other participants 
mentioned problems such as cyberattacks or wallet theft.  

Afterwards, participants were asked whether they feel safe in the virtual world, 
particularly in the Metaverse. The responses were mostly cautious to sceptical. 
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One participant openly stated that he feels rather unsafe in the Metaverse. Although 
he sees no difference between fraud risks in the traditional internet and in the 
Metaverse, he remains generally critical of the Metaverse. In the Metaverse anyone 
can use a false avatar to pretend to be a friend or acquaintance, another participant 
added. Children in particular can be easily deceived or manipulated.  

In contrast, another participant reported that she feels very safe in the Metaverse, 
especially when she communicates regularly with people whose contact details or 
social media profiles she knows. In such cases she can quickly verify whether the person 
really is who they claim to be.  

3.3.1.5. Assessment of political responsibility and possible courses of action 

Finally, the participants discussed the responsibility of policymakers to protect users 
in the Metaverse. The results show a clearly divided picture. 

 

 

 

One participant described his ambivalent position: although he sees responsibility for 
one’s own behaviour primarily with the individual and argues for personal freedom of 
choice, he still emphasised the need for political framework conditions. These could 
be developed, for example, with the support of consumer organisations in order to 
ensure basic standards. 

Two participants, however, spoke clearly against political regulation. They supported a 
free market in which users themselves can exert pressure on providers through their 
decisions, for example by boycotting or unsubscribing. In their view, political 
intervention is not only unnecessary but potentially patronising. 

Another participant took the opposite position. He considered political regulation 
essential to prevent, for example, the formation of monopolies, as is currently 
emerging with platforms such as YouTube. Targeted political pressure, such as age 
verification or market regulation, can lead companies to adapt or withdraw from 
certain markets. 

3.3.2. Focus group with family members 

The following section presents the findings from the focus group with family members 
of Metaverse users. 

This discussion took place online on Wednesday, 16 July 2025 from 17:30 to 19:30.  

Figure 3: Political responsibility – focus group of users 
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3.3.2.1. Use and attitude 

The family members referred to by the participants use the Metaverse primarily in a 
gaming context. Fortnite was mentioned particularly often. Other users play fantasy or 
mythology-based games. Roblox was also mentioned by one participant in this group. 
All individuals use a VR headset to access the Metaverse. 

Most family members acquired a headset only within the past one to two years. The 
frequency of use varies considerably: two family members use the Metaverse daily, 
another two to three days a week. One participant reported on his child and said that 
he tries to limit usage very strictly. The child is allowed to use the VR headset for only 
20 to 30 minutes at a time. Overall, this results in an average of about 5–6 days per 
week, with an estimated weekly usage time of around 15 hours. 

The usage behaviour of the family members is summarised in Table 2 in chapter Error! 
Reference source not found.. 

 

Figure 4: Attitudes toward the Metaverse – focus group of family members 

The attitudes of the family members are overall more reserved than those of the users. 
Most participants expressed a neutral view, while two assessed the Metaverse 
somewhat positively. The associations mentioned ranged from fascination, curiosity 
and surprise to future. At the same time, more critical terms were also mentioned, such 
as isolation, immersion or data protection. 

3.3.2.2. Social interaction 

One participant reported that the tone in the Metaverse is noticeably different from 
everyday real-life interactions. In her observation, the tone is at times very harsh and 
commanding. She described the atmosphere as a kind of release in which many users 
express themselves very directly or even disrespectfully. Nevertheless, she emphasised 
that there are also entirely normal, everyday interactions in the virtual space. 

“(…) when he starts communicating with others (…) it ranges from everyday topics like 
‘hey, how are you?’, ‘what are you doing?’, ‘what’s on your mind?’ to outright insults 
(…) it’s quite a harsh tone” (28:50) 

A survey tool was used to record and categorise the participants’ negative experiences. 
This was followed by discussions about possible solutions to these problems. 
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Figure 5: Problems in the Metaverse – focus group of family members 

None of the participants reported that their family members had already had personal 
experiences with extreme forms of misconduct in the Metaverse. One participant, 
however, suggested using artificial intelligence to develop filtering systems against 
offensive language. 

Two participants pointed to differences between the genders. Especially in mixed 
groups, the tone is often noticeably harsher and at times discriminatory toward 
women. 

Many participants saw platform operators as bearing responsibility. It was repeatedly 
emphasised that there must be consequences for inappropriate behaviour, for 
example warnings or the exclusion of users. One participant stressed that affected 
individuals should have the opportunity to explain their behaviour before final 
measures are taken. To ensure respectful interaction and protect vulnerable groups, 
especially children and adolescents, the introduction of clear rules by the platforms 
was called for. Among the suggestions were age verification using an ID card and age-
appropriate access restrictions similar to those used for films. It was also considered 
essential to have clear rules of conduct that all users must adhere to. 

Some participants, however, noted practical challenges in implementing these 
measures, particularly because the virtual space is still insufficiently regulated in many 
areas. 

3.3.2.3. Psychological and physical challenges 

One participant reported repeatedly observing clear signs of addictive tendencies in 
the family member concerned. For this person, the Metaverse has become a fixed part 
of leisure time. She created a game character with whom she identifies to a certain 
degree. Although there is no complete merging between avatar and real person, the 
participant estimated that around 10–20 % of the character’s traits are carried over 
into everyday life. 

“She has created a character there (…) which she naturally sometimes carries over. (…) 
You can’t compare it, not one to one by any means, but let’s say this: 10–20 %, 
sometimes at times when she should actually be herself, she basically already takes on 
that form.” (57:51) 

The participant also reported that his child’s behaviour has noticeably changed since 
using the Metaverse. Before playing, the child behaves normally, but afterwards shows 
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significantly more intense and unbalanced emotional reactions. The child becomes 
upset more quickly and gets into verbal conflicts more often, and at times he hardly 
recognises his child. The participant sees a heightened vulnerability particularly among 
children and adolescents, as they adopt terms and behaviours without really 
understanding their meaning or impact. He also described a certain addictive impulse:  

“Sometimes she seems very nervous (…) the addictive impulse is somehow there – 
because she feels she is missing out on something. (…) you really sometimes get the 
impression when she is sitting there in the morning, for example at breakfast or so, 
especially at weekends, that her thoughts are elsewhere. Then you get the impression 
(…) I’m probably interrupting her in some dreamlike, partially virtual world.” (34:28) 

The other participants shared similar impressions regarding addictive tendencies. In 
several cases, family conflicts arose because everyday responsibilities were neglected. 
To counter this, clear rules had to be put in place, for example that playing is only 
allowed once tasks such as homework have been completed. 

Another participant reported that family members are increasingly withdrawing from 
social interaction. Those close to the users experience feelings of loneliness because 
they often retreat into the virtual world for long periods. This has noticeable effects on 
real-life relationships. 

The reward systems of many games were identified as a central problem. They 
encourage continuous use, which poses a risk especially for vulnerable groups. One 
participant, however, pointed out that this issue already existed for the person 
concerned before they started using a VR headset. In her view, the real problem lies 
less in the technology itself than in the game content. 

Family members often know relatively little about the avatars. Most users do not 
develop a deeper identification with their avatars. One person, however, reported 
that avatars did play a social role: certain characters were purchased with real money 
during gameplay to gain status within a group of friends. This significance, however, 
was limited exclusively to the game. Beyond that, there was no further identification 
with the avatar. Physical challenges were also barely mentioned or discussed in the 
group of family members. Motion sickness was observed in some cases but was not 
perceived as a major issue. 

Physical challenges were also barely mentioned or discussed in the group of family 
members. Motion sickness (that is, nausea) was observed in some cases but was not 
regarded as a major issue. 

3.3.2.4. Data protection, cybersecurity and youth protection 

Many participants were generally aware that data is collected when using the 
Metaverse. However, some were surprised to learn which specific types of information 
are recorded and to what extent this occurs.  

One participant described the situation in a very matter-of-fact way. In his view, the 
disclosure of personal data has long been part of everyday digital life. Whether through 
smartphones, apps or social networks, virtually everyone is digitally active today and 
continuously shares information. Against this backdrop, the VR headset does not 
represent a fundamental change for him but rather a continuation of already 
established digital practices.  

“But I mean, when I put on such a thing and walk around somewhere, of course it gets 
tracked. (…) You have to accept that in order to have this experience.” (1:17:23) 

Nevertheless, many family members expressed clear concerns about how personal 
data is handled in the Metaverse. 
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“(…) if you want added value, you have to give up data, that’s the currency we have 
after all” (1:18:40) 

One participant expressed particular concern in this context, especially with regard to 
vulnerable groups and children. In her view, many young people lack the media literacy 
required to truly understand the extent of data use. 

In a brief query, participants were asked to spontaneously name three central 
cybersecurity problems in the Metaverse. Several identified identity theft as a key 
issue. Other problems mentioned included manipulation, privacy, anonymity and data 
misuse. 

One participant was particularly surprised by the types of data collected, such as heart 
rate or information about the immediate surroundings. He expressed serious concern 
about what could happen if such sensitive data were to fall into the wrong hands. He 
found risks such as deepfakes, manipulation or threat scenarios especially troubling. In 
this context, he also saw manufacturers as bearing responsibility. Privacy policies are 
often long, incomprehensible and barely accessible to most users. He therefore 
suggested summarising key content in child-friendly language or in the form of bullet 
points in order to raise awareness of data protection at an early stage. He also stressed 
that parents should have the right to access their children’s accounts to enable stronger 
parental oversight and protection. 

None of the participants reported personal experiences with data misuse, identity theft 
or similar incidents in the Metaverse. However, several noted that they were already 
familiar with such issues and threats from the broader internet context. 

3.3.2.5. Assessment of political responsibility and possible courses of action 

In another query, participants were asked to what extent they see policymakers as 
responsible for protecting users in the Metaverse.  

 

Figure 6: Political responsibility – focus group of family members 

Only one participant spoke rather against political regulation in the Metaverse. In his 
view, implementing political requirements in virtual spaces is difficult because 
legislative processes are often too slow to keep pace with rapid technological 
development. Instead of state intervention, he argued for increased awareness-raising, 
for example through consumer protection organisations or the platform operators 
themselves. 

The remaining participants, however, supported political involvement. They 
emphasised that public awareness of the risks and rules of the Metaverse needs to be 
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strengthened. One participant called for a broad societal consensus on a virtual legal 
framework, as real offences are increasingly occurring in the Metaverse. In her view, 
policymakers have the strongest levers to shape developments in this area. Many 
participants were convinced that, without binding political framework conditions, 
providers would tend to push existing boundaries and claim the greatest possible 
freedom of action for themselves.  

3.4. Comparison of the groups and implications for the surveys 

The questionnaires were developed primarily on the basis of the insights gained from 
the focus groups. The following section therefore summarises the key findings once 
again and sets out the implications these had for the surveys. 

3.4.1.1. Use and attitude 

Users generally have a somewhat more positive attitude than family members. Overall, 
however, both groups view the Metaverse quite positively. Family members estimate 
usage duration to be significantly higher. The general attitude toward virtual-reality 
environments was also captured in the surveys to allow a better empirical assessment 
of how strongly levels of agreement differ between the groups. It was also useful to ask 
both groups about usage duration in order to identify possible distortions in users’ self-
perception.  

3.4.1.2. Social interaction 

Social interaction is generally described as rather “rough”, although this also depends 
on the specific platforms. Users frequently report harassment or insults on virtual-
reality platforms. Family members sometimes perceive the tone indirectly when they 
are in the same room as the users. However, users do not always share their 
experiences with family members. The quantitative survey on experiences with 
problematic social behaviours was therefore intended to provide valuable insights into 
how widespread such experiences are, as well as into the extent to which these 
incidents are concealed or shared with family members. Questions about the causes of 
these problems were directed exclusively at the users themselves, as they have more 
contextual knowledge and can give a more informed assessment. The focus groups also 
showed that the Metaverse can play an important role in the social lives of some users. 
The survey therefore asked which groups of people users typically interact with in the 
Metaverse and what subjective importance the virtual world holds for their social life. 
These questions were aimed primarily at users themselves but also at their family 
members, who experience usage behaviour more from an observational perspective. 

3.4.1.3. Psychological and physical challenges 

Users mainly see positive aspects of the Metaverse, such as relaxation, stress relief, a 
sense of safety and opportunities for self-expression. Signs of addiction are mentioned 
only indirectly and are rarely recognised in themselves. Family members assess the 
risks as higher, cite concrete examples and express more critical views. However, they 
mostly also believe that users’ behaviour is not yet psychologically conspicuous or to 
be classified as addictive. At the same time, family members report that users behave 
differently in real life, are sometimes absent and that there have already been disputes 
about usage. Both groups reported sometimes considerable financial expenditure, 
particularly for gaming options. These insights indicated that topics relating to mental 
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health and addictive behaviour should be asked about indirectly in both groups in order 
to avoid socially desirable responses. 

Family members are not well placed to comment on issues such as over-identification 
with avatars, so only the user group was surveyed on this topic. 

With regard to physical health, only motion sickness was mentioned. Since no 
distortion effects due to social desirability are expected here, this topic was included in 
the surveys of both groups. 

3.4.1.4. Data protection, cybersecurity and youth protection 

The views of the two groups are fairly similar on this topic. Both expressed the opinion 
that there is no way to use the Metaverse without sharing data. These data implicitly 
constitute the currency of the Metaverse, just as they have long done on the internet. 
However, participants were surprised and concerned about certain types of data, such 
as camera screening of the room or heart rate. Both groups were also worried about 
child and youth protection. The surveys should therefore address security aspects, 
particularly regarding the protection of children and adolescents. The experiences of 
parents of users offer especially valuable insights in this context. On the one hand, they 
help to quantify risks for children and adolescents in dealing with virtual worlds. On the 
other hand, they make it possible to determine the extent to which existing measures 
for child and youth protection are perceived as sufficient. It is also striking that some 
parents themselves – consciously or unconsciously – contribute to bypassing these 
protective measures, for example by helping their children access age-restricted 
content or set up user accounts. For this reason, the surveys of family members 
addressed the extent to which parental behaviour itself may pose an obstacle to child 
and youth protection. 

3.4.1.5. Assessment of political responsibility and possible courses of action 

Most participants in both groups see political actors as bearing responsibility in this 
area. However, concerns were also expressed that political actors and regulatory 
efforts may not be able to keep pace with the speed of developments in the Metaverse 
market or might restrict the freedom of the market and of users. Both the user group 
and the family member group articulated well-considered views on this issue. The 
surveys therefore included questions on the responsibility of various actors. Finally, 
both focus groups proposed numerous solutions, which is why the survey measured 
levels of agreement with different protective measures. 
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4. Results of the online surveys  

4.1. Overview and approach 

Building on the exploratory, qualitative method of the focus groups, which provided 
initial insights into existing consumer issues in the Metaverse, standardised surveys 
were subsequently conducted. The aim was to quantitatively examine the problem 
areas previously identified and thereby increase the generalisability of the findings. 

4.2. Implementation 

Two surveys were conducted in total, with 410 people participating. Of these, 210 
belonged to the group of VR users. Screening questions were used to select this group: 
included were individuals who own a VR headset and use it either very frequently 
(several times a week) or occasionally (several times a month). The second group 
comprised 200 family members. These individuals do not own a VR headset themselves 
but live in a household with someone (child, parent, partner or sibling) who owns and 
also uses a VR headset very frequently or occasionally. A minimum age of 18 applied 
to both groups. 

The survey was carried out using an online questionnaire (CAWI). Recruitment of 
participants was handled by the market research company Innofcat. Both groups 
received largely identical questionnaires, consisting of up to 30 questions. The 
composition of the sample was based solely on the specific screening criterion of VR 
headset use and is therefore not representative of the overall population.  

The following section presents the results for each topic area separately for the user 
group and the family member group. In addition to this differentiated presentation by 
users and family members, the results for two subgroups are also considered and 
presented separately in parts: parents107 as a distinct group within the family 
members, and intensive users108 within the VR user group. This allows for a more 
nuanced depiction of issues related to child and youth protection (parents) and 
problematic usage behaviour (intensive users). 

4.3. Results 

4.3.1. Composition of the groups 

In the group of directly surveyed VR users, as well as in the group of VR users described 
from the family members’ perspective, there is a clear gender difference: only about 
one third of users are women (33 and 31 % respectively), while two thirds are men (67 

 

107 The group of parents is a sub-group of relatives and comprises 71 persons. 
108 The group of intensive users includes persons who meet the following criteria: 

• Frequency of use: use of the VR headset several times per week 

• Duration of use: more than 10 hours up to more than 30 hours per week 

In addition, at least one of the following characteristics had to apply: 

• Use of VR worlds sometimes continues for longer than originally planned 

• Other tasks or activities are sometimes neglected because of VR worlds 

• VR worlds are sometimes used deliberately to escape everyday life or certain situations 

• Even without active use, people often think about VR worlds, or are mentally “absent” in the real 

world 

This group comprises 61 respondents and therefore represents just under 15% of users. 
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and 69 % respectively. By contrast, the surveyed family members themselves show a 
balanced gender distribution. 

The average age of the surveyed users is 41.37 years. The family members were on 
average 41.85 years old. The VR users described by family members, however, are 
significantly younger: their average age is 29.77 years. This indicates that children and 
adolescents were also included in the survey through the reports of family members.  

Family members were predominantly partners (43 %) or parents (35 %) of the VR users. 
Another 19 % reported siblings and only 3 % reported their own parent.  

 

 

Figure 7: Relationship of family members to the users 

In terms of educational level, it becomes clear that among VR users a large proportion 
hold a university degree (45%), followed by individuals with completed vocational 
training (23%). Among family members, the majority also hold a university degree 
(41%), although the proportion with vocational training is considerably higher (35%). 
For the VR users reported on by family members, however, there is an increased share 
of individuals without a qualification or still in education (21%). Taken together with 
the age structure, this suggests that many of them are still in school. 

 

Figure 8: Education of respondents 

For comparison: According to the latest census, the average age of the population in 
Germany is 44.6 years.109 The average age of the surveyed VR users is therefore lower 
– even though the survey only included people aged 18 and over. If the census average 
age is adjusted accordingly, this difference becomes even more pronounced. This 
illustrates that VR headsets are used primarily by younger population groups. The 
gender distribution also indicates a stronger affinity for VR among men. With regard to 

 

109 Statistisches Bundesamt (2025). Bevölkerungsstand: Bevölkerung nach Gebietsstand – Deutschland insgesamt 

[Tabelle]. Statistisches Bundesamt. https://www.destatis.de/DE/Themen/Gesellschaft-

Umwelt/Bevoelkerung/Bevoelkerungsstand/Tabellen/bevoelkerungsstand-gebietsstand-werte.html  

https://www.destatis.de/DE/Themen/Gesellschaft-Umwelt/Bevoelkerung/Bevoelkerungsstand/Tabellen/bevoelkerungsstand-gebietsstand-werte.html
https://www.destatis.de/DE/Themen/Gesellschaft-Umwelt/Bevoelkerung/Bevoelkerungsstand/Tabellen/bevoelkerungsstand-gebietsstand-werte.html
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educational level, it also becomes apparent that VR users are more highly educated 
than the overall population: according to the census, only 20.2% of the German 
population held a university degree in 2022.110 

4.3.2. Fundamental questions on the use of virtual-reality worlds 

On average, users had owned their VR headset for 2.68 years, while the VR users 
reported on by family members had owned theirs for 2.59 years. 

With regard to usage frequency, VR users themselves stated that they used their 
headsets roughly equally often several times per week or several times per month. 
Family members, however, estimated the use of their household members as 
considerably less frequent: 70% reported usage several times per month, while only 
30% reported usage several times per week. This could either indicate more restricted 
use – for example among children – or an underestimation of actual usage behaviour 
by family members. 

When looking at usage purposes, the gaming sector clearly dominates: 83% of VR users 
and 81% of family members named gaming as the primary use. In second place is 
entertainment (62% vs. 44%), followed by sport and health (45% vs. 31%). In addition, 
around 28% of users report using the Metaverse for social interactions, and almost one 
in five uses it for professional purposes. The ranking of usage purposes is largely 
identical between self-reports and reports by others. With regard to gender 
differences, only minor variations appear. Women use the Metaverse slightly more 
often for social interactions, health, and shopping than men (differences of up to three 
percentage points). Men, on the other hand, use it significantly more often for 
entertainment (65% vs. 56%). Among intensive users, a broader variety of usage 
purposes becomes apparent. This group not only uses the Metaverse more frequently, 
but also more diversely – in addition to gaming and entertainment, they use it more 
often for sport and health, shopping, or social interactions. 

 

Figure 9: Purpose of using virtual-reality worlds 

Attitudes towards the Metaverse are predominantly positive. Among VR users, 89% 
rate the Metaverse as very positive or rather positive. Among family members, the 
share is somewhat lower at 73%, yet the perception is still mainly positive; around one 
quarter also express a neutral view. There are no differences between genders. Parents 
are more sceptical about the Metaverse than other family members: 64% hold a 
positive view, with another 34% being neutral. However, even among parents, only 2% 
have a negative attitude towards the Metaverse. A particularly strong positive attitude 

 

110 Statistisches Bundesamt (2024). Bevölkerung ab 15 Jahren nach höchstem allgemeinem Schulabschluss (Table 

2000S-1003) [Table]. Statistisches 

Bundesamt. https://ergebnisse.zensus2022.de/datenbank/online/statistic/2000S/table/2000S-1003 

https://ergebnisse.zensus2022.de/datenbank/online/statistic/2000S/table/2000S-1003
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is evident among intensive users: 59% rate the Metaverse as very positive, and together 
with the rather positive assessments this results in an approval rate of 95%. 

Overall, it becomes clear that VR headsets are still a relatively new technology that 
most respondents have only been using for a few years. The most common area of use 
is gaming, followed by entertainment. Intensive users make significantly broader use 
of the Metaverse. Across all groups, positive attitudes predominate. Critical or negative 
evaluations, on the other hand, are hardly represented – neither among users nor 
among family members. 

4.3.3. Social interaction 

In virtual worlds, consumers primarily interact with people they already know from real 
life – 68% of users report this (see  Figure 10). However, 40% of both users and family 
members are also in contact with people they first met exclusively in virtual-reality 
worlds. Interestingly, almost one third of users regularly interact with strangers. 
Intensive users have contact with online acquaintances much more frequently (67%), 
meaning people they became acquainted with in VR worlds, as well as with strangers 
(41%). Women show more cautious contact behaviour: 80% interact in the Metaverse 
with people they already know from real life, and only 21% interact with previously 
unknown individuals. 

 

 

Figure 10: Contacts in virtual-reality worlds 

When asked whether users had met people in real life whom they first got to know only 
in virtual-reality worlds, 36% responded that they had already met such individuals 
offline, and 39% stated that they could at least imagine doing so (see Figure 11). 
Eighteen per cent of users said they would not want to meet in real life. 
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Figure 11: Acquaintances from virtual-reality worlds met offline by users 

For many users, virtual-reality worlds play an important role in their social life (see 
Figure 12): Forty-eight per cent of users state that VR worlds have a very great or rather 
great importance for their social life. For 21%, VR worlds play only a minor role or no 
role at all in their social life. Family members assess the importance of VR worlds for 
the social life of their relatives as lower: 25% of family members believe that VR worlds 
have a very great or rather great significance for the social life of their relatives. With 
regard to gender, only small differences emerge: for women, VR worlds tend to have a 
rather great significance (40% vs. 30%), while among men a higher proportion report 
that VR worlds have a very great importance for their social life (17% vs. 10%). In 
addition, it becomes apparent that a high importance of VR worlds for social life often 
goes hand in hand with a more positive attitude towards the Metaverse. Not 
surprisingly, VR worlds have a clearly greater importance for the social life of intensive 
users: 79% state that VR worlds have a rather great or very great significance for their 
social life. 

 

Figure 12: Importance of virtual-reality worlds for social life 

The assessment of the way people interact in the Metaverse is positive – contrary to 
what might have been expected based on the findings from the focus groups (see 
Figure 13). Seventy-one per cent of users report that the tone of interaction is very 
respectful or rather respectful. Family members, however, assess the tone of 
interaction less positively (52%). It is striking that only a very small proportion perceive 
a disrespectful tone of interaction in the Metaverse.  
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Figure 13: Tone of interaction in virtual-reality worlds 

There are also no notable gender differences in the perception of the way people 
interact. Critical views regarding the way people interact in the Metaverse arise most 
frequently in the contexts of entertainment (29% state that the interaction is partly 
respectful/partly disrespectful or worse) and gaming (27%). Surprisingly, according to 
users, the most respectful way of interacting is found in social usage contexts (88% 
report a very respectful or rather respectful way of interacting). 

The most common problems in the Metaverse, according to users, include trolling, the 
depiction of extremist content, discrimination and cyberbullying (see Figure 14). For 
these issues, at least 50% of users have either had such experiences themselves or have 
heard about them from people in their personal network who were affected. These 
figures indicate a widespread presence of problematic behaviour in VR worlds. This 
corresponds with findings from other digital spaces: a recent online survey shows that 
63% of 18- to 27-year-olds have already witnessed digital violence – most frequently in 
the form of insults, hate speech and the spread of false information.111 A further 
alarming finding of the survey is that 27% of female users have already been sexually 
harassed in VR worlds. The issues that family members most frequently report are 
likewise trolling (16%) and discrimination (13%). 

 

Figure 14: Problems in virtual-reality worlds – users 

Users see the causes of these problems as lying in various factors (see Figure 15). The 
main reasons cited are anonymity (51%) and a lack of law enforcement and 
consequences (47%).  

 

111 HateAid. (2024). In meinem Netz soll es keine Gewalt geben! Wie junge Menschen digitale Gewalt erleben 

und damit umgehen. HateAid. https://hateaid.org/wp-content/uploads/2024/07/hateaid-studie-junge-

erwachsene-2024.pdf 

https://hateaid.org/wp-content/uploads/2024/07/hateaid-studie-junge-erwachsene-2024.pdf?utm_source=chatgpt.com
https://hateaid.org/wp-content/uploads/2024/07/hateaid-studie-junge-erwachsene-2024.pdf?utm_source=chatgpt.com
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Figure 15: Reasons for problems – users 

A considerable proportion (48%) also believe that there are simply bad people. Fewer 
users see a lack of civil courage (28%) or insufficient knowledge on the part of 
perpetrators about correct behaviour (33%) as causes. 

4.3.4. Physical and mental health 

With regard to physical health, motion sickness – also referred to as digital seasickness 
– is a common symptom when using VR headsets. However, for most users it does not 
represent a (long-term) problem (see Figure 16): 50% of users never experienced 
symptoms, and for 33% the initial symptoms disappeared after a short period of time. 
However, for 15% of users the symptoms persisted in the long term. 

 

Figure 16: Motion sickness during use 

To examine the addiction potential of VR worlds, usage duration, various question 
items (based on the diagnostic criteria for Gaming Disorder, ICD-11 code: 6C51) and 
monetary expenditure on VR worlds were recorded. The results (see Figure 17) show 
that more than half of users spend over 10 hours per week in VR worlds (51%). One 
fifth use VR worlds for more than 20 hours per week, which corresponds to roughly 
three hours per day. Family members estimate the usage time of their relatives as 
significantly lower. Women use VR worlds slightly longer on average than men. The 
longer the usage time, the more positively VR worlds are evaluated overall. 

 

Figure 17: Duration of using virtual-reality worlds 
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For comparison: in Germany, the average daily playing time for video and computer 
games is around 19 minutes, with 10- to 18-year-olds spending an average of 1 hour 
and 7 minutes on video and computer games, and the duration decreasing significantly 
with age.112 The usage times of Metaverse users are therefore comparatively high. 

With regard to mental health, the results for the question items based on the 
diagnostic criteria for Gaming Disorder (ICD-11 code: 6C51) show that 32% of users use 
VR worlds for longer than originally planned, and for 26% they represent a central part 
of their leisure activities (see Figure 18). For one fifth, VR use has already led to the 
neglect of other responsibilities, and 18% reported conflicts with close persons due to 
their use. 

 

 

Figure 18: Experiences when using virtual-reality worlds 

Negative effects on sleep (14%) or everyday physical activity (13%) are less common. 
Twenty-five per cent of users report positive effects such as feeling energised or in a 
cheerful mood after using VR. Users’ reports are generally higher than those of family 
members. However, for the neglect of other activities and conflicts with close persons 
due to VR use, the values are identical. Intensive users show higher levels of agreement 
across all items surveyed.113 They use VR more often to escape everyday life (a 
difference of 23 percentage points compared to other users), are more frequently 
mentally absent in the real world (a difference of 21 percentage points), and are more 
likely to neglect other tasks or activities (a difference of 17 percentage points). A 
comparison of genders shows similar behaviour between women and men for many 
items. However, men are more likely to have reduced everyday physical activity due to 
VR use (17% among men vs. 6% among women) and are more frequently mentally 
absent (16% among men vs. 11% among women). 

 

112 Statistisches Bundesamt (Destatis). (2024, 21 August). Mit zunehmendem Alter nimmt die Zeit für Video- und 

Computerspiele deutlich ab [Press release no. PD24_34_p002]. Statistisches 

Bundesamt. https://www.destatis.de/DE/Presse/Pressemitteilungen/Zahl-der-Woche/2024/PD24_34_p002.html 
113 These substantial differences are partly attributable to the definition of the group, since intensive users had to 

meet at least one of these characteristics in order to be assigned to the group. 

https://www.destatis.de/DE/Presse/Pressemitteilungen/Zahl-der-Woche/2024/PD24_34_p002.html
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Only a few family members have noticed behavioural changes in Metaverse users as a 
result of their use (see Figure 19). Accordingly, 80.5% of family members do not notice 
any perceptible difference in the behaviour of their users as a result of using VR worlds. 
Only 7% report that the behaviour of users has noticeably changed for the worse. 

 

Figure 19: Behavioural differences in users as perceived by family members 

The survey results also provide insights into monetary spending in the Metaverse: 9% 
of users have already spent money in virtual worlds, with a median of €250. In contrast, 
6% of family members report spending by their users, which is lower and has a median 
of €175. Intensive users spend significantly more, with a median of €350. 

Users were also asked about the personal importance of their avatar in the Metaverse 
(see Figure 20). Here, 64% of users stated that their avatar is very important or rather 
important to them; among intensive users, this applies to as many as 92%.  

 

Figure 20: Importance of the avatar for users 

An avatar can also be an expression of one’s real personality in the Metaverse. This is 
supported by the survey results (see Figure 21). Seventy-one per cent of users describe 
their avatar as almost entirely corresponding to, or similar in many aspects to, their real 
self.  

  

 

Figure 21: Similarity of the avatar – users (left) and intensive users (right) 

However, 27% have created their avatar with clear deviations from their real self. 
Among intensive users, avatars that resemble their real self are even more common. 
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Avatars therefore appear not only to have great importance for users but also to 
represent an important form of expressing their personality. 

4.3.5. Cybersecurity and data protection 

Safety in the Metaverse, and the protection of data that is linked to it, is also an 
important topic. Overall, the majority of users feel rather safe or very safe in virtual 
worlds (89%) (see Figure 22). Family members assess safety somewhat lower (82%), 
but they too are only slightly concerned. 

 

Figure 22: Safety in virtual-reality worlds 

Children and adolescents in particular may be exposed to certain risks in the Metaverse 
that endanger their safety. A look at Figure 23 shows that these risks are generally 
assessed as quite similar and all considered relevant. However, there are some 
differences between users and family members in their assessment. Users perceive 
cyberbullying as a significantly greater problem than family members. The latter, in 
turn, view the loss of a sense of reality and addictive behaviour as considerably greater 
risks associated with Metaverse use. Data protection is still mentioned as a risk for 
children and adolescents by around one third in each group, although it is named less 
frequently compared with the other risks. 

 

 

Figure 23: Risks for children and adolescents in virtual-reality worlds 
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It is striking that the group of parents assesses the risks associated with the use of 
virtual-reality worlds more cautiously overall than other family members and users. 
Their levels of agreement are lower in almost all categories than those of the other 
respondent groups, ranging between 27% and 39%. 

4.3.6. Responsibility 

The question of how the protection of users in virtual-reality worlds should be 
regulated produces a mixed picture (see Figure 24). Twenty-four per cent of users 
believe that responsibility lies with users themselves, who should decide which 
applications they use and which content they consume. Five per cent of respondents 
believe that the existing protection measures are sufficient. However, the majority of 
users call for structural responsibility and do not see the solution primarily in individual 
responsibility. Taken together, 47% demand that platform operators implement 
protection and control mechanisms more effectively, or that state institutions and 
policymakers establish clear legal regulations. A further 20% argue for shared 
responsibility between users, companies and policymakers. Family members largely 
share this view, but at 27% they place even greater emphasis on shared responsibility. 

 

Figure 24: Ideas and preferences for protecting users – users 

The protection mechanisms discussed in the focus groups and in the literature, and 
presented for evaluation in the survey, received broad support (see Figure 25). The 
most strongly supported measure was reporting and complaints mechanisms, 
endorsed by 87% of users. AI-based filters for problematic content received the lowest 
level of support, with 67% of users in favour. Family members generally support the 
protection mechanisms even more strongly. The clearest difference appears with age 
verification for access restrictions: 91% of family members are in favour, compared with 
81% of users. 
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Figure 25: Protection mechanisms in virtual-reality worlds 

4.3.7. Parent-specific questions 

Some questions were addressed only to parents, as the legal guardians of the 
particularly vulnerable group of children and adolescents. In line with the 
comparatively low assessment of risks for children and adolescents in the Metaverse, 
the vast majority of parents stated that their children had not yet been exposed to any 
of the risks asked about (92%). It remains unclear whether this low frequency truly 
reflects a lack of exposure, or whether children and adolescents may refrain from 
sharing negative experiences with their parents. 

 

Figure 26: Risks for one’s own child 

Despite the overall low reported incidence of risks affecting children and the 
comparatively low assessment of these risks, many parents consider the existing 
protection mechanisms in virtual-reality worlds to be insufficient. More than half of 
respondents regard the measures as inadequate (51%), while only one third assess 
them as (rather) adequate (34%).  

 

Figure 27: Measures in the protection of children and adolescents 

At the same time, some parents help their children to circumvent existing protection 
measures (see Figure 28): While the majority of parents state that they have not yet 
helped their children to bypass such protection mechanisms, around 30% report having 
actively helped at least once to circumvent existing measures – an indication that 
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parental support in digital contexts is not always purely controlling, but can at times 
also be enabling or involve sidestepping rules. 

 

Figure 28: Support in circumventing child and youth protection measures 

4.4. Overall findings from the online surveys 

The findings from the online surveys show clear sociodemographic influences on 
Metaverse use. At present, it is used primarily by younger and more highly educated 
population groups. The average age of the VR users surveyed is around 41.85 years, 
which is noticeably below the German population average of 44.6 years, even though 
only adults were included in the survey. Younger users are also captured through the 
responses of family members, indicating that children and adolescents regularly use VR 
as well. This trend is consistent with recent studies showing that virtual-reality worlds 
are used predominantly by younger age groups.114 The gender distribution is uneven: 
around two thirds of users are men, which suggests that male users currently show a 
stronger affinity for VR. In terms of educational attainment, the respondents are, on 
average, significantly more highly educated than the general population: almost half 
have a university degree, whereas this share is only around 20 percent nationwide 
according to the 2022 census. Within the sample, a subgroup of intensive users was 
also identified. This group accounts for around 15 percent of users and is characterised 
by particularly frequent and intensive use. 

The findings show that most respondents have not been using virtual-reality 
technologies for very long. Usage intensity varies; roughly half of respondents use their 
VR headset regularly, meaning several times per week. Whereas in the focus groups 
family members tended to estimate usage time as considerably higher, in the survey 
they generally assess the usage time of their household members as lower.  

With regard to modes of use, a clear pattern emerges: gaming is by far the most 
common application area, followed by entertainment content, applications relating to 
sport and health, and social interactions. This confirms trends observed in other 
studies, which describe virtual reality primarily as a medium for games and audiovisual 

 

114 Bitkom e. V. (2025). Die Zukunft der Consumer Technology 2025. Bitkom e. 

V. https://www.bitkom.org/sites/main/files/2025-09/bitkom-studie-die-zukunft-der-consumer-technology-

2025.pdf 

https://www.bitkom.org/sites/main/files/2025-09/bitkom-studie-die-zukunft-der-consumer-technology-2025.pdf?utm_source=chatgpt.com
https://www.bitkom.org/sites/main/files/2025-09/bitkom-studie-die-zukunft-der-consumer-technology-2025.pdf?utm_source=chatgpt.com
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content115. The dominance of the gaming sector observed in those studies is also 
reflected in the present findings. 

Attitudes towards the Metaverse are predominantly positive. Approval is particularly 
strong among intensive users, who not only use virtual-reality technologies more 
frequently but also for a wider range of purposes. This high level of acceptance aligns 
with the qualitative findings from the focus groups, where participants likewise 
emphasised the potential of immersive technologies for entertainment, social 
interaction and personal experiences. 

The survey shows that virtual-reality worlds are used as social spaces in which both 
existing relationships are maintained and new acquaintances are made. For many users 
– especially intensive users – virtual-reality worlds have now gained noticeable 
importance for their social lives. Family members, however, tend to perceive this 
importance as lower. 

Strikingly, the majority of respondents perceive the way people interact in VR worlds 
as respectful – a finding that stands in clear contrast to the results of the focus groups, 
where a rough or disrespectful tone was reported far more frequently. It is possible 
that boundary-crossing behaviour is perceived differently in everyday use or is 
tolerated as part of digital communication culture. 

At the same time, the survey clearly shows that problematic behaviour such as the 
depiction of extremist content, discrimination and cyberbullying is widespread. These 
phenomena are attributed primarily to structural causes such as anonymity and a lack 
of consequences for misconduct. Overall, this results in an ambivalent picture: while 
the majority assess social interactions in virtual-reality worlds positively, there are at 
the same time considerable challenges regarding respectful communication and 
protection from abusive behaviour. 

Physical impairments resulting from the use of virtual-reality headsets are generally 
rare. Although some users report symptoms such as motion sickness, these usually 
occur only temporarily. A lack of physical activity also affects only a minority of 
respondents. 

Psychological and behavioural effects, however, are significantly more pronounced. 
Many respondents report that they use virtual-reality worlds for longer than planned, 
or that these have become a fixed part of their leisure activities. Some occasionally 
neglect other activities or experience conflicts within their social environment as a 
result. Signs of problematic use are particularly evident among intensive users – for 
example, deliberately immersing themselves in virtual-reality worlds to escape 
everyday life or experiencing a strong mental presence in virtual spaces. Family 
members often assess overall usage time and strain as lower, yet they observe similar 
behavioural patterns. 

Emotional attachment to avatars is also strongly developed. For the majority of 
respondents – especially intensive users – their own avatar is of central importance and 
often reflects aspects of their real personality.  

The vast majority of users feel fundamentally safe in virtual worlds, whereas family 
members assess this sense of safety somewhat more cautiously. With regard to the 
question of who should bear responsibility for protecting users in the Metaverse, there 
is a clear preference for structural solutions: most respondents consider platform 
operators, state institutions and policymakers responsible for establishing 

 

115 Bitkom e. V. (2025). Die Zukunft der Consumer Technology 2025. Bitkom e. 

V. https://www.bitkom.org/sites/main/files/2025-09/bitkom-studie-die-zukunft-der-consumer-technology-

2025.pdf 

https://www.bitkom.org/sites/main/files/2025-09/bitkom-studie-die-zukunft-der-consumer-technology-2025.pdf?utm_source=chatgpt.com
https://www.bitkom.org/sites/main/files/2025-09/bitkom-studie-die-zukunft-der-consumer-technology-2025.pdf?utm_source=chatgpt.com
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appropriate protection and control mechanisms, while individual responsibility plays a 
secondary role  

This view is also reflected in the evaluation of specific protection measures. Reporting 
and complaints mechanisms receive the highest levels of approval, whereas AI-based 
filters for problematic content meet with lower acceptance. Age-verification measures 
are supported far more strongly by family members than by users themselves. 
Measures for the protection of children and adolescents are considered insufficient, 
particularly by parents. At the same time, around one third of parents help their 
children at least occasionally to circumvent such measures at their request. Overall, 
there is broad consensus that protection in virtual spaces should be shaped collectively 
– through cooperation between users, platform operators and regulatory actors. 
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5. Legal requirements 

Although the Metaverse promises users entirely new experiential possibilities in 
unfamiliar virtual worlds, it is by no means a lawless space. At present, there are no 
legal provisions that are specific to the Metaverse116, but the concept of the Metaverse 
is already covered by numerous legal regulations. However, most of these regulations 
were enacted before the Metaverse and its associated issues were even foreseeable. 
As a result, the legal classification of Metaverse-specific scenarios is often unclear.  

Against this backdrop, the following sections describe the extent to which consumer 
interests are currently protected under applicable law when using the Metaverse. The 
legal situation is explained with regard to the protection of the economic interests of 
consumers (Section Error! Reference source not found..), data protection (Section 
Error! Reference source not found..), IT security (Section Error! Reference source not 
found..), health protection (Section Error! Reference source not found..) and 
protection from abusive behaviour (Section Error! Reference source not found..). 
Because of the particular risks that the Metaverse poses for children and adolescents 
(Section Error! Reference source not found..), as well as the general implications for 
mental health (Section Error! Reference source not found.), these aspects are also 
examined from a legal perspective. Finally, Section Error! Reference source not found. 
considers the extent to which the applicable legal provisions are practically suitable 
for effectively protecting consumers’ rights in the Metaverse.  

Since “the Metaverse” as a comprehensive virtual space does not yet exist, the legal 
considerations primarily refer to the Metaverse-like services already available today, 
such as those offered by117, Roblox118 or Decentraland119.  

5.1. Protection of economic interests: civil consumer protection law 

The protection of consumers’ economic interests in commercial transactions is the 
subject of civil consumer protection law. The following section outlines the 
requirements that arise in this regard for the Metaverse. 

5.1.1. Conclusion of contracts in the Metaverse 

Access to Metaverse platforms is generally governed by distance contracts in electronic 
commerce (§§ 312 et seq. BGB120). The information obligations and rights of withdrawal 
familiar from online retail apply here as well. The justification for the particular need to 

 

116 The EU Commission is, however, exploring the possibilities of adopting rules specifically tailored to the 

challenges of the Metaverse; see in this regard the consultation conducted in 2023 entitled “Virtual Worlds 

(Metaverses): a vision for openness, safety and respect”:https://ec.europa.eu/info/law/better-regulation/have-

your-say/initiatives/13757-Virtuelle-Welten-Metaversen-eine-Vision-fur-Offenheit-Sicherheit-und-Respekt_de 
117 See https://www.meta.com/de-

de/metaverse/?srsltid=AfmBOooPCMGCmtt_nATuwNHH9TRqCxJkMZ_w5g1Xrskci6bbf53Uej_d  
118 See https://corp.roblox.com/de  
119 Wilson, M. (2024). Decentraland Metaverse. Blockchain Council. https://www.blockchain-

council.org/metaverse/decentraland-metaverse/. 
120 German Civil Code (BGB), in the version promulgated on 2 January 2002 (Federal Law Gazette I p. 42, 2909; 

2003 I p. 738), last amended by Article 4 of the Act of 7 April 2025 (Federal Law Gazette 2025 I no. 109).  

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13757-Virtuelle-Welten-Metaversen-eine-Vision-fur-Offenheit-Sicherheit-und-Respekt_de
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13757-Virtuelle-Welten-Metaversen-eine-Vision-fur-Offenheit-Sicherheit-und-Respekt_de
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protect consumers in commercial transactions arises from the increased risk of 

personalised advertising and persuasive “dark patterns.”121,122  

The conclusion of a contract for paid services is subject to the so-called “button 
solution” (§ 312j para. 3 BGB). This means that a valid contract is only formed if 
consumers explicitly confirm their payment obligation by clicking a clearly labelled 
button – for example, one bearing the wording “Place binding order now”.123   

5.1.2. Information obligations 

Companies must provide comprehensive information about the contracting party, the 
service, costs and technical requirements (Art. 246a EGBGB, § 327 BGB). This also 
includes details on compatibility, functionality, geoblocking and in-app purchases. 
Information must also be provided about usage risks, such as nausea or dizziness 
(“motion sickness”) when using a VR headset (see also Section Error! Reference source 
not found.. on product safety law). 

Consumers must also be informed about their right of withdrawal, and a standard 
withdrawal form must be provided. A breach of the obligation to inform about the right 
of withdrawal results in the withdrawal period not beginning to run, allowing 
withdrawal for up to twelve months after conclusion of the contract (§ 356 BGB). 

5.1.3. Warranty and digital products 

For digital content and services in the Metaverse, §§ 327 et seq. BGB apply. Consumers 
are therefore entitled to defect-free performance and regular security updates (§§ 
327e, 327f BGB). If defects occur, these can either be remedied through subsequent 
performance (§ 327i BGB), or consumers may exercise their rights to terminate the 
contract (§ 327m BGB), reduce the price (§ 327n BGB) or claim damages (§ 327m para. 
3 in conjunction with §§ 280 et seq. BGB). Importantly, these provisions also apply to 
free-of-charge offers (“free-to-play”) if consumers provide personal data in order to use 
a service in the Metaverse (§ 327 para. 3 BGB) 

5.1.4. Unfair competition law 

In addition to the contractual requirements outlined above, the provisions of unfair 
competition law also apply to offerings in the Metaverse, ensuring fair competitive 
conditions. Under these rules, market participants and consumers are to be protected 
from “unfair commercial practices” (§ 1 UWG124). Commercial practices within the 
meaning of § 2 (1) no. 2 UWG generally occur in the Metaverse whenever goods or 
services are offered. According to the wording of the law, “digital content” and “digital 
services” are explicitly included in this definition.125 Prohibited in particular are 
misleading commercial practices, meaning practices that are untrue and likely to 
deceive (§ 5 UWG), as well as unreasonable harassment (§ 7 UWG), especially through 
advertising where “it is apparent that the targeted market participant does not wish to 
receive such advertising” (§ 7 para. 1 sentence 2 UWG). 

 

121 “Dark patterns” are deliberately manipulative user interfaces that induce users to take actions that they 

would not otherwise have taken. 
122 Steege/Chibanguza, Metaverse/Busch §18, para. 50–51. 
123 Steege/Chibanguza, Metaverse/Busch §18, para. 8. 
124 Act against Unfair Competition (UWG), in the version promulgated on 3 March 2010 (Federal Law Gazette I p. 

254), last amended by Article 21 of the Act of 6 May 2024 (Federal Law Gazette 2024 I no. 149). 
125 Steege/Chibanguza, Metaverse/Paal §15, para. 20.  
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5.2. Protection of personal data: data protection law 

The Metaverse enables a level of monitoring of users that is, in many ways, far more 
intensive than in two-dimensional environments - through additional sensors in VR 
headsets that can record and process movements and even certain bodily functions, 
such as blinking, iris contractions or heartbeat, in particular for emotion recognition 
and the creation of corresponding personality profiles. The extent to which this 
increased intensity of monitoring enabled by these new technical possibilities is also 
legally permissible is determined by data protection law, and in particular by the 
General Data Protection Regulation126. The following section outlines the legal 
requirements for data processing in the Metaverse. 

5.2.1. Legal basis for data processing 

The processing of personal data in the Metaverse is only permissible if it can be based 
on a valid legal basis under Art. 6 para. 1 GDPR. In this context, the most relevant legal 
bases are contract performance (lit. b; Section 2.2.1.1), the consent of the data subject 
(lit. a; Section 2.2.1.2) and the legitimate interests of the controller (lit. f; Section 
2.2.1.3).  

In the Metaverse, the heightened requirements for processing particularly sensitive 
personal data must regularly be taken into account - that is, data relating to political 
opinions, religious or philosophical beliefs, health data, biometric data or data 
concerning ethnic origin (Art. 9 para. 1 GDPR). Data relating to opinions and beliefs 
arise in particular when users immerse themselves fully in the Metaverse and present 
themselves as they are. In addition, biometric data is processed when users model 
their avatars to closely resemble their real physical appearance (Martini / Botta, p. 
894). The processing of such highly sensitive data is permissible only in exceptional 
cases, for example on the basis of explicit consent, or for the protection of the user or 
of important legal interests and public interests (Art. 9 para. 2 GDPR). However, some 
of the functions desired by users in the Metaverse depend on the processing of 
particularly sensitive personal data. As a result, an additional enforcement deficit in 
data protection law is likely in this area (see Chapter Error! Reference source not 
found. below).  

5.2.1.1. Data processing for contract performance 

Provided that data processing is permissible at all in light of the requirements for 
protecting particularly sensitive personal data, the functionalities of the Metaverse 
require extensive data processing - for example, of various bodily functions that must 
be collected in order to transmit emotions and movements. Such data processing is 
regularly covered by the legal basis of contract performance. This is because user 
activity in the Metaverse is generally based on a contract for the provision of digital 
content or services (see Section Error! Reference source not found. above). The digital 
content and services provided include interaction by users with the virtual world and, 
where applicable, with other users. To enable these interactions, the collection and 
processing of sensor data from the headset is necessary.   

However, only the transmission of data necessary for the moment of use is required 
for the performance of the contract, not the storage of the data or their analysis for 

 

126 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such data, and 

repealing Directive 95/46/EC (General Data Protection Regulation; GDPR). 
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the purposes of personalised advertising or profiling (see Section 2.4.2 below on 
privacy by design). 

5.2.1.2. Consent as a legal basis for data processing 

For data processing operations that are not required for the performance of a contract 
- in particular for the collection, analysis and disclosure of data for advertising 
purposes - consent is primarily the relevant legal basis. Data processing based on 
consent is only lawful if the consent has been given voluntarily and in an informed 
manner (Art. 7 GDPR). In principle, these requirements do not differ from consent in 
other contexts of digital data processing. However, in the Metaverse, consent may 
also be given via the user’s avatar as a tool of the user - for example, by nodding while 
wearing the VR headset or by providing a virtual signature using a VR glove.127  

Despite the unchanged legal requirements, new practical challenges arise in the 
Metaverse regarding the lawfulness of consent. According to studies, many Metaverse 
users are currently not fully aware of which data is collected by the sensors of VR 
headsets and what happens to this data.128 Given such a lack of knowledge, consent 
cannot be regarded as “informed”. Moreover, voluntariness is lacking when users are 
induced to give consent through manipulative “dark patterns”.129  “By design”, the 
Metaverse offers entirely new scope for dark patterns: consent texts can be more 
easily overlooked or deliberately hidden in 3D environments, persuasive elements 
operate more subtly, and NFT-based scarcity may further encourage manipulative 
designs.130  

Moreover, the data protection law currently in force also presents difficulties from the 
users’ own perspective: when users move within the Metaverse - which, for maximum 
immersion, is intended to form a coherent and uninterrupted space - between 
different worlds and providers, they would, from a data protection standpoint, have 
to be informed anew about the data processing taking place each time they enter a 
different area of responsibility and, where applicable, give new consent. Surveys show 
that users find such interruptions of immersion through suddenly being confronted 
with privacy notices highly disruptive.131  

5.2.1.3. Data processing based on legitimate interests 

Data processing may also be based on the legitimate interests of the controller or of a 
third party. The prerequisite for this is that the processing is necessary for the purposes 
of the legitimate interests of the controller or a third party, provided that the interests 
or fundamental rights and freedoms of the data subject do not override these.  

 

127 Benedikt in: Steege/Chibanguza, Metaverse, § 11 Data protection, para. 42. 
128 Abraham, M., Saeghe, P., McGill, M., and Khamis, M. (2022). Implications of XR on Privacy, Security and 

Behaviour: Insights from Experts. Nordic Human-Computer Interaction Conference, Aarhus, Denmark, 30, 1-12. 

DOI: https://doi.org/10.1145/3546155.3546691  
129 European Data Protection Board (2022). Guidelines 3/2022 on Dark patterns in social media platform 

interfaces: How to recognize and avoid them. Retrieved on 23 May 2025 from: 

https://www.edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-32022-dark-

patterns-social-media_en  
130 Clarke, O. (2023). Dark patterns in the Metaverse (Video). Retrieved on 23 May 2023 from: 

https://www.osborneclarke.com/insights/dark-patterns-metaverse  
131 Hubert et al., Privacy by Design: Schutz der Privatheit im Metaverse durch Designpraktiken am Beispiel 

ausgewählter Gefahren für Datenschutz und Persönlichkeitsrechte. In: Friedewald, M.; Roßnagel, A.; Gemmin, C.; 

Karaboga, M. (2025), Freiheit in digitalen Infrastrukturen. Baden-Baden: Nomos, pp. 285 et seq. 

doi.org/10.5771/9783748953371  
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Legitimate interests within the meaning of this provision include, for example, press 
and public relations work, statistical analysis, fraud prevention, measures relating to IT 
security, communication with users, the storage of user preferences, the design of the 
avatar, the provision and operation of the service, and product optimisation or product 
development.132 By contrast, tracking for advertising purposes generally does not fall 
under the legal basis of legitimate interests.133 In the context of the balancing of 
interests, it must be taken into account to what extent the data subject could 
reasonably expect the respective data processing. While the use of customer data by 
an online shop for its own advertising purposes may still fall within the scope of 
legitimate expectations, the disclosure of this data to third parties or in-depth 
personality profiling regularly exceeds this scope.134 

5.2.2. Transparency and information obligations 

Under Arts. 12 to 14 GDPR, controllers are required to provide transparent information 
about the nature, scope, purposes and recipients of the data processing. Measured 
against these requirements, data protection policies of Metaverse-like applications 
frequently exhibit shortcomings. 135, 136 The descriptions of the data collected are often 
very general and barely address the specific characteristics of the data collected 
through the sensors of VR headsets.137 In addition, the presentation of privacy policies 
in 3D environments has so far scarcely been implemented in a practicable and user-
friendly manner.138 

5.2.3. Data protection through technical design (Privacy by Design/Default) 

Pursuant to Art. 25 GDPR, systems must be designed in such a way that data protection 
is ensured through technical design (Privacy by Design) and through data-protection-
friendly default settings (Privacy by Default). The tracking-based business models 
pursued by major players in the Metaverse sector, however, run directly counter to 
these principles. Initial studies of prototypical Metaverse applications show, for 
example, that VR headsets are always “active”, even when they are not being used at 
all.139 The fact that Meta has secured numerous patents in the field of emotion 
recognition when developing its VR headsets140 is also a clear indication that business 

 

132 Steege/Chibanguza, Metaverse/Benedikt §11, para. 45–50. 
133 Datenschutzkonferenz (2024): Orientierungshilfe der Aufsichtsbehörden für Anbieter:innen von digitalen 

Diensten (OH Digitale Dienste), version 1.2. Retrieved on 4 June 2025 from: 

https://www.datenschutzkonferenz-online.de/media/oh/OH_Digitale_Dienste.pdf 
134 Spindler, G.; Dalby, L., Art. 6 GDPR, para. 18–19, in: Spindler, G.; Schuster, F. (eds), Recht der elektronischen 
Medien. Kommentar, 4th ed., 2019. 
135 Abraham et al., op. cit. (fn. 128). 
136 A cursory review of certain Metaverse platforms within the research project Privacy in the Metaverse 

(PRiME), funded by the Federal Ministry of Research, Technology and Space, reached the same conclusion 

(https://privacy-metaverse.de). This project also conducts basic research on consumer-friendly information 

about data collection. 
137 Adams, D., Bah, A., Barwulor, C., Musabay, N., Pitkin, K., and Redmiles, E. M. (2018). Ethics Emerging: the 

Story of Privacy and Security Perceptions in Virtual Reality. USENIX Symposium on Usable Privacy and Security, 

Baltimore, MD, USA, 443-458.  
138 Kettner, S. E., Thorun, C. & Spindler, G. (2020). Innovative data protection consent management. Final report 

commissioned by the Federal Ministry of Justice and Consumer Protection. 
139 Adams, D., Bah, A., Barwulor, C., Musabay, N., Pitkin, K., and Redmiles, E. M. (2018). Ethics Emerging: the 

Story of Privacy and Security Perceptions in Virtual Reality. USENIX Symposium on Usable Privacy and Security, 

Baltimore, MD, USA, 443-458.  
140 BEUC. (2023). Call for Evidence on an EU Initiative on Virtual Worlds. BEUC’s Response. 

https://www.beuc.eu/sites/default/files/publications/BEUC-X-2023-

053_Call_for_evidence_on_an_EU_initiative_on_virtual_worlds.pdf; Financial Times (2022). Facebook patents 
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strategies in the Metaverse sector include - and indeed focus on - the analysis of 
particularly sensitive personal data protected under Art. 9 GDPR.  

The practical enforcement of the principles of Privacy by Design and Privacy by Default 
will therefore be of considerable importance in determining whether it will be possible 
to curb the trend towards comprehensive surveillance of users. A concrete, exemplary 
manifestation of Privacy by Design would be, for example, ensuring that facial 
movements are transmitted only during actual use, but are neither stored, analysed 
for psychological patterns nor shared. 

5.3. Protection against data loss and data misuse: IT security law 

While data protection law safeguards consumers’ informational self-determination, IT 
security law serves to protect consumers more generally against unintentional data 
loss, data misuse and, consequently, harm caused by economic crime. The legal 
requirements of IT security law arise from a combination of existing European and 
national provisions, supplemented by new EU requirements introduced through the 
Cyber Resilience Act141. 

5.3.1. The current legal framework for IT security 

Extensive IT security requirements for providers of digital services already exist today, 
and these likewise apply to Metaverse platforms: 

• The GDPR (Art. 32) obliges controllers to implement appropriate technical and 
organisational measures to secure personal data. These include 
pseudonymisation, encryption, access controls and regular security testing. 

• Paras. 327e and 327f BGB stipulate that digital content must remain free from 
security defects throughout the entire provision period and require providers 
to supply security updates. 

• The NIS2 Directive (EU) 2022/2555 has obliged operators of “essential services” 
- which also include large Metaverse platforms - since October 2024 to carry 
out risk analyses, report security incidents and comply with sector-specific 
cybersecurity standards. 

• Under the TDDDG (paras. 19 et seq.) and the Product Safety Act (ProdSG), 
requirements relating to the safe operation of telemedia services and technical 
products must also be observed. 

• The eIDAS Regulation 2.0, establishing a European framework for digital 
identity,142 The eIDAS Regulation 2.0, establishing a European framework for 
digital identity. 

 

reveal how it intends to cash in on Metaverse. Retrieved on 30 May 2025 from: 

https://www.ft.com/content/76d40aac-034e-4e0b-95eb-c5d34146f647  
141 Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal 

cybersecurity requirements for products with digital elements and amending Regulations (EU) No 168/2013 and 

(EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act). 
142 Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 amending 

Regulation (EU) No 910/2014 as regards establishing the European digital identity framework (eIDAS Regulation 

2.0). 
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5.3.2. The Cyber Resilience Act – New requirements 

The Regulation (EU) 2024/2847 (“Cyber Resilience Act”) was adopted in March 2024 
and, after a transition period, will enter into full force in July 2027. It introduces, for 
the first time, harmonised cybersecurity requirements for products with digital 
elements – including hardware (e.g., VR headsets) and software (e.g., Metaverse 
applications). 

Key innovations include: 

• Mandatory security measures already at the product design and development 
stage (“security by design”), 

• Mandatory free security updates throughout the entire product life cycle, 

• An obligation to conduct risk assessments and maintain technical 
documentation prior to market entry, 

• A duty to report security incidents within 24 hours, 

• Conformity assessment and CE marking with cybersecurity certification for 
certain products. 

The CRA complements, but does not replace, existing frameworks such as the GDPR 
and the NIS2 Directive143. While the GDPR protects personal data, the CRA addresses 
technical product security. The NIS2 Directive continues to apply to operators of 
essential services, whereas the CRA now covers all manufacturers of digital products 
– irrespective of their criticality. This closes existing regulatory gaps, particularly with 
regard to security obligations for hardware and consumer-facing applications. 

5.4. Protection against health impairments caused by VR headsets and 

immersive use 

To prevent health damage resulting from VR headsets - such as dizziness, nausea 
(“motion sickness”), eye strain or long-term neurological impairments - the general 
provisions of product safety law apply144. Manufacturers must ensure that their 
products do not pose a risk to users’ health when used as intended (para. 1 of § 3 
ProdSG145). 

Manufacturers must also carry out a hazard assessment of their products (e.g., 
regarding visual overstimulation or dizziness), publish warnings where necessary and 
provide information in user manuals to enable risk-free use, such as guidance on age 
limits, breaks or use in cases of visual impairments (§ 6 ProdSG). Furthermore, placing 
VR headsets on the market requires CE marking, which in turn requires a 
manufacturer’s declaration of conformity, i.e., confirmation that the product’s 
compliance with the relevant product safety regulations has been verified (§ 8 
ProdSG).  

 

143 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures 

for a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive 

(EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive). 
144 Steege/Chibanguza, Metaverse/Kettemann/Böck, § 6, para. 10. 
145 Product Safety Act (Produktsicherheitsgesetz, ProdSG) of 27 July 2021 (Federal Law Gazette I p. 3146, 3147), 

last amended by Article 2 of the Act of 27 July 2021 (Federal Law Gazette I p. 3146). 
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5.5. Protection against assaults and harassment by other users 

Protection against violations of personality rights arising from insults, harassment and 
sexual assaults during visits to the Metaverse is likewise ensured by the existing legal 
framework.  

5.5.1. Criminal liability for violations of personality rights by other users 

The general right of personality gives rise to a duty on the state to protect identity, 
honour, privacy, and informational and sexual self-determination (Art. 2 para. 1 in 
conjunction with Art. 1 para. 1 GG146)147. This duty of protection is reflected in the 
criminal provisions on insult (§ 185 StGB148), defamation (§ 187 StGB), coercion (§ 240 
StGB) and in the provisions of sexual criminal law (§§ 177, 184i StGB). On this basis, 
the state prosecutes serious violations of personality rights, either ex officio or upon a 
criminal complaint, by means of criminal law. 

5.5.2. Obligation to ensure a safe online environment 

In addition, Metaverse platforms are obliged to create a transparent and safe online 
environment, as they will generally qualify as “online platforms” within the meaning 
of Art. 3(i) DSA149 150. Specifically, such platforms must establish mechanisms for 
reporting legal infringements, cooperate with authorities and trusted flaggers, and 
take consistent action against abuse and repeat offenders (Arts 9–24 DSA).   

Very large online platforms, which have an average monthly number of at least 45 
million active users in the EU (Art. 33 DSA), are furthermore required to monitor the 
systemic risks arising from their services or from the use of those services (Art. 34 
DSA).  

5.5.3. Criminal liability of operators of Metaverse platforms 

Where adequate protective measures are lacking, the legal concept of the duty of 
supervision (Überwachungsgarantenpflicht)151 may give rise to criminal liability on the 
part of Metaverse platform operators. A Garantenpflicht arises for a person who, 
through their own breach of duty, has created or increased a risk to third parties. 
Applied to digital products, this means: if a virtual environment is provided without 
adequate protective measures against unlawful content (such as depictions of 
violence or pornography), this may constitute a criminally relevant omission. A 
prerequisite for criminal liability is culpable conduct or omission (intentional or 
negligent) on the part of the platform operator, for example where an operator, 

 

146 Basic Law for the Federal Republic of Germany (Grundgesetz, GG), in the revised version published in the 

Federal Law Gazette, Part III, classification number 100-1, last amended by Article 1 of the Act of 22 March 2025 

(Federal Law Gazette 2025 I No. 94). 
147 Steege/Chibanguza, Metaverse/Kleemann/Strauß, § 33, paras. 6–18. 
148 Criminal Code (Strafgesetzbuch, StGB), in the version promulgated on 13 November 1998 (Federal Law 

Gazette I p. 3322), last amended by Article 2 para. 2 of the Act of 7 November 2024 (Federal Law Gazette 2024 I 

No. 351). 
149 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single 

Market for Digital Services and amending Directive 2000/31/EC (Digital Services Act, DSA). 
150 Steege/Chibanguza, Metaverse/Kettemann/Müller, § 7, para. 29. 
151 Steege/Chibanguza, Metaverse/Klaas/Klose, § 32, para. 99. 
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despite being aware of known risks of misuse, has failed to implement technical 
protective mechanisms (“security filters”).152 

5.6. Youth protection 

Use of the Metaverse can be associated with significant risks, particularly for children 
and adolescents. These include addiction-like usage patterns, exposure to age-
inappropriate content such as depictions of violence or pornographic material, risks 
arising from behaviour by other platform users that is harmful to minors (e.g., 
cyberbullying or sexting), and contact - facilitated by the Metaverse - with persons 
who endanger minors (often adults).153 Such risks make effective legal protection of 
young people indispensable. The relevant youth protection requirements are 
therefore outlined in greater detail in the following section. 

5.6.1. Youth protection law in Germany 

Within the Metaverse, the provisions of the Youth Protection Act (JuSchG)154 and the 
Interstate Treaty on the Protection of Minors in the Media (JMStV) apply155. Their aim 
is to protect children and adolescents from content that may impair or endanger their 
development. Under § 4 JMStV, absolutely impermissible content - such as depictions 
of child pornography or content glorifying violence - must be strictly prevented. 
Relatively impermissible content, such as material not suitable for minors, may only 
be made accessible to adults within closed, age-verified areas (§ 4 para. 2 JMStV). The 
Commission for the Protection of Minors in the Media (KJM) has published specific 
requirements for age verification systems, which must ensure a reliable verification of 
adulthood. 

For content that may impair development, § 5 JMStV requires providers to take 
measures to restrict accessibility for certain age groups. This may be achieved through 
technical means, age labels or time-limited availability. Advertising is regulated by § 6 
JMStV and must not, in particular, contain direct purchase appeals or cause 
psychological harm.  

In addition, examination and labelling obligations under the JuSchG apply. The 
Entertainment Software Self-Regulation Body (USK), the competent authority in 
Germany for legally mandated age ratings, also takes into account the hardware used, 
especially where VR technology is employed and immersion is increased. As a result, 
games with VR elements may receive stricter age ratings, such as in the case of The 
Deep, which received different classifications depending on the platform. 

However, the responsibility of the USK ends with broad, general Metaverse 
applications, as it only covers specific digital game content within the meaning of the 
Youth Protection Act. Platforms that primarily enable social interactions, virtual events 
or commercial offerings are not currently subject to any comparable age-related 
examination requirement.  

 

152 Steege/Chibanguza, Metaverse/Klaas/Klose, § 32, paras. 99–101. 
153 Advisory Board at the Digital Services Coordinator. (2025). Guidance on the protection of minors on the 

internet under the Digital Services Act (Article 28 DSA). Retrieved on 5 June 2025 from: 

https://www.dsc.bund.de/DSC/DE/1DSC/Beirat/Sitzungen/250523_Handreichung.pdf?__blob=publicationFile&v

=2  
154 Youth Protection Act (Jugendschutzgesetz, JuSchG) of 23 July 2002 (Federal Law Gazette I p. 2730), last 

amended by Article 12 of the Act of 6 May 2024 (Federal Law Gazette 2024 I No. 149) 
155 Interstate Treaty on the Protection of Human Dignity and the Protection of Minors in Broadcasting and 

Telemedia (Youth Media Protection State Treaty, JMStV) of 13 September 2002 
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5.6.2. EU digital regulation: DSA and the AI Act 

Finally, the newer provisions of EU digital regulation - in particular the DSA and the AI 
Act156 - also aim to afford special protection to children and adolescents as a 
vulnerable group.:  

According to the DSA, online platforms that are accessible to minors must “put in place 
appropriate and proportionate measures to ensure a high level of privacy, safety and 
security of minors on their service” (Art. 28 para. 1 DSA). Furthermore, personalised 
advertising based on profiling is prohibited in relation to minors (Art. 28 para. 2 DSA), 
and the use of digital services (e.g., games, social networks) by children below a certain 
age (in Germany: 13 years) requires parental consent (Art. 8 para. 1 GDPR). 

The European Commission published guidelines on 10 October 2025 pursuant to 
Article 28 paragraph 4 to support platforms in implementing measures that ensure a 
safe and privacy-friendly online environment.157 These guidelines are intended to 
follow a risk-based approach and take into account that different platforms pose 
different risks to minors. For example, platforms are encouraged to implement 
measures such as child-specific impact assessments, age-appropriate privacy settings 
and tools for age verification.  

According to the AI Act, AI systems may not exploit the vulnerabilities of persons due 
to their age, physical or mental disability or social or economic situation in order to 
influence their behaviour in a manner that may cause significant harm to them or 
others (Article 5 paragraph 1 letter b AI Act). In the Metaverse, this particularly 
concerns children and adolescents, who are especially susceptible to influence due to 
their developmental stage. The AI Act therefore protects these groups from targeted 
manipulation.   

5.6.3. Practical effectiveness of youth protection 

In practical implementation, there are significant shortcomings in the enforcement of 
youth protection requirements. On Metaverse-like platforms such as Roblox, content 
that is harmful to minors is frequently encountered and young users report 
manipulative and potentially paedophile contact attempts by adults.158 Reliable age 
verification during registration for Metaverse-like digital services is therefore a central 
prerequisite for effective protective measures. 

However, many platforms still rely on simple age checks using a checkbox or date of 
birth, which can easily be bypassed. Even more complex systems such as video 
identification procedures can be manipulated, for example where parental access data 
is used or where monitoring mechanisms are absent. New verification methods that 
use AI to estimate age based on user behaviour also only become effective after a 
certain period of use. According to the 2024 annual report of jugendschutz.net, only a 
small number of systems meet the requirements for secure age verification and many 

 

156 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down 

harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) 

No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 

and (EU) 2020/1828 (Artificial Intelligence Act). 
157 European Commission (2025). C/2025/5519. Communication from the Commission: Guidelines on measures 

to ensure a high level of privacy, safety and security for minors online, pursuant to Article 28 para. 4 of 

Regulation (EU) 2022/2065 
158 Tyzak, S. and Dietrich, M. (2025). Roblox: Online games with security risks. ZDF heute. Retrieved on 5 June 

2025 from: https://www.zdfheute.de/panorama/roblox-cybergrooming-online-spiele-100.html  

https://www.zdfheute.de/panorama/roblox-cybergrooming-online-spiele-100.html
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children and adolescents can still access potentially harmful content without 
restriction.159 

5.7. Protection of mental health 

Use of immersive virtual environments such as the Metaverse can have significant 
effects on mental health. Excessive use in particular may lead to addictive behaviour, 
social isolation and the development of psychological disorders due to a loss of 
connection to reality. There are currently no specific regulations for the Metaverse 
that address such effects. Instead, there are only indications scattered across various 
areas of law. These are set out below and examined with regard to their effectiveness.  

5.7.1. Youth protection law 

Children and adolescents are particularly vulnerable in their mental health within the 
Metaverse, since they are in a sensitive phase of psychological and emotional 
development and are therefore especially susceptible to harmful influences. The 
youth protection provisions already described constitute the first point of reference 
for safeguarding the mental health of children and adolescents, see section Error! 
Reference source not found.. above. 

5.7.2. Product safety and civil law 

Certain starting points for preventing psychological harm arising from the use of 
Metaverse-like platforms can also be found in product safety law. Under the Product 
Safety Act (§ 3 para. 2 ProdSG) and Directive 2001/95/EC,160 manufacturers must 
identify and minimise potential hazards associated with digital products. These may 
include health risks arising from addictive design features. Various dark patterns and 
persuasive designs are known from social media, which encourage users to engage in 
excessive usage through reward incentives and by exploiting social anxieties161. Where 
business models are similar, it is reasonable to assume that comparable practices are 
also used in the Metaverse. In addition, the Civil Code contains obligations regarding 
the provision of safe digital content (§§ 327e and 327f BGB). The focus here, however, 
is on functionality and the absence of defects rather than on health protection or the 
prevention of addictive behaviour. 

5.7.3. EU digital regulation: DSA and the AI Act 

Additional starting points for protecting the mental health of Metaverse users arise 
from the more recent digital policy regulations of the EU, in particular from the DSA 
and the AI Act:  

The DSA generally prohibits manipulative design of online interfaces (Art. 25 para. 1 
DSA). Relying on this provision, the European Commission is currently taking action, 
for example, against potentially addiction-inducing mechanisms in the TikTok app. 
Very large online platforms must also describe and assess the systemic risks associated 
with their operation (Art. 34 para. 1 DSA). The legal requirements of the DSA with 

 

159 Jugendschutz.net. (2024). 2024 report. Youth protection on the internet: risks and need for action. Retrieved 

on 5 June 2025 from: https://bericht.jugendschutz.net/jahresbericht-2024  
160 Directive 2001/95/EC of the European Parliament and of the Council of 3 December 2001 on general product 

safety. 
161 Montag, C. (2021). You belong to us! The psychological strategies of Facebook, TikTok, Snapchat & Co. 

https://bericht.jugendschutz.net/jahresbericht-2024
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regard to preventing psychological harm caused by media use162, such as addiction 
disorders and excessive media consumption but also depression, sleep disorders, 
obesity and even diabetes, have not yet been fully explored. This is because the 
relevant provisions are drafted in very general terms and have only been in force since 
February 2024. For the same reason, there is also no case law from the highest courts 
on the DSA to date. The state of legislation, case law and academic writing therefore 
does not yet allow any clear conclusion to be drawn as to whether legal proceedings 
against providers based on the DSA would be likely to succeed in light of the available 
insights on the effects of social media on psychological and emotional health.  

In addition, the AI Act prohibits AI systems that manipulate a person’s behaviour 
through subliminal techniques in a way that may cause physical or psychological harm. 
In the context of the Metaverse, this concerns, for example, AI-driven avatars or 
environments that deliberately trigger emotional responses in order to induce users 
to engage in particular actions. Such practices may increase the risk of addictive 
behaviour or psychological strain and are therefore prohibited. 

5.7.4. Assessment of effectiveness 

In practice, it becomes apparent that these provisions have so far had little preventive 
effect. Existing youth protection instruments focus on age verification and content 
control but not on usage duration or psychological strain caused by immersive media. 
Initial studies show that children as young as six to twelve years old already use the 
Metaverse regularly without continuous parental supervision.163 Providers themselves 
have so far taken hardly any measures to limit excessive use. Usage time limits, 
warning notices or pause functions are only implemented in isolated cases. 
Standardised monitoring or control systems that would enable the early detection of 
overuse are also lacking. 

5.8. Practical enforceability of consumer protection law in the Metaverse 

5.8.1. Applicability of consumer law to providers based outside the EU 

The consumer protection requirements described above also apply, according to the 
market location principle, to providers based outside the EU when they deliberately 
target consumers in Germany, for example by using the German language or offering 
products in euro currency (§ 312 BGB in conjunction with the Introductory Act to the 
Civil Code (EGBGB)164, § 3a UWG165 in conjunction with § 8 para. 1 UWG and Article 6 

 

162 Van Egmond-Fröhlich et al. (2007). Excessive media consumption by children and adolescents: risks to mental 

and physical health. Deutsches Ärzteblatt, 38/2007. Retrieved on 10 June 2025 from: 

https://www.aerzteblatt.de/archiv/56968/Uebermaessiger-Medienkonsum-von-Kindern-und-Jugendlichen-

Risiken-fuer-Psyche-und-Koerper.  
163 Bonales-Daimiel, G., Moreno-Albarracín, B. & García-Rivero, A. (2024). Children’s behavior at Metaverses: 

Interactions, digital identities, and parent’s perceptions. Online Journal Of Communication And Media 

Technologies, 14(2), e202418. https://doi.org/10.30935/ojcmt/14338  
164 Introductory Act to the German Civil Code (Einführungsgesetz zum Bürgerlichen Gesetzbuche, EGBGB), in the 

version promulgated on 21 September 1994 (Federal Law Gazette I p. 2494; 1997 I p. 1061), last amended by 

Article 15 of the Act of 23 October 2024 (Federal Law Gazette 2024 I No. 323). 
165 Act Against Unfair Competition (Gesetz gegen den unlauteren Wettbewerb, UWG), in the version 

promulgated on 3 March 2010 (Federal Law Gazette I p. 254), last amended by Article 21 of the Act of 6 May 

2024 (Federal Law Gazette 2024 I No. 149). 

https://www.aerzteblatt.de/archiv/56968/Uebermaessiger-Medienkonsum-von-Kindern-und-Jugendlichen-Risiken-fuer-Psyche-und-Koerper
https://www.aerzteblatt.de/archiv/56968/Uebermaessiger-Medienkonsum-von-Kindern-und-Jugendlichen-Risiken-fuer-Psyche-und-Koerper
https://doi.org/10.30935/ojcmt/14338
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of the Rome II Regulation166). This is the case for today’s Metaverse-like offerings, such 
as those provided by Meta or Roblox.   

5.8.2. General difficulties in enforcing the law against digital platforms 

There is, however, reason to assume that in practice there will be shortcomings in the 
actual compliance with consumer protection requirements. A study conducted by the 
European consumer organisation BEUC together with twenty-two other consumer 
organisations showed that Metaverse-like gaming platforms such as Fortnite or 
Minecraft mislead consumers through the use of in-game currencies and the resulting 
lack of transparency, and that they encourage higher spending.167  

Even though there is still little specific evidence regarding compliance with consumer 
law in the Metaverse, it is reasonable to assume that similar problems will arise in the 
practical enforcement of consumer law in the Metaverse as those observed in relation 
to digital platforms more generally. Platform operators primarily focus on advancing 
their commercial interests and use proprietary IT systems and internal rulebooks that 
are shaped more strongly by the normative values of the country of origin than by the 
normative values of the target country. In this way, the value systems of the United 
States often come into conflict with those of the EU.168 As a result, EU-law concepts of 
data protection are often not recognised by US-based platforms, even when they 
target users in the EU.169 

5.8.3. Particular difficulties in enforcing the law in the Metaverse  

In the Metaverse, the situation becomes even more acute compared with traditional 
digital offerings without VR immersion. The multidimensional worlds of the 
Metaverse, with their possibilities for spatial experience and the immersion this 
enables, offer far more opportunities for design and influence than conventional 
digital architectures, which in turn creates far greater demands for the enforcement 
of consumer rights. For example, data protection law already suffers from a chronic 

enforcement deficit170 171 due to the sheer number of data processing operations in 

digital environments and the limited capacity of data protection authorities. There is 
concern that this enforcement deficit will become even more pronounced in the 
Metaverse, since biometric data can be collected and analysed directly for the first 
time. This correlates with the heightened legal requirements set out in Art. 9 para. 1 
GDPR, see section Error! Reference source not found. above, which provides that 
processing of such sensitive data is only permissible in exceptional cases. 

 

166 Regulation (EC) No 864/2007 of the European Parliament and of the Council of 11 July 2007 on the law 

applicable to non-contractual obligations (Rome II Regulation). 
167 BEUC. (2024, 12 September). BEUC-PR-2024-030: Consumer groups denounce video games’ manipulative 

spending tactics. Retrieved on 10 June 2025 from: https://www.beuc.eu/press-releases/consumer-groups-

denounce-video-games-manipulative-spending-tactics  
168 de Bruin, R. (2022). A Comparative Analysis of the EU and U.S. Data Privacy Regimes and the Potential for 

Convergence, 13 Hastings Sci. & Tech. L.J. 

127.https://repository.uchastings.edu/hastings_science_technology_law_journal/vol13/iss2/4  
169 As a representative example among the many relevant judgments, reference is made here solely to the fine 

imposed on Meta in the amount of EUR 1.2 billion for infringement of the General Data Protection Regulation in 

the “Schrems II” proceedings: https://www.a1.digital/de/news/1-2-miliarden-gdpr-bussgeld-gegen-meta-wegen-

uebermittlung-personenbezogener-daten-usa/   
170 Martini/Botta: The State and the Metaverse (MMR 2023, 887, 894). 
171 Fleischer, L. E. (2025). (De facto) enforcement deficits in the GDPR enforcement system: a practice-oriented 

analysis with particular regard to supervisory authorities’ warning and inspection practices. 

https://www.beuc.eu/press-releases/consumer-groups-denounce-video-games-manipulative-spending-tactics
https://www.beuc.eu/press-releases/consumer-groups-denounce-video-games-manipulative-spending-tactics
https://repository.uchastings.edu/hastings_science_technology_law_journal/vol13/iss2/4
https://www.a1.digital/de/news/1-2-miliarden-gdpr-bussgeld-gegen-meta-wegen-uebermittlung-personenbezogener-daten-usa/
https://www.a1.digital/de/news/1-2-miliarden-gdpr-bussgeld-gegen-meta-wegen-uebermittlung-personenbezogener-daten-usa/
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The larger virtual worlds become, the more design possibilities they offer and the 
more user data they collect, the more apparent it becomes that the enforcement of 
consumer law will reach its limits.  

Even if comprehensive market supervision were able to identify potential violations of 
consumer rights on a relevant scale, such violations would not thereby be remedied. 
Instead, extensive evidence gathering and court proceedings are required. The 
interpretation of legal provisions is only clarified over many years of litigation in 
numerous individual cases by the Court of Justice of the European Union. When such 
clarification is finally achieved, companies often respond with new business models 
that likewise impair consumer interests but do so in new ways that have not yet been 
reviewed by the courts.172  

5.9. Interim conclusion on the legal requirements in the Metaverse 

Existing law generally covers the core consumer interests relevant to the Metaverse:  

• Civil consumer protection law safeguards the economic interests of consumers 
and their freedom of decision against manipulation and dark patterns.  

• Data protection law protects consumers against data processing without a legal 
basis and promises transparency regarding data collection.  

• Product safety law and IT security law protect consumers’ interests in physical 
integrity and in the integrity of their data.  

• Criminal law protects against violations of personality rights, including insult, 
defamation and sexual assault.  

• Youth protection law aims to protect young people from age-inappropriate, 
potentially development-impairing and addictive applications in the Metaverse.  

• Mental health in the use of the Metaverse is, in principle, protected by the AI Act 
and the DSA, although concrete guidelines are still under development.   

There is therefore no lack of legislation aimed at protecting consumers during their 
engagement in the Metaverse. However, the provisions currently in force are not 
tailored to the novel realities of immersive environments. This limits their practical 
applicability and the clarity of their legal classification.  

Open legal questions and practical protection gaps are particularly apparent in the 
following areas: 

• the legal basis for and limits of biometric data collection, 

• the practical implementation of informed consent,  

• the protection of personality rights against assaults by other users, 

• the protection of minors from development-impairing and addictive applications, 
and 

• more generally, the protection of mental health. 

In addition, there are substantial difficulties in enforcing consumer protection law. 
These are already known from two-dimensional digital consumer environments but 

 

172 See, for example, on new forms of user-tracking design by Google in response to increasing legal 

requirements for third-party cookies: Schesswendter, R. (2023). Google: Cookies are to become definitively 

obsolete in 2024, alternatives criticised. Retrieved on 27 April 2023 from: https://t3n.de/news/google-cookie-

aus-2024-topics-kritik-1531651/.  

https://t3n.de/news/google-cookie-aus-2024-topics-kritik-1531651/
https://t3n.de/news/google-cookie-aus-2024-topics-kritik-1531651/
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become even more pronounced in the Metaverse, since the possibilities for digital 
data collection and behavioural influence increase significantly. 
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6. Standards and norms in the field of the Metaverse  

The preceding section has shown that effective consumer protection requires new 
regulatory approaches that go beyond legislation. Norms and standards play an 
important role in this respect.  

Legislation usually formulates only basic requirements without prescribing specific 
technical measures. Its implementation therefore depends on further specification 
through technical standards. Corresponding standardisation activities are also taking 
place in the context of the Metaverse at national, European and, in particular, 
international level. The latter are especially relevant, since the Metaverse is globally 
oriented and the German market is strongly shaped by providers from the United 
States. 

Against this background, the following section first outlines, in general terms, the 
potential and impact of norms as well as the working methods of standardisation 
organisations (section Error! Reference source not found.). This is followed by an 
overview of the standardisation activities on the Metaverse currently underway in 
Europe (section 6.3) and worldwide (section Error! Reference source not found.).  

6.1. Norms and standards: potential, impact and working methods of 

standardisation organisations 

Norms and standards are central instruments for structuring and shaping technological, 
economic and societal developments. They provide orientation, promote the 
interoperability of technical systems, and contribute to the safety, quality and 
comparability of products and services. In an increasingly digitalised world in which 
physical and virtual spaces are becoming more closely intertwined, norms therefore 
form a crucial foundation for innovation, market access and sustainable 
transformation.  

In Germany, the German Institute for Standardisation (DIN) is the national 
standardisation organisation. It operates as an independent platform that brings 
together all relevant stakeholder groups, including business, academia, public 
administration, civil society and consumer protection, within a transparent procedure. 
The aim is to formulate specifications or recommendations in norms and standards on 
the basis of open discourse and consensus. The consensus principle in particular is 

intended to ensure broad societal acceptance of the agreed content. 173, 174 

Standards are, in principle, applied on a voluntary basis. Whether and to what extent 
they are used depends on the respective sectors, products or processes. In many areas, 
however, certain standards have become established as recognised rules of technology 
and provide companies with guidance and legal certainty. Where a standard is 
referenced in legal provisions or harmonised European regulatory frameworks, it may 
also acquire legal relevance. Within the European Union, the so-called presumption 
mechanism applies in this context. Products or services that comply with a harmonised 
European standard are deemed to be in conformity with the law. In addition, the 

 

173 German Institute for Standardisation (DIN). (2017). German Standardisation Strategy. Retrieved on 21 

October 2025 from: https://www.din.de/de/din-und-seine-partner/din-e-v/deutsche-normungsstrategie 
174 German Institute for Standardisation (DIN). (2019). A short guide to standardisation (the “little 1×1” of 

standardisation). Retrieved on 20 October 2025 from: 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-

data.pdf 

https://www.din.de/de/din-und-seine-partner/din-e-v/deutsche-normungsstrategie?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com


/ Metaverse and Extended Reality: Consumer-oriented design for safe use  72 

European Commission may issue so-called standardisation requests (SReqs) to the 
European standardisation organisations CEN (European Committee for 
Standardisation), CENELEC (the European electrotechnical standardisation 
organisation, Comité Européen de Normalisation Électrotechnique) or ETSI (European 
Telecommunications Standards Institute) in order to initiate the development of 
harmonised standards to support legislative requirements. 175, 176 

The mode of operation of norms functions on several levels. They facilitate 
international trade by ensuring technical compatibility and thereby reducing trade 
barriers. They promote innovation by creating reliable framework conditions for 
research and development, and they support consumer protection through 
transparent and verifiable requirements, for example with regard to functionality, 
quality or process workflows. At the same time, they have a stabilising effect on the 
economy and society, as they generate trust in processes and products and thereby 
reduce risks. 177, 178 

The standardisation process at DIN follows a formalised, multi-stage procedure based 
on the principle of consensus-building. The principles governing this process are laid 
down in normative form in the DIN 820 series. Any interested individual or organisation 
may propose a standardisation topic. If the proposal is accepted, a competent 
standards committee, composed of representatives of the relevant stakeholder groups, 
prepares a draft standard. This draft is then made available for public comment before 
being adopted by consensus and published as a standard. 179 Under the consensus 
principle, the focus is not on voting or majority decisions, but on the agreement of all 
relevant stakeholder groups. Votes are permitted only in justified exceptional cases. 
Consensus on the results of standardisation work ensures that standards enjoy a high 
level of acceptance and reflect both technical and societal requirements. All standards 
are reviewed for their continued relevance no later than after five years and are revised 
or withdrawn where necessary in order to reflect the state of the art. 180, 181 

Beyond the national level, DIN is a member of the European standardisation 
organisation CEN and of the international ISO (International Organization for 
Standardization). This interconnection ensures that national, European and 
international standardisation activities are aligned with one another and that global 
interoperability is maintained. European standards (EN) must be adopted in full by all 

 

175 European Commission. Harmonised standards. Retrieved on 21 October 2025 from: https://single-market-

economy.ec.europa.eu/single-market/goods/european-standards/harmonised-standards_en  
176 German Institute for Standardisation (DIN). (2019). A short guide to standardisation (the “little 1×1” of 

standardisation). Retrieved on 20 October 2025 from: 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-

data.pdf 
177 German Institute for Standardisation (DIN). (2017). German Standardisation Strategy. Retrieved on 21 

October 2025 from: https://www.din.de/de/din-und-seine-partner/din-e-v/deutsche-normungsstrategie 
178 German Institute for Standardisation (DIN). (2019). A short guide to standardisation (the “little 1×1” of 

standardisation). Retrieved on 20 October 2025 from: 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-

data.pdf 
179 German Institute for Standardisation (DIN). DIN 820 “Fundamentals of standards work”. Retrieved on 20 

October 2025 from: https://www.din.de/de/ueber-normen-und-standards/din-norm/grundsaetze  
180 German Institute for Standardisation (DIN). Application for standardisation. Retrieved on 21 October 2025 

from: https://www.din.de/de/mitwirken/normungsantrag  
181 German Institute for Standardisation (DIN). Guidelines for standards committees. Retrieved on 20 October 

2025 from: https://www.din.de/de/din-und-seine-partner/presse/mitteilungen/neue-richtlinie-fuer-din-

normenausschuesse-1224966  
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Member States, whereas international ISO standards may be adopted at national level 
on a voluntary basis. 182, 183 

Standardisation therefore has considerable potential for shaping future technologies 
and markets, including with regard to complex digital ecosystems such as the 
Metaverse.  

  

 

182 German Institute for Standardisation (DIN). (2019). A short guide to standardisation (the “little 1×1” of 

standardisation). Retrieved on 20 October 2025 from: 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-

data.pdf 
183 European Commission. Harmonised standards. Retrieved on 21 October 2025 from: https://single-market-

economy.ec.europa.eu/single-market/goods/european-standards/harmonised-standards_en  
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Term Definition 

Norm 
A document developed through a consensus-based 
procedure and adopted by a recognised institution. It lays 
down rules or characteristics for repeated applications. 184 

Standard 
A general term for technical or organisational specifications 
which, unlike a norm, may also be defined informally or by 
individual companies. 185 

Consensus 

General agreement characterised by the absence of 
sustained objection to essential content by any significant 
part of the affected interests, and by a procedure that seeks 
to take into account the views of all parties concerned and to 
resolve all counterarguments.186 

Standards 
Committee (NA) 

A specialist body within DIN composed of experts from 
various fields, responsible for the development and 
maintenance of standards. 187 

State of the art 
The recognised level of development of science and 
technology reflecting the current state of knowledge and 
experience. 188 

Harmonised 
standard 

A European standard developed on mandate of the European 
Commission, the application of which gives rise to a 
presumption of legal conformity. 189 

Table 3: Definitions of terms: “Standardisation and standard setting”. Source: DIN Consumer Council, 

author’s own presentation. 

6.2. Consumer interests in standardisation activities 

Over recent decades, consumer protection organisations have been specifically 
granted opportunities to participate in German and European standardisation bodies. 
In Germany, the DIN Consumer Council has, since 1974 and with support from the 
Federal Ministry responsible for consumer protection, represented the interests of 
non-commercial consumers in standardisation processes.  

At European level, ANEC has assumed collective, organised consumer representation 
in European standardisation on behalf of the European Commission since 1995. The 

 

184 German Institute for Standardisation (DIN). (2019). A short guide to standardisation (the “little 1×1” of 

standardisation). Retrieved on 20 October 2025 from: 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-

data.pdf 
185 German Institute for Standardisation (DIN). (2019). A short guide to standardisation (the “little 1×1” of 

standardisation). Retrieved on 20 October 2025 from: 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-

data.pdf 
186 DIN EN 45020 “Standardisation and related activities: General vocabulary”. 
187 German Institute for Standardisation (DIN). (2019). A short guide to standardisation (the “little 1×1” of 

standardisation). Retrieved on 20 October 2025 from: 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-

data.pdf 
188 German Institute for Standardisation (DIN). (2019). A short guide to standardisation (the “little 1×1” of 

standardisation). Retrieved on 20 October 2025 from: 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-

data.pdf 
189 German Institute for Standardisation (DIN). (2017). German Standardisation Strategy. Retrieved on 21 

October 2025 from: https://www.din.de/de/din-und-seine-partner/din-e-v/deutsche-normungsstrategie 

 

https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/resource/blob/69886/5bd30d4f89c483b829994f52f57d8ac2/kleines-1x1-der-normung-neu-data.pdf?utm_source=chatgpt.com
https://www.din.de/de/din-und-seine-partner/din-e-v/deutsche-normungsstrategie?utm_source=chatgpt.com
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DIN Consumer Council maintains ongoing exchange with ANEC on a wide range of 
topics.  

At international level, ISO COPOLCO (Committee on Consumer Policy) has advised the 
ISO Council on consumer-related matters since 1978.  

When consumer organisations participate in standardisation activities, the consensus 
principle described above applies equally to them. A standard cannot be adopted if it 
is rejected by the participating consumer representatives. In practical terms, however, 
industry is regularly represented much more strongly in standardisation than other 
interested groups. Reasons for the limited “personnel capacity” of consumer 
representation may include staffing, time or financial constraints.  

6.3. Need for standardisation in the Metaverse 

With regard to consumer interests in the use of the Metaverse, standardisation plays a 
central role in making technical, legal and ethical protection principles for users in the 
Metaverse more binding and verifiable.190 

A primary need exists in the area of interoperability and data portability. Proprietary 
systems and closed platform ecosystems currently prevent avatars, digital goods or 
identities from being used across platforms. Uniform interfaces, data formats and 
semantic models are therefore required in order to ensure technical compatibility and 
to strengthen consumers’ informational self-determination. 

A second key field of action concerns data protection and data sovereignty. The 
collection and analysis of biometric and behavioural data in immersive environments 
require clear technical standards for the implementation of privacy by design and 
privacy by default. This includes interoperable systems for consent and preference 
management, data-minimising architectures and specifications for the separation of 
identity data and movement data. Only through such specifications can transparency 
regarding data flows be established and effective control over personal data anchored 
on the user side. 

There is also a need for standardisation in the field of IT security. The large number of 
networked devices and sensors in the Metaverse increases the risk of manipulation, 
identity theft and data misuse. Harmonised security standards are required for 
communication protocols, authentication systems and integrity checks for avatars and 
digital goods.  

In addition, the protection of physical and mental health is gaining importance. 
Standards relating to ergonomics, exposure duration and pause functions can have a 
preventive effect against motion sickness and addiction risks. Complementary 
standards should be developed for so-called calm design, which avoids excessive 
sensory overload and intrusive user guidance. 

Another key field of action concerns the transparency and fairness of interactions. 
Users must be able to recognise when they are interacting with AI-controlled avatars, 
when contractual relationships arise and which economic interests are operating in the 
background. This requires binding disclosure standards, comprehensible information 
formats and technical requirements to ensure the fair and non-manipulative design of 
user interfaces. 

 

190 With regard to this and the following, see ETSI (2025). GR ARF 010 V1.1.1 (2025-05). Augmented Reality 

Framework (ARF); Virtual World Standards Landscape Report. Retrieved on 2 November 2025 from: 

https://www.etsi.org/deliver/etsi_gr/ARF/001_099/010/01.01.01_60/gr_ARF010v010101p.pdf. 

https://www.etsi.org/deliver/etsi_gr/ARF/001_099/010/01.01.01_60/gr_ARF010v010101p.pdf
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Protection against harassment and assaults also requires minimum technical standards. 
Standards for moderation, reporting functions, blocking mechanisms and safe zones 
could help to safeguard users’ personality rights in the Metaverse and to improve the 
documentation of abuse cases. International standards should likewise be developed 
for the ethical and inclusive design of virtual worlds in order to ensure accessibility, 
diversity and the protection of children and adolescents.191 

6.4. Standardisation relating to the Metaverse in the EU 

The concrete tasks of standardisation in the EU are defined by the European 
Commission through a standardisation strategy. The aim of this strategy is to link 
technical standards with legislative requirements. To this end, the European 
Commission publishes an annually updated “Rolling Plan”192. In the current version of 
this document, the Commission explicitly refers to the Metaverse within the framework 
of its strategy on Web 4.0 and virtual worlds,193 with the stated objective of actively 
shaping the next technological transformation.  

The objective is to create an open, secure and values-based digital ecosystem that 
upholds European fundamental rights and principles. People should be able to navigate 
this ecosystem safely, autonomously and with empowerment, whether as users, 
consumers, workers or creators. At the same time, European companies should be able 
to develop innovative applications and grow globally. From a technological perspective, 
the Commission aims to promote interoperable platforms and networks based on 
open, decentralised standards. Sustainability, inclusion and accessibility are placed at 
the centre of this development.  

Against this background, standardisation serves, from the perspective of the European 
Commission, to promote an interoperable Metaverse based on open standards. The 
objective is to prevent the emergence of de facto standards set by market-dominant 
actors and to ensure equal competitive opportunities for European stakeholders. 
Standardisation work is closely aligned with EU legislation, such as the DSA, the DMA, 
the Data Act194, eIDAS 2.0195 and the AI Act.  

Responsibility for the development of general European standards lies primarily with 
the European Committee for Standardisation (CEN)196 and the European Committee for 
Electrotechnical Standardisation (CENELEC)197. The European Telecommunications 
Standards Institute (ETSI)198 also plays a central role in developing standards in the 

 

191 See also the respective sections in Chapter Error! Reference source not found. (Recommendations for action), 

from p. 107 onwards, on the individual standardisation needs.  
192 European Commission. (2025). Rolling Plan for ICT standardisation. Retrieved on 10 June 2025 from:  

https://interoperable-europe.ec.europa.eu/collection/rolling-plan-ict-standardisation/web-40-and-virtual-

worlds-rp-2025  
193 European Commission. (2023). Communication from the Commission to the European Parliament, the Council, 

the European Economic and Social Committee and the Committee of the Regions: An EU initiative on Web 4.0 and 

virtual worlds, leading the next technological transition. Retrieved on 10 June 2025 from: https://eur-

lex.europa.eu/legal-content/DE/TXT/PDF/?uri=CELEX:52023DC0442  
194 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on 

harmonised rules on fair access to and use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 

2020/1828 (Data Act). 
195 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic 

identification and trust services for electronic transactions in the internal market and repealing Directive 

1999/93/EC (eIDAS). 
196 CEN. (n.d.). About CEN. Retrieved on 10 June 2025 from: https://www.cencenelec.eu/about-cen/.  
197 CENELEC. (n.d.). About CENELEC. Retrieved on 10 June 2025 from: https://www.cencenelec.eu/about-

cenelec/.  
198 ETSI. (n.d.). About ETSI. Retrieved on 10 June 2025 from: https://www.etsi.org/about.  

https://interoperable-europe.ec.europa.eu/collection/rolling-plan-ict-standardisation/web-40-and-virtual-worlds-rp-2025
https://interoperable-europe.ec.europa.eu/collection/rolling-plan-ict-standardisation/web-40-and-virtual-worlds-rp-2025
https://eur-lex.europa.eu/legal-content/DE/TXT/PDF/?uri=CELEX:52023DC0442
https://eur-lex.europa.eu/legal-content/DE/TXT/PDF/?uri=CELEX:52023DC0442
https://www.cencenelec.eu/about-cen/
https://www.cencenelec.eu/about-cenelec/
https://www.cencenelec.eu/about-cenelec/
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fields of 5G, the Internet of Things, digital identity, XR and cybersecurity. In addition, 
the EU Agency for Cybersecurity (ENISA)199 works on risk assessments and security 
requirements. In parallel, the European Commission is seeking to develop the 
foundations for a governance system for the Metaverse through a multi-stakeholder 
process.200 

In particular at ETSI, initial standardisation initiatives at European level have already 
been launched within the framework of the Industry Specification Group Augmented 
Reality Framework (ISG ARF).201 These initial efforts are reinforced by the European 
Commission’s announcement that it intends to engage internationally in shaping Web 
4.0 and virtual worlds as open and secure spaces in compliance with the values and 
rules of the EU.202 In addition, a Multi-Stakeholder Forum has been established to 
provide strategic advice to the European Commission on issues relating to the 
standardisation of digital technologies. Alongside standardisation organisations and 
industry representatives, this forum also includes representatives of European civil 
society.203  

6.5. Standardisation relating to the Metaverse at international level 

In addition to the EU’s efforts to develop standards and norms for the Metaverse, China 
and the United States, as well as organisations operating within the framework of the 
United Nations, are already active at international level. 

6.5.1. Standards in the EU, China and the United States 

While standardisation activities in the EU are closely linked to the parliamentary 
legislative process, standards in China are predominantly developed under direct 
governmental control. In this context, the Chinese Ministry of Industry and Information 
Technology announced as early as 2023 that it would pursue the development of 
standards for the Metaverse.204  

In the United States, standardisation is organised primarily on a private-sector basis. As 
a result, US-dominated initiatives also shape international norming and standardisation 
activities in the field of the Metaverse, for example within the industry-driven 
Metaverse Standards Forum205, the Institute of Electrical and Electronics Engineers 

 

199 European Union. (n.d.). European Union Agency for Cybersecurity (ENISA). Retrieved on 10 June 2025 from: 

https://european-union.europa.eu/institutions-law-budget/institutions-and-bodies/search-all-eu-institutions-

and-bodies/european-union-agency-cybersecurity-enisa_de.  
200 European Commission. (2025). WEB4HUB: A space for the Metaverse: virtual world and the transition to Web 

4.0. Retrieved on 2 November 2025 from: https://digital-strategy.ec.europa.eu/en/policies/web4hub. 
201 In recent years, the ISG ARF has published interoperability requirements for AR components (GS ARF004-1 to -

5), as well as open APIs for the management of virtual content (GS ARF005). See: 

https://www.etsi.org/committee/1420-arf.  
202 European Commission. (2024). Commission notice: the Union’s annual work programme for European 

standardisation 2024. https://eur-lex.europa.eu/eli/C/2024/1364/oj.  
203 European Commission. (n.d.). European Multi-Stakeholder Platform on ICT Standardisation. Retrieved on 10 

June 2025 from: https://digital-strategy.ec.europa.eu/en/policies/multi-stakeholder-platform-ict-

standardisation.  
204 Ye, J. (2023). China’s industry ministry to work on standards for the Metaverse. Reuters. Retrieved on 10 June 

2025 from: https://www.reuters.com/technology/chinas-industry-ministry-work-standards-metaverse-2023-09-

18/.   
205 Metaverse Standards Forum (n.d.). The Metaverse Standards Forum. Retrieved on 10 June 2025 from: 

https://metaverse-standards.org/.  

https://european-union.europa.eu/institutions-law-budget/institutions-and-bodies/search-all-eu-institutions-and-bodies/european-union-agency-cybersecurity-enisa_de
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(IEEE)206 and the Khronos Group207. The members of these bodies include leading 
technology companies such as NVIDIA, AMD, Intel, Microsoft, Meta, Google and Epic 
Games208. These industry-dominated forums are in some cases in competition with 
official international standardisation bodies, see the following subsection. This leads to 
a strong fragmentation of the standardisation landscape in the field of the Metaverse 
and to the fact that existing standards are, in practice, only applied to a limited 
extent.209  

6.5.2. Internationale standards 

The official international standardisation organisations operating within the framework 
of the United Nations are the International Organization for Standardization (ISO) and 
the International Electrotechnical Commission (IEC). In the field of information and 
communication technology, both organisations cooperate within technical 
committees, known as Joint Technical Committees (JTC)210, such as ISO/IEC JTC 1. 
Within this committee, standardisation activities relating to the Metaverse are also 
carried out in various subcommittees (SC). For example, ISO/IEC JTC 1/SC 24 is 
concerned with the development of international standards for various aspects of 
computer-based representation and interaction in virtual environments, see the 
overview on the following page.211, These activities include standards for computer 
graphics and virtual realities, in particular relating to the representation and reuse of 
3D content, as well as standards for image processing and the secure exchange of digital 
images. Further focal areas include the standardised representation of physical 
environmental data, the development of uniform concepts and reference models for 
augmented and mixed reality, and the representation and visualisation of complex 
information for system integration. In addition, a working group is dedicated to the 
health, safety and user-friendliness of VR and AR applications, for example through 
ergonomic and ethical guidelines. The aim of these activities is to promote 
interoperability, security and user orientation in immersive digital systems. However, 
many of these standardisation projects are still at an early stage, meaning that the 
concrete design of these standards remains open at present.   

  

 

206 IEEE SA. (n.d.). IEEE Standards for the Metaverse. Retrieved on 10 June 2025 from: 

https://standards.ieee.org/initiatives/metaverse-standards/.  
207 See Khronos Group. (n.d.). Search results for “Metaverse”. Retrieved on 10 June 2025 from: 

https://www.khronos.org/search/?cx=017055583490642512057%3A_ak1bpok_no&cof=FORID%3A9&q=metave

rse#gsc.tab=0&gsc.q=metaverse&gsc.page=1.  
208 Khronos Group. (n.d.). Khronos Members. Retrieved on 10 June 2025 from: 

https://www.khronos.org/members/list.  
209 ETSI (2025). GR ARF 010 V1.1.1 (2025-05). Augmented Reality Framework (ARF); Virtual World Standards 

Landscape Report. Retrieved on 2 November 2025 from: 

https://www.etsi.org/deliver/etsi_gr/ARF/001_099/010/01.01.01_60/gr_ARF010v010101p.pdf .  
210 ISO-IEC Joint Technical Committee. (n.d.). About. Retrieved on 10 June 2025 from: https://jtc1info.org/about/.  
211 International Organization for Standardisation. (n.d.). ISO/IEC JTC 1/SC 24. Retrieved on 10 June 2025 from: 

https://www.iso.org/committee/45252.html. 
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Body Objectives 

Subcommittee – (SC): 
ISO/IEC JTC 1/SC 24:  
Computer graphics, image processing and 
environmental data representation 

• Development of a modular standards framework for 
Metaverse architecture  

• Standardisation of environmental and sensor data 
representations 

• Mixed und Augmented Reality (MAR) 
• Security, data protection and usability 

Working Groups (WG) within SC 24: 

WG 6:  
Computer Graphics and Virtual Reality 

Interfaces and formats for 3D graphics and animation; support for 
AR and VR interaction; exchange and storage of multimedia objects 

WG 7:  
Image processing and interchange 

Standards for image processing, computer vision and data 
exchange; terminology, quality, security and application profiles for 
imaging systems 

WG 8:  
Environmental representation 

Models and exchange formats for environmental, urban and 
geospatial data; spatial referencing; data interoperability for 
simulation and AR and VR 

WG 9:  
Mixed and Augmented reality (MAR)  
continuum concepts and reference model 

Reference architectures for mixed reality; formats for scene and 
data representation; interaction, multimodality, device 
specifications and system evaluation 

WG 10:  
Representation and visualization of  
information for systems integration 

Standards for information visualisation and systems integration; 
shared frameworks and architectures for representing complex 
data 

WG 11: Health, safety, security and usability 
of Augmented & Virtual Reality (AR/VR) 

Health and safety in immersive use; hygiene, inclusion and device 
reliability; cybersecurity and data protection in AR and VR 

Joint Working Groups (JWG) of SC 24 with other working groups: 

ISO/IEC JTC 1/SC 24/JWG 12:  
Joint ISO/IEC JTC1/SC 24 -  
ISO/IEC JTC1/SC 36 WG :  
VR/AR/MR based ICT Integration Systems 
standards 

Integration of VR, AR and MR in education and training; use cases 
and interoperability; cooperation with other standardisation 
bodies. 

ISO/TC 184/SC 4/JWG 16:  
Joint ISO/TC 184/SC 4 -  
ISO/IEC JTC1/SC 24 -  
ISO/TC 171/SC 2 WG:  
Formats for visualization and other   
derived forms of product data 

Formats and interfaces for 3D product visualisation; use of derived 
data; linkage of CAD, digital twin and product data standards. 

Table 4: Standardisation projects in the field of the Metaverse. Source: ISO212; author’s own presentation (ConPolicy). 

  

 

212 International Organization for Standardisation. (2025). ISO/IEC JTC 1/SC 24 "Computer graphics, image 

processing and environmental data representation": ISO/IEC JTC 1 SC 24 Business Plan for 2025 – 2026 
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6.6. Interim conclusion on Chapter 6: the contribution of standardisation 

to strengthening consumer protection in the Metaverse 

Norms and standards are a central complement to statutory regulation, as they make 
the technical and organisational implementation of abstract legal requirements 
practicable in the first place.  

In the context of the Metaverse, they therefore perform a key function for consumer 
protection. They create transparency, security, interoperability and traceability, 
prerequisites that cannot be ensured solely through legislation or market mechanisms. 

The European standardisation strategy explicitly pursues the objective of promoting 
values-based, open and interoperable virtual worlds and of preventing de facto 
standards set by market-dominant actors. In this context, norms serve as a technical 
link between legislation, such as the GDPR, the DSA, the DMA, the AI Act and the Data 
Act, and practical application. For consumers, this translates into greater legal 
certainty, data protection and safety when using immersive services. 

At the same time, it becomes apparent that the international standardisation landscape 
is highly fragmented and has so far been driven predominantly by industry. In order 
to strengthen the legitimacy and societal acceptance of standards, greater 
involvement of civil society in standardisation processes is required. Only in this way 
can it be ensured that technical standards for the Metaverse reflect not only economic, 
but also social and ethical requirements. 
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7. Relationship between internal corporate rules, 

legislation and standardisation 

The level that is directly experienced by users and ultimately decisive for the protection 
of their interests is the programming of the Metaverse environments in which they 
operate. As expressed by the US constitutional law scholar Lawrence Lessig, “code is 
law”213. Consumer interests should therefore be embedded in the architecture, user 
interfaces and interaction possibilities of the Metaverse. Essential elements in this 
respect include privacy by design, fair advertising rules and protection against abusive 
behaviour by other users. However, an oppositely designed Metaverse is equally 
conceivable. Without regard to consumer interests, comprehensive surveillance of 
users, manipulative and addiction-inducing designs, as well as the absence of protective 
mechanisms for users’ personality rights, are all possible.  

The extent to which consumer interests are actually taken into account in the 
programming of Metaverse environments is influenced by regulatory instruments at 
different levels, as set out below. 

7.1. Private rules of platforms and world operators 

The actual programming and design of the Metaverse are directly dependent on the 
business models of the operating companies. These business models are reflected in 
internal corporate policies, which include general terms and conditions and so-called 
community guidelines. This “private” body of rules, created by the companies 
themselves and applicable within their sphere of control, also encompasses monitoring 
mechanisms and procedures for content moderation. In practice, these corporate 
rules, as elsewhere in the platform economy, are often of greater significance from a 
consumer perspective than formal statutory provisions, since digital companies directly 
shape the Metaverse through the programming of its architecture and the specification 
of behavioural rules.214 However, the private legal frameworks established by digital 
companies are binding on users only where users have expressly consented to them (§ 
305 para. 1 BGB)215. 

From the perspective of companies, there is a strong interest in avoiding differences 
between internal rules across different regions of the world. This ensures the consistent 
application of internal policies, reduces legal risks arising from conflicting regulatory 
requirements and simplifies cross-border liability issues. Where higher consumer 
protection standards apply in a particular region than in the company’s country of 
origin, this does not necessarily lead to internal rules or the appearance of the platform 
being adapted to the requirements of the target country. In practice, legal 
infringements and judicial disputes are often accepted216, or the service is not offered 
in those countries at all. 

Where Metaverse platforms address their services to German and European 
consumers, however, the lawfulness and legal effectiveness of the platforms’ private 
rules are subject to the condition that, on the one hand, the requirements of the law 

 

213 Lessig, L. (1999). Code and Other Laws of Cyberspace. Basic Books, Inc., USA.  
214 Steege/Chibanguza, Metaverse/Kettemann/Böck §6 para. 15-21. 
215 Steege/Chibanguza, Metaverse/Kettemann/Böck §6 para. 15-21. 
216 Pałka, P., Porębski, A., Pałosz, R. & Wiśniewska, K. (2025). Do Foreign Service Providers Simply Ignore the EU 

Consumer Law? An Empirical Study of 100 Online Terms of Service. Journal Of Consumer Policy. 

https://doi.org/10.1007/s10603-024-09580-z  
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governing standard terms and conditions are complied with and, on the other hand, 
that platforms, for example when setting rules on content moderation, adequately take 
into account the fundamental rights of the persons concerned.217 

7.2. National, regional and international statutory law  

The discussion of the private legal frameworks of Metaverse platforms has shown that 
statutory law continues to play an important role despite its significant enforcement 
deficits. This is because statutory law is the sphere in which democratic and rule-of-law 
based procedures are anchored, within which the fundamental normative orientation 
of regulation can be debated and decided.  

At present, however, the normative orientations underpinning the regulation of the 
digital economy differ markedly across world regions. While the EU pursues a regulated 
and values-based approach, China relies on centralised control and strategic promotion 
of technology. The United States, by contrast, largely leaves development in the hands 
of industry and relies on voluntary standards, the development of which it also seeks 
to influence at international level.  

In light of these differences, international initiatives under public international law are 
of particular importance in order to achieve a consistent regulatory approach to the 
digital economy in general and to the Metaverse in particular. The influence of public 
international law and the enforcement capacity of international organisations such as 
the United Nations and the World Trade Organization (WTO) have, however, been 
weakened over recent decades by unilateral national actions and bilateral agreements. 
As a result, the prospects for developing multilateral international legal arrangements 
in the field of the digital economy are limited in the short to medium term. 
Nevertheless, sector-specific frameworks do exist, including the UN Covenants 
protecting freedom of expression (Art. 19 ICCPR)218 and privacy (Art. 17 ICCPR), the 
WTO trade law regime,219 and various bilateral trade agreements, all of which also 
protect consumer interests in the digital economy. In addition, the United Nations has 
launched an ambitious initiative with the Global Digital Compact aimed at developing 
a global framework for digital rights, platform responsibility and data governance220. 
Finally, there are also legally non-binding but politically influential international 
instruments such as the UNESCO Guidelines for Platform Regulation221. These include 
transparency obligations, algorithmic accountability and mechanisms to combat 
disinformation. Taken together, these international legal instruments and initiatives 
can therefore play a role in strengthening consumer interests in the Metaverse, even 
though the primary task remains the reinforcement of multilateral processes to 
strengthen human rights, consumer interests and public interest objectives more 
generally. 

 

217 Steege/Chibanguza, Metaverse/Kettemann/Böck §6 para. 22-28. 
218 United Nations. (1966). International Covenant on Civil and Political Rights of 19 December 1966 (ICCPR). 

Retrieved on 10 June 2025 from: https://www.institut-fuer-

menschenrechte.de/fileadmin/Redaktion/PDF/DB_Menschenrechtsschutz/ICCPR/ICCPR_Pakt.pdf.  
219 See Federal Ministry for Economic Affairs and Energy. (n.d.). World Trade Organization. Retrieved on 10 June 

2025 from: https://www.bmwk.de/Redaktion/DE/Textsammlungen/Aussenwirtschaft/wto.html.  
220 United Nations. (n.d.). Global Digital Compact. Retrieved on 10 June 2025 from: https://www.un.org/global-

digital-compact/en.  
221 United Nations Educational, Scientific and Cultural Organization (UNESCO). (2023). Guidelines for the 

governance of digital platforms. Retrieved on 10 June 2025 from: 

https://www.unesco.org/en/articles/guidelines-governance-digital-platforms.  

https://www.institut-fuer-menschenrechte.de/fileadmin/Redaktion/PDF/DB_Menschenrechtsschutz/ICCPR/ICCPR_Pakt.pdf
https://www.institut-fuer-menschenrechte.de/fileadmin/Redaktion/PDF/DB_Menschenrechtsschutz/ICCPR/ICCPR_Pakt.pdf
https://www.bmwk.de/Redaktion/DE/Textsammlungen/Aussenwirtschaft/wto.html
https://www.un.org/global-digital-compact/en
https://www.un.org/global-digital-compact/en
https://www.unesco.org/en/articles/guidelines-governance-digital-platforms
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7.3. Standards as a bridge between legislation and company-level rule-

making 

Against the background described above, norms and standards have the potential to 
bridge the gap between abstract statutory requirements and practical corporate 
governance in the Metaverse. From a corporate perspective, they are often more 
acceptable than direct regulatory intervention. They are developed through consensus-
based procedures, formulated in a technology-neutral manner, allow scope for 
innovation and can be integrated into existing development and compliance processes. 
At the same time, they have international reach. Uniform specifications and testing 
requirements reduce adaptation costs across jurisdictions, facilitate interoperability 
and mitigate liability and reputational risks in globally deployed platforms. 

For consumer protection, standardisation has a dual effect. First, it translates statutory 
protection objectives, such as data protection, IT security, youth protection, 
accessibility and fair user guidance, into verifiable and auditable requirements, referred 
to as compliance by design. Second, norms can be used to embed global value 
principles, such as children’s rights, inclusion, non-discrimination and privacy and safety 
by design, into corporate practice, including in areas where detailed legal requirements 
are not yet in place or differ between legal cultures. In this way, de facto minimum 
standards can be established to guide procurement, certification and contractual 
supply chains. 

From a legal-systematic perspective, standardisation remains subordinate to legislation 
and is voluntary. Binding effect arises through market acceptance, contractual 
incorporation, certification and, where provided for, statutory reference, for example 
through harmonised European standards. Standardisation therefore offers a pragmatic 
path towards convergence. Companies receive clear implementation guidance that is 
compatible at international level. Legislators gain an effective instrument for specifying 
their regulatory objectives. Consumers benefit from transparent and verifiable 
protection mechanisms in the everyday use of the Metaverse. Against the background 
described, norms and standards can serve as a connecting link between company-
specific rule-making and legislation. 

7.4. Interim conclusion on Chapter 7: strengthening consumer interests 
through a combination of different levels of rule-making 

Overall, it becomes clear that the protection of consumer rights in the Metaverse can 
only be effectively ensured through the interaction of different levels of rule-making. 
While the rules and technical standards set by platforms themselves have an 
immediate steering effect on the concrete user experience, they are vulnerable to one-
sided corporate interests in the absence of accompanying statutory frameworks. 
Technical norms and sector-specific standards can help to specify the state of the art 
and thereby promote legal clarity and practical protection mechanisms. However, they 
must be complemented by active participation of consumer organisations that is 
sufficiently resourced in terms of personnel. Ultimately, democratically legitimised 
statutory law at national, European and international level remains the central 
framework for safeguarding fundamental rights, countering abuse and establishing 
binding minimum standards.  

 Consumer rights in the Metaverse therefore cannot be protected through a single 
regulatory layer, but only through a coordinated, multi-level system. Platform self-
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regulation, technical norms and binding law must interact in order to gradually make 
the digital space fairer, safer and more consumer-friendly (see Table 5). 

  

Sources of rule-setting in the field of the 
Metaverse 

Regional regulation International regulatory 
approaches USA EU  China 

 Statutory law 
(fundamental 
normative 
orientation) 

Hardly any 
limitations on 
market power 
or content 
moderation 

Consumer protection 
law  

Data protection law  

Platform regulation 
(DSA, AI Act) 

State control of platforms  

Social scoring system  

Content control (not 
“socially disruptive”) 

WTO 

Global Digital Compact 

UNESCO Guidelines for 
Platform Regulation 

 

 Standards and norms 
(functionalities, 
security, 
interoperability) 

ANSI, NIST, CTA CEN, CENELEC, ETSI, 
ENISA, AIOTI, Gaia-X 

SAC, TC 260, CAICT UN mandate: ISO, IEC, 
ITU 

Industry organisations: 
IEEE, IETF, W3C 

Industry forums:  
Khronos Group,  
Metaverse Standards 
Forum,  
Linux Foundation AI 

 Internal corporate 
rules (general terms 
and conditions, 
“community 
guidelines”) 

As a rule, company-specific rules that are applied as uniformly as possible across all addressed 
world regions 

  where appropriate, 
adaptation to EU 
regulatory 
requirements 

  

 

 

Metaverse environment 

Table 5: Governance levels of digital rule-setting relevant to consumer rights in the Metaverse (author’s own illustration).  
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8. Development of recommendations for action  

The aim of this concluding chapter is to draw conclusions for strengthening consumer 
protection in the Metaverse. Initial considerations underlying the recommendations for 
action presented below were developed on the basis of the analysis of consumer 
protection deficits identified through the empirical and legal examinations carried out 
previously. These initial considerations were then discussed in an expert workshop 
with specialists from the fields of data protection, child and youth protection, IT 
security, standardisation, ethics and technology, see the annex, p. 132, regarding the 
participants in the expert workshop. The feedback from the expert workshop was taken 
into account in the further development of the recommendations for action. 

The recommendations for action developed in this way are structured into the 
following three sections:  

First, options in the fields of individual consumer behaviour and media literacy are 
considered (section Error! Reference source not found.).  

However, since the design of the Metaverse can only be influenced to a limited extent 
through these avenues, the focus of the fields of action lies on company-specific 
standard-setting, standardisation and legislation (section ). As demonstrated in the 
preceding chapter, consumer protection in the Metaverse can only be achieved 
through a combination of these different governance levels, see section Error! 
Reference source not found. above).  

Beyond measures aimed at addressing specific consumer problems, the business 
models and governance principles of the Metaverse should also be addressed. This is 
the subject of the final section of the recommendations for action (section Error! 
Reference source not found.). 

8.1. Strengthening individual consumer behaviour 

Findings from the study 

The literature review conducted as part of the study shows that use of the Metaverse 
is associated with a wide range of risks. Anonymity and insufficient moderation 
facilitate harassment, discrimination and sexual assaults. Intensive use of the 
Metaverse can lead to psychological impairments such as addictive behaviour, loss of 
connection to reality and emotional dependency. Physical health may be adversely 
affected by motion sickness and visual fatigue. In addition, intensive use of the 
Metaverse encourages physical inactivity and the associated health problems. Data 
protection risks arise from the extensive collection of biometric data, which may be 
used for profiling purposes. 

These findings regarding the risks of the Metaverse contrast with a surprisingly 
positive perception of the Metaverse in the survey conducted as part of the study. 
This gives rise to the assumption that the risks of the Metaverse are still largely 
unknown among the population or that risk perception is overshadowed by the 
anticipated experiential opportunities. This assumption is reinforced by the fact that 
participants in the focus groups were in some cases surprised by the extent of data 
collection in the Metaverse, see section Error! Reference source not found. above.  

The discrepancy between perception and behaviour also becomes apparent when 
considering parents’ assessment of child and youth protection. While they do 
perceive, at an abstract level, a need for improvement in measures to protect children 
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and adolescents, when asked specifically about their own children they assess the risk 
as very low and in some cases even assist them in circumventing protective measures. 

Recommendations for action 

In a liberal society, consumers are first and foremost required to assert their own 
interests and to take responsibility for their own actions. However, risk-appropriate 
behaviour requires information, contextual knowledge and risk awareness. In the 
context of the Metaverse, this applies in particular to children and adolescents, as they 
make up a large proportion of users. The following conclusions can be drawn from this:  

• In light of the particular risks posed by the Metaverse to the mental health and 
development of children and adolescents, parents are called upon to engage in 
dialogue with their children about their media use and to protect them from 
using the Metaverse too early or too intensively.  

• To do so, parents must also be able to better assess the risks and challenges of 
the Metaverse themselves. As the empirical findings show, Metaverse users are 
relatively young. Most parents are therefore likely, due to their age, to have little 
experience and thus limited competence in dealing with this relatively new 
technology. 

• In order for children and adolescents to develop risk-appropriate usage behaviour 
in the Metaverse, they, as well as their parents, require appropriate educational 
and dialogue-based offerings aimed at developing media literacy. Educational 
concepts such as structured media literacy programmes222, which are offered by 
schools, youth welfare offices and initiatives, can be used to prepare young people 
for the specific risks of the Metaverse. 

• School curricula in the federal states, which already address opportunities and 
risks of digital media in general, should explicitly incorporate the specific risks of 
the Metaverse.  

8.2. Approaches to addressing specific consumer problems through 
regulation, enforcement and standardisation  

Even though individual responsibility is important when using the Metaverse, many of 
the consumer problems described in this study cannot be resolved satisfactorily 
through this approach alone. For example, risks to mental health can be reduced 
through conscious and reflective use, but they cannot be eliminated entirely, as certain 
personality types are more vulnerable than others.223 Nor is data-minimising use of the 
Metaverse possible under current and foreseeable technical concepts and business 
models. In the case of such structural consumer problems, legislation, enforcement 
and standardisation are therefore required in order to ensure effective consumer 
protection in the Metaverse. 

8.2.1. Protection of consumers’ economic interests 

Findings from the study 

 

222 Internet-ABC. (2025). Internet-ABC “Safe browsing certificate” quiz. Retrieved on 1 November 2025 from: 

https://www.internet-abc.de/surfschein/. 
223 On risks to mental health from social media use, see: Huang, C. (2019). Social network site use and Big Five 

personality traits: A meta-analysis. Computers in Human Behavior, 97, 280–290. 

https://www.internet-abc.de/surfschein/
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The information obligations laid down in §§ 312 ff. BGB, Art. 246a EGBGB and § 327 
BGB are, to date, not fulfilled in immersive environments in a sufficiently 
comprehensible or easily accessible manner. In addition, there is a lack of uniform 
standards for the labelling of commercial content and for the implementation of 
withdrawal rights and information rights within three-dimensional interfaces. 

Furthermore, consumers in the Metaverse are exposed to particular risks arising from 
immersive design and the complexity of virtual transaction processes. Increased risks 
result, for example, from personalised advertising and manipulative design practices, 
known as dark patterns, which may lead to unintended purchases or data disclosures. 
Persuasive designs are also used to encourage users to remain in Metaverse 
environments for as long as possible. In the surveys, users confirmed the effectiveness 
of these designs by stating that they often remain in the Metaverse longer than they 
had originally intended.  
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Recommendations for action 

• Adapt information obligations to immersive contractual environments 

The existing information obligations under Art. 246a EGBGB and § 327 BGB should 
be implemented in the Metaverse in an interactive and easily accessible manner. 

This may be achieved, for example, through information windows or context-
specific overlays that appear automatically prior to the conclusion of a contract and 
provide details on price, duration, termination options, technical requirements and 
risks associated with use, such as motion sickness. 

• Implement the “button solution” in virtual environments: 

The requirements of the so-called button solution under § 312j para. 3 BGB must 
also be ensured in three-dimensional environments. Payment obligations may only 
be triggered via a clearly labelled and distinctly separated button. 

• Adapt unfair competition law requirements to the Metaverse: 

In the context of the Digital Fairness Act224 currently being planned by the European 
Commission, measures should be adopted to address dark patterns that also take 
into account the specific risks of the Metaverse.  

These should in particular include rules against hidden payment obligations, 
manipulative user interfaces and intrusive advertising that exploits the effect of 
immersive proximity. Manipulation risks that have so far not been sufficiently 
regulated include in-game currencies, where complex conversion mechanisms and 
imprecise price relations obscure the actual monetary value and encourage 
continued spending through remaining residual amounts.  

Persuasive designs aimed at extending usage times and maximising user 
engagement should likewise be explicitly addressed under unfair competition law. 
In the Metaverse, the time spent and the attention devoted by users constitute the 
central economic resource from which platforms derive financial benefit through 
advertising, data analysis and virtual transactions. Corresponding design strategies 
that induce excessive use or constant interaction undermine the principle of 
informed and free consumer decision-making and should therefore be classified as 
unfair commercial practices and limited through clear transparency and design 
obligations, see further section Error! Reference source not found.).  

  

 

224 International Organization for Standardization (ISO). (2023). Privacy technologies — Consent record 

information structure. Retrieved on 5 June 2025 from: https://www.iso.org/standard/80392.html 

https://www.iso.org/standard/80392.html
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• Standardisation of fair interaction and design principles: 

In order to ensure the uniform application of requirements under unfair 
competition law and civil law, technical standards should be developed for 
transparent contract and interaction design. This could include sector-specific 
guidelines on the labelling of advertising, the separation of communication and 
sales spaces, and the exclusion of manipulative engagement mechanisms. 

• Strengthening supervision  

Market surveillance and competition authorities should systematically review 
Metaverse platforms for unfair commercial practices and cooperate across borders 
in doing so. 

 

 

Table 6: Approaches to protecting consumers’ economic interests 

8.2.2. Data protection 

Findings from the study 

The findings from the literature review and the legal analysis show that data protection 
in the Metaverse faces particular challenges. The collection of biometric and 
behavioural data, for example via eye movements, facial expressions or bodily 
reactions, enables novel forms of profiling that can intrude deeply into users’ privacy. 
In practice, there is also often a lack of informed consent, which is a central prerequisite 
for many data processing operations, because users are not aware of the extent of the 
collection and processing of personal data. Privacy-friendly technical design remains 
the exception to date, as the business models of many Metaverse providers are based 
on extensive data analysis. Transparency obligations are also frequently fulfilled only 
formally or incompletely, without making the actual scope of data collection 
recognisable. 
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Recommendations for action 

• Ensure data-protection-compliant technical design:  

Privacy by design and privacy by default are binding legal requirements, including 
for Metaverse platforms (Art. 25 GDPR). However, these principles must also be 
enforced in practice and through technical implementation in the Metaverse. In 
particular, sensitive biometric sensor data such as gaze direction or heart rate must 
be processed exclusively for the immediate use context and must not be stored on 
a permanent basis or analysed for advertising or profiling purposes. 

• Implement practicable, user-centred consent systems:  

The processing of personal data for advertising purposes is permissible only on the 
basis of informed consent. The processing of particularly sensitive biometric data 
additionally requires explicit consent. In many cases, this requirement is clearly not 
met, as users are often unaware of the extent of data collection and data use in the 
Metaverse. At the same time, it is evident that the concept of obtaining consent 
for every individual data processing operation reaches its limits in the face of the 
unmanageable number of processing activities in the Metaverse.  

One possible solution lies in consent management systems such as user-centred 
Privacy Information Management Systems (PIMS). Such systems allow consent to 
be managed centrally and made available automatically when switching providers, 
without interrupting the user experience. For this purpose, standardised consent 
receipts in accordance with ISO/IEC TS 27560:2023 may be used 225, 226. At the same 
time, it must be ensured that preferences declared in advance meet the legal 
requirements of voluntariness and informed decision-making.227 However, PIMS 
are typically limited to the data processing activities of a single provider or platform 
and are therefore not suitable for comprehensively governing data processing in a 
provider- and platform-independent interoperable Metaverse228. 

A more far-reaching approach, and one that is more consistent with the concept 
of interoperability, would be the user-centred management of identities, usage 
data and data protection preferences. An information technology concept for this 
purpose is the Personal Privacy Preference Place (P4)229. Under this model, users 
store their data protection preferences with a provider of their choice, referred to 
as a “privacy place”. Platforms, services and applications access this information 
via standardised protocols. Users retain control over their data, can adjust their 
settings and can see transparently which services access them. However, 
companies would need to be obliged to take into account the data protection 
settings stored in the Personal Privacy Preference Place when operating their 
applications. 

 

 

225 International Organization for Standardization (ISO). (2023). Privacy technologies — Consent record 
information structure. Retrieved on 5 June 2025 from: https://www.iso.org/standard/80392.html  
226 Pandit, H.J., Lindquist, J., Krog, G.P. (2024). Implementing ISO/IEC TS 27560:2023 Consent Records and 
Receipts for GDPR and DGA. In: Jensen, M., Lauradoux, C., Rannenberg, K. (eds) Privacy Technologies and Policy. 
APF 2024. Lecture Notes in Computer Science, vol 14831. Springer, Cham. https://doi.org/10.1007/978-3-031-
68024-3_12  
227 Stadler, T.; Eickhoff, V.; Schneider, R.; Specht-Riemenschneider, L. (2025). Consent management services as an 

opportunity. ZD 2025, 609. 
228 For example: https://insuranceblog.accenture.com/wp-content/uploads/2022/03/Technology-Vision-2022-

Meet-Me-in-the-Metaverse-Executive-Summary.pdf  
229 Falcao, R. and Hosseinzadeh, A. (2024). Towards a decentralised data privacy protocol for self-sovereignty in 

the digital world. Retrieved on 31 May 2025 from: https://ceur-ws.org/Vol-3674/ASPIRING-paper1.pdf.  

https://www.iso.org/standard/80392.html
https://doi.org/10.1007/978-3-031-68024-3_12
https://doi.org/10.1007/978-3-031-68024-3_12
https://insuranceblog.accenture.com/wp-content/uploads/2022/03/Technology-Vision-2022-Meet-Me-in-the-Metaverse-Executive-Summary.pdf
https://insuranceblog.accenture.com/wp-content/uploads/2022/03/Technology-Vision-2022-Meet-Me-in-the-Metaverse-Executive-Summary.pdf
https://ceur-ws.org/Vol-3674/ASPIRING-paper1.pdf
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• Transparent and immersive data protection communication: 

Transparency and information obligations must be adapted to the specific 
conditions of virtual environments. Data protection notices should be accessible 
within the three-dimensional environment in an interactive, comprehensible and 
context-specific manner, for example through symbolic overlays or gesture-based 
queries, rather than being presented as text-heavy notices that are difficult to 
locate. 

• Promote standardisation and certification: 

The development of standards for the data-protection-compliant design of VR and 
AR systems, for example by DIN, CEN and ISO, should be actively promoted. 
Although some standards and norms already exist in the field of data protection, 
such as the Privacy Framework under ISO/IEC 29100:2024230. However, these 
standards do not address the specific features of the Metaverse, such as the 
collection of biometric data. In addition, their practical relevance is limited 
because, unlike in other areas of law, compliance with standards in data protection 
law does not give rise to a presumption of legal conformity. Data protection 
certifications under Art. 42 GDPR do not establish such a presumption of 
compliance.231 Here, a stronger linkage between standardisation and statutory 
requirements could help to anchor data protection principles effectively in the 
Metaverse through concrete and verifiable technical standards. 

• Strengthen national and international enforcement: 

The current federal organisation of data protection supervision in Germany, with 
16 regional data protection authorities and the Federal Commissioner for Data 
Protection and Freedom of Information (BfDI), leads to capacity constraints at 
regional level and does not adequately reflect the international structures of 
today’s digital economy. Data protection supervision should therefore be more 
strongly centralised and consolidated,232 so that only one data protection authority 
is responsible for each company.233 At EU level, the cross-border enforcement of 
the GDPR should likewise be better coordinated234. These considerations are also 
essential for effective data protection supervision in the Metaverse  

Since many Metaverse platforms originate outside Europe, the market location 
principle should also be applied consistently and strengthened in terms of 
enforceability. Any platform offering its services within the EU must designate a 
responsible contact point within the EU. In addition, international cooperation 
between data protection supervisory authorities should be reinforced in order to 
promote global minimum standards and coordinated enforcement strategies.  

 

230 ISO. (2024). ISO/IEC 29100:2024. Information technology — Security techniques — Privacy framework. 

Retrieved on 31 October 2025 https://www.vde-verlag.de/iec-normen/252607/iso-iec-29100-2024.html 
231 European Commission (2019). Data Protection Certification Mechanisms. Study on Articles 42 and 43 of the 

Regulation (EU) 2016/679. Retrieved on 31 October 2025 from: 

https://commission.europa.eu/document/download/2c3ad0b1-550e-4d52-a614-

65c0d494ab9f_en?filename=data_protection_certification_mechanisms_study_publish.pdf. 
232 CDU, CSU, SPD. (2025). Responsibility for Germany. Coalition agreement for the 21st legislative period, p. 65. 

Retrieved on 2 November 2025 from: https://www.koalitionsvertrag2025.de.  
233 Dachwitz, I. (2025). Data protection reform: Is a radical rollback coming? Retrieved on 2 November 2025 from: 

https://netzpolitik.org/2025/datenschutzreform-kommt-der-kahlschlag. 
234 European Parliament (2024). New measures to strengthen the cross-border 

enforcement of the GDPR. Retrieved from: 

https://www.europarl.europa.eu/pdfs/news/expert/2024/2/press_release/20240212IPR17631/20240212IPR176

31_en.pdf. 

https://www.vde-verlag.de/iec-normen/252607/iso-iec-29100-2024.html
https://commission.europa.eu/document/download/2c3ad0b1-550e-4d52-a614-65c0d494ab9f_en?filename=data_protection_certification_mechanisms_study_publish.pdf.
https://commission.europa.eu/document/download/2c3ad0b1-550e-4d52-a614-65c0d494ab9f_en?filename=data_protection_certification_mechanisms_study_publish.pdf.
https://www.koalitionsvertrag2025.de/
https://netzpolitik.org/2025/datenschutzreform-kommt-der-kahlschlag
https://www.europarl.europa.eu/pdfs/news/expert/2024/2/press_release/20240212IPR17631/20240212IPR17631_en.pdf
https://www.europarl.europa.eu/pdfs/news/expert/2024/2/press_release/20240212IPR17631/20240212IPR17631_en.pdf
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Table 7: Approaches to data protection 
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8.2.3. IT security  

Findings from the study 

The analysis shows that data security in the Metaverse constitutes a central 
prerequisite for consumer protection, while at the same time being confronted with 
novel challenges. The large number of sensors, interfaces and cloud-based services 
increases vulnerability to technical failures, data loss and misuse. The results of the 
empirical survey show that only 5 per cent of users consider the existing protective 
measures in the Metaverse to be sufficient. In addition, almost half of respondents view 
platform operators and or public authorities as having a regulatory responsibility in this 
area.  

Although there is already a dense framework of IT security regulation, ranging from Art. 
32 GDPR to the NIS2 Directive and the Cyber Resilience Act (CRA), these frameworks 
are not yet sufficiently tailored in practice to the complex, distributed and highly 
interactive structures of immersive systems. 

With the entry into force of the Cyber Resilience Act (CRA), binding security 
requirements are being introduced for the first time for all products with digital 
elements, including VR headsets, sensor technology and Metaverse applications. 
However, its effectiveness depends decisively on whether the new obligations are 
implemented and monitored coherently along the entire value chain, from device 
manufacturers to platform operators and cloud service providers. 

Recommendations for action 

• Ensure consistent implementation of the Cyber Resilience Act (CRA) 
requirements:  

The Cyber Resilience Act provides the necessary framework for robust security 
requirements, including for Metaverse applications. This framework should now be 
further specified in practice. Providers of hardware, software and platform services 
should be required to systematically establish an end-to-end security architecture 
already at the development stage, in line with the principle of security by design. 
This includes encryption of all sensor data streams, integrity and authenticity 
checks, and secure communication protocols. It is also essential that the obligation 
to provide security updates is implemented consistently.  

• Advance standardisation and certification:  

In particular, security-related requirements in the field of the Metaverse require 
support through technical standards. These standards should translate statutory 
requirements into verifiable technical specifications. The standardisation mandate 
issued by the European Commission to CEN, CENELEC and ETSI for the 
implementation of the Cyber Resilience Act provides an appropriate framework for 
this purpose.235 On this basis, specific security standards for immersive systems 
should now be developed.236 This applies in particular to the device security of VR 
and AR headsets, secure authentication procedures for avatars, the integrity of 
movement and sensor data, and secure data transmission between end devices, 

 

235 CEN, CENELEC. (2025). Cyber Resilience Act: Standardization request officially accepted by CEN, CENELEC, and 

ETSI. Retrieved on 31 October 2025 from: https://www.cencenelec.eu/news-events/news/2025/newsletter/ots-

62-cra 
236 ETSI. (2024). ETSI TR 103 957 V1.1.1 (2024-09). Cyber Security (CYBER); Metaverse Cyber Security Analysis. 

Retrieved on 31 October 2025 from: 

https://www.etsi.org/deliver/etsi_tr/103900_103999/103957/01.01.01_60/tr_103957v010101p.pdf. 

https://www.cencenelec.eu/news-events/news/2025/newsletter/ots-62-cra
https://www.cencenelec.eu/news-events/news/2025/newsletter/ots-62-cra
https://www.etsi.org/deliver/etsi_tr/103900_103999/103957/01.01.01_60/tr_103957v010101p.pdf?utm_source=chatgpt.com
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platforms and cloud infrastructures. In the longer term, this should result in 
harmonised standards that qualify as the state of the art within the meaning of the 
Cyber Resilience Act and are taken into account in future conformity assessments.  

 

Table 8: Approaches to IT security 

8.2.4. Protection against health impairments resulting from VR headsets and immersive use 

Findings from the study 

 

The study shows that the use of immersive technologies is also associated with physical 
strain and health risks. Fifty per cent of users report dizziness, commonly referred to as 
motion sickness. Although these symptoms subside after an acclimatisation period for 
most users, they persist for 15 per cent. The focus groups and the literature also 
identified visual fatigue, headaches, muscle tension and exhaustion following 
prolonged use as recurring issues. These symptoms arise primarily from sensory 
discrepancies between visual and vestibular stimuli, high stimulus intensity, inadequate 
ergonomics and the absence of automatic break mechanisms. Children and individuals 
with pre-existing conditions are particularly sensitive. 
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Recommendations for action 

Although the Product Safety Act (§§ 3, 6 and 8 ProdSG) and the requirement for CE 
marking already impose obligations relating to risk assessment and user information, 
these duties are often applied inadequately in practice to VR and AR devices. There is 
therefore a need to further specify the statutory requirements for VR devices and their 
actual use, and to translate these requirements into standards and testing procedures. 
The resulting steps are as follows: 

• Systematically apply product safety obligations to immersive devices: 

Manufacturers of VR and AR headsets should apply the existing obligations under 
the Product Safety Act specifically to the physiological risks associated with 
immersive use. 

The legally required risk assessment (§ 3 para. 1 ProdSG and § 6 ProdSG) should 
explicitly cover risks such as motion sickness, visual overstimulation, muscle strain 
and neurological stress. 

In addition, CE conformity assessments should in future only be positive where 
usage duration, stimulus intensity and ergonomic criteria have also been examined 
and documented. 

• Improve health information and warnings: 

The duty to provide information under § 6 ProdSG should be operationalised 
through clear and consistent health and break warnings, for example by providing: 

o time recommendations, such as usage breaks every 20 minutes, 

o age-related and health-related restrictions, 

o guidance on correct fit, lighting and posture. 

Such information must be accessible in the instructions for use, at device start-up 
and within the user interface, for example as on-screen reminders. 

• Establish sector-specific safety standards for XR devices: 

Existing standards on product safety and ergonomics should be supplemented by 
specific XR ergonomics standards. 

In particular, technical criteria should be developed with regard to the following 
aspects: 

o maximum latency and refresh rates, 

o sensor and motion synchronisation, 

o ergonomic requirements, including weight, fit and heat dissipation, and 

o minimum requirements for break notifications and usage time warnings. 

With specific regard to the prevention of motion sickness, a standard already exists 
that defines concrete requirements for the design of VR headsets.237  

 

237 DIN. (2022). DIN EN ISO 9241-394: Ergonomics of human-system interaction – Part 394: Ergonomic 

requirements for reducing undesirable biomedical effects of visually induced motion sickness when viewing 

electronic images (ISO 9241-394:2020); German version EN ISO 9241-394:2022.  
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Table 9: Approaches to addressing health impairments 

8.2.5. Protection against assaults by other users 

Findings from the study 

The literature review and the empirical findings show that users in the Metaverse are 
frequently confronted with insults, harassment and sexual assaults. Due to the close-
to-the-body interaction in immersive environments, such conduct is often experienced 
as particularly intense and can trigger significant psychological distress. 

Despite existing criminal law provisions and platform-related obligations, for example 
under §§ 185 et seq. and § 177 StGB as well as Arts. 9 to 24 DSA, the focus groups and 
surveys indicate that reporting procedures, moderation and sanctioning are often 
inadequate in practice or are not effectively enforced. Users perceive protective 
mechanisms as lacking transparency and as difficult to access. 

Recommendations for action 

• Ensure effective implementation and specification of existing statutory 
obligations: 

The legal foundations for protection against violations of personality rights already 
exist. What is required, therefore, is their practical specification and technical 
implementation in the Metaverse. 

Platforms should implement the obligations set out in the DSA to create a safe 
online environment through clear and verifiable processes and technical 
instruments, in particular: 

o reporting mechanisms that are easy to locate within the three-dimensional 
environment, 

o standardised procedures for handling complaints and providing feedback to 
affected persons, and, 

o rapid blocking mechanisms and effective repeat-offender management. 

• Embed safety by design in platform architectures: 

Protection against assaults should be technically integrated into platform design. 
This includes individually activatable safety zones, often referred to as safe spaces, 
around avatars, real-time blocking functions and automated moderation systems 
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with documentation of violations.238 It would be possible to store the final minutes 
of interactions from the users’ perspective in order to document violations where 
necessary. However, it would have to be ensured that such recordings are deleted 
by default and that data protection requirements are otherwise fully complied 
with.  

These and similar measures give concrete expression to the obligation under Art. 
34 DSA to design online services in a risk-oriented and safe manner and strengthen 
the platform operators’ duty as guarantors (Garantenpflicht) to implement 
appropriate protective safeguards. 

• Real-name obligation vis-à-vis the platform:  

A real-name obligation could significantly facilitate the enforcement of legal 
violations, but would conflict with users’ interest in being able to use the 
Metaverse anonymously. As a general rule, telemedia services in Germany must 
be usable anonymously, insofar as this is technically possible and reasonable (§ 19 
para. 2 TDDDG239).240 However, obligations under Art. 34 DSA, as well as the 
specific protective duties in favour of minors under Art. 28 DSA, may in certain 
circumstances give rise to a requirement to store users’ real names in order to 
address cases of misuse and violations of personality rights. Such a real-name 
obligation would have to be limited to the internal relationship between the 
platform and the user, so that personal data would not be accessible to other users 
of a platform or service. The German Federal Court of Justice (BGH) has also held 
such a real-name obligation to be permissible.241 

• Platform-specific community guidelines and moderation systems 

To date, assaults by other users are addressed by moderators only to a limited 
extent.242 In order to ensure safe and respectful interaction in the Metaverse, 
platforms should develop context-specific community guidelines and moderation 
policies that are tailored to the respective social functions of their environments. 
While different communication norms apply in competitive gaming environments 
than in spaces for social interaction or education, clear and comprehensible rules 
on conduct and sanctions are required in all contexts.  

Research findings show that such guidelines are particularly effective when they 
are developed with the involvement of users.243 The gaming sector offers 
established examples in this respect, such as transparent codes of conduct, 

 

238 For example, the last ten minutes of interactions could be stored by default from the users’ perspective in 

order to document infringements if necessary. 
239 Telecommunications and Digital Services Data Protection Act (TDDDG) of 23 June 2021 (BGBl. I p. 1982; 2022 I 

p. 1045), as last amended by Article 44 of the Act of 12 July 2024 (BGBl. 2024 I No. 234). 
240 Schewior, C. (2021). The new TTDSG: An overview of the most important changes. Retrieved on 31 May 2025 

from: https://www.dr-datenschutz.de/das-neue-ttdsg-die-wichtigsten-aenderungen-im-ueberblick/ 
241 Federal Court of Justice (BGH), judgment of 27 January 2022 – III ZR 3/21. The judgment was delivered under 

the former legal framework (Section 13 para. 6 TMG, old version). However, there are strong indications that the 

differentiation adopted by the BGH may also remain valid under the current legal framework (Section 19 para. 2 

TTDSG and GDPR), meaning that a real-name requirement “in external relations” in the Metaverse would likely 

be impermissible; see Kaulartz, M.; Schmid, A.; Müller-Eising, F. (2022): The Metaverse – a legal introduction, RDi 

2022, 521. 
242 Sabri, N.; Chen, B.; Teoh, A.; Dow, S. P.; Vaccaro, K.; Elsherief, M. (2023). Challenges of Moderating Social 

Virtual Reality. In Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems (CHI '23). 

https://doi.org/10.1145/3544548.3581329  
243 Kou, Y.; Nardi, B. (2014). Governance in League of Legends: A hybrid system. Retrieved on 2 November 2025 

from: 

https://www.researchgate.net/publication/309738489_Governance_in_League_of_Legends_A_Hybrid_System. 

https://www.dr-datenschutz.de/das-neue-ttdsg-die-wichtigsten-aenderungen-im-ueberblick/
https://doi.org/10.1145/3544548.3581329
https://www.researchgate.net/publication/309738489_Governance_in_League_of_Legends_A_Hybrid_System
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graduated sanction systems and combinations of community rules and technical 
protective mechanisms.244  

In order for moderation decisions to be accepted by users and to contribute to a 
constructive communication culture, it is essential that they are transparently 
reasoned, clearly documented and subject to review.245 An effective complaints 
and review procedure strengthens trust in the platform and enhances the 
legitimacy of moderation.  

• Standardisation and certification of existing obligations: 

To support the implementation of existing legal requirements, technical standards 
on user and interaction safety should be developed. 

These could translate existing statutory obligations, for example relating to risk 
prevention under the DSA and criminal law, into verifiable technical standards, such 
as: 

o minimum distances between avatars, in the form of spatial protection 
profiles, 

o uniform authentication procedures to prevent identity misuse, and, 

o requirements for transparent reporting and audit logs. 

  

 

244 Sabri et al. (2023), ibid. 
245 Sabri et al. (2023), ibid. 
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• Strengthen cooperation and awareness-raising: 

To improve the enforcement of existing criminal law and platform obligations, 
interfaces between platforms and law enforcement authorities should be 
standardised, including evidence preservation, designated contact points and clear 
deadlines. 

In addition, information and training measures should be provided for users in 
order to make reporting channels more widely known and to raise awareness of 
boundary violations. 

 

Table 10: Approaches to protection against assaults by other users 

8.2.6. Psychological harm and youth protection 

Findings from the study 

The study has shown that the Metaverse poses significant risks to the mental health of 
its users, particularly children, adolescents and other vulnerable groups. The literature 
review and the focus groups revealed that users in the Metaverse tend to identify more 
strongly with their avatars than in traditional online formats. On the one hand, this 
intensive identification can foster experiences of self-efficacy. On the other hand, it can 
lead to a loss of connection with reality, feelings of depersonalisation and withdrawal 
from the physical world. After prolonged VR sessions, users may experience difficulties 
reintegrating into their real-world environment and develop the feeling that they are 
living more in the Metaverse than in real life. According to the survey, many users are 
aware that they spend too much time in the Metaverse, but state that they find it 
difficult to resist the stimuli offered by the platforms.  

In academic discourse, a drug-like effect of VR environments is increasingly discussed, 
in the sense of trance-like and euphoric states. Due to the embodied nature of the 
experience, sensory impressions in virtual worlds are perceived as real experiences and 
can therefore have lasting effects on consciousness.246  

Children and adolescents are also exposed to the risk of encountering developmentally 
harmful content without filtering, such as depictions of violence, sexualised content or 
dangerous online challenges.  

Effective age verification is generally not yet in place. Platforms usually limit themselves 
to self-declarations or simple date-of-birth entries, which can easily be circumvented. 
Technically secure age verification systems, as required by the Interstate Treaty on the 
Protection of Minors in the Media (JMStV), are only used in isolated cases. As a result, 

 

246 Menzinger, T. K.; Madary, M. (2016). Real Virtuality: A Code of Ethical Conduct. Recommendations for Good 

Scientific Practice and the Consumers of VR-Technology. Frontiers in Robotics and AI. Vol. 3 – 2016. 

https://doi.org/10.3389/frobt.2016.00003  

https://doi.org/10.3389/frobt.2016.00003
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the fundamental prerequisite for compliance with statutory youth protection 
requirements is currently lacking.  

Recommendations for action 

• Provide more effective protection for mental health: 

The combination of immersive environments, social interaction and economically 
driven platform structures means that risks already known from social media, such 
as excessively long usage times, emotional dependency and heightened 
susceptibility to influence, are amplified in the Metaverse. At the same time, there 
is a close connection between psychological strain and the business models of 
many Metaverse platforms. Similar to social networks, these platforms are geared 
towards usage intensity, length of stay and frequency of interaction. Through 
persuasive design strategies, such as reward systems, virtual status symbols, social 
comparison mechanisms or artificial scarcity of digital goods, users are encouraged 
to remain active for as long as possible. These engagement-based business models 
promote addictive behaviour, sleep deprivation, concentration problems and 
emotional exhaustion.247 For consumer policy, the following concrete conclusions 
can be drawn from this:  

o Strengthen privacy-enhancing Metaverse concepts:  

Given the close link between tracking-based business models in the 
Metaverse and impairments to mental health, it is advisable to address the 
problem at its root by promoting privacy-enhancing forms of financing, see 
section Error! Reference source not found. below).  

o Specify and enforce the DSA and the AI Act:  

As long as tracking-based business models continue to exist, platforms and 
service providers should nevertheless be required to design digital systems in 
such a way that they do not have adverse effects on the mental health of 
users. In principle, the DSA and the AI Act already contain relevant obligations, 
in particular the prohibition of manipulative designs under Art. 25 DSA and 
the duty to assess and mitigate systemic risks, including risks to mental health, 
under Art. 34 DSA. The AI Act also prohibits, under Art. 5 para. 1 lit. b, the use 
of systems that exploit age-related or psychological vulnerabilities. However, 
these provisions must be further specified through guidelines and through 
practical testing in enforcement practice in order to be effectively applied to 
the Metaverse.  

o Develop specific rules for the Metaverse within the Digital Fairness Act:  

Under the heading of a Digital Fairness Act, 248, 249, 250  the European 
Commission is currently preparing a further legislative proposal aimed at 
modernising existing EU consumer law and, in particular, preventing the 

 

247 Montag, C. (2021). You belong to us! The psychological strategies of Facebook, TikTok, Snapchat & Co. 
248 See already: European Parliament. (2023). New EU rules needed to address digital addiction. Retrieved on 10 

June 2025 from: https://www.europarl.europa.eu/news/en/press-room/20231208IPR15767/new-eu-rules-

needed-to-address-digital-addiction.  
249 The need for further legislative measures was confirmed by the results of the Digital Fairness Check: European 

Commission. (2025). Digital fairness – Fitness check of EU consumer law. Retrieved on 10 June 2025 from: 

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13413-Digital-fairness-fitness-check-

on-EU-consumer-law/public-consultation_en. 
250 European Commission. (2025). Commission launches an open consultation on the forthcoming Digital Fairness 

Act. Retrieved on 1 November 2025 from: https://digital-strategy.ec.europa.eu/de/consultations/commission-

launches-open-consultation-forthcoming-digital-fairness-act. 

https://www.europarl.europa.eu/news/en/press-room/20231208IPR15767/new-eu-rules-needed-to-address-digital-addiction
https://www.europarl.europa.eu/news/en/press-room/20231208IPR15767/new-eu-rules-needed-to-address-digital-addiction
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13413-Digital-fairness-fitness-check-on-EU-consumer-law/public-consultation_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13413-Digital-fairness-fitness-check-on-EU-consumer-law/public-consultation_en
https://digital-strategy.ec.europa.eu/de/consultations/commission-launches-open-consultation-forthcoming-digital-fairness-act
https://digital-strategy.ec.europa.eu/de/consultations/commission-launches-open-consultation-forthcoming-digital-fairness-act
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exploitation of cognitive biases and manipulative design elements, commonly 
referred to as dark patterns. In this context, specific provisions should also be 
developed to protect the mental health of Metaverse users from impairment. 
The Digital Fairness Act should address design principles that generate 
particularly high levels of user engagement and tend to lead to excessively 
long usage times, such as infinite scrolling functions, automatic playback, 
consecutive login streaks, randomised reward systems, including loot boxes 
or gacha mechanisms, as well as artificial scarcity and delayed rewards. 
Excessively long usage times should be counteracted through measures such 
as session limits, break prompts, night modes and a calm mode with reduced 
stimuli.  

In order to address concerns about paternalistic interference, the relevant 
rules should enable autonomy rather than restrict it. Calm modes and break 
modes should therefore be activated by default but remain deactivatable. 
Notifications regarding usage duration or the need for breaks should be 
framed in an informative, rather than moralising, manner. For minors or other 
vulnerable users, stronger protective measures, such as maximum usage 
times, may be justified.  

• Provide more effective protection for children and adolescents: 

In principle, the necessary rules for the protection of children and adolescents 
already exist in the provisions of the DSA, the AI Act and youth protection law. 
However, these rules must be further specified and effectively enforced in 
practice. The European Commission’s guidelines on Art. 28 DSA constitute an 
important first step in this regard. Further measures are required, in particular:  

o Age-appropriate design of Metaverse environments used by minors, including 
default settings such as profiles set to private by default, disabled tracking, 
restricted microphone and camera access and disabled personalised 
advertising, in accordance with Art. 28 para. 2 DSA 251  

o Effective age thresholds, distinguishing between children, adolescents and 
adults, in line with a risk-based approach 252, 253 as well as  

o Reliable age verification, using biometric methods such as facial recognition 
or voice recognition in combination with behavioural analysis 254. Both the 
decision as to whether age verification is required and the specific design of 

 

251 Advisory Board to the Digital Services Coordinator. (2025). Guidance on the protection of minors online under 

the Digital Services Act (Art. 28 DSA). Retrieved on 5 June 2025 from: 

https://www.dsc.bund.de/DSC/DE/1DSC/Beirat/Sitzungen/250523_Handreichung.pdf?__blob=publicationFile&v

=2  
252 Media reports suggest that the European Commission is considering the introduction of a minimum age for 

the use of social media, following the examples of Australia and France; see Soares, J. (2025). Von der Leyen 

pushes for a minimum age to use social media. But can it be enforced? Retrieved on 1 November 2025 from: 

https://euperspectives.eu/2025/09/eu-moves-to-set-digital-age-of-majority/. 
253 See also the Federal Minister of Justice’s call for minimum age limits for social media: Beer, K. (2025). Federal 

Minister of Justice Hubig: A minimum age for social media is necessary. Heise.de. Retrieved on 11 June 2025 

from: https://www.heise.de/news/Altersgrenze-fuer-Social-Media-Weniger-Mobbing-mehr-Konzentration-

10437594.html.  
254 A practicable route could be an AI-supported biometric age estimation system, as is already used by the age 

verification provider “Persona” in combination with eID-based authentication; see Commission for the 

Protection of Minors in the Media (KJM). (2024). Two further age verification systems (AVS) using biometric age 

estimation assessed positively. Retrieved on 5 June 2025 from: https://www.kjm-

online.de/pressemitteilungen/altersverifikation-persona-gocam/ 

https://www.dsc.bund.de/DSC/DE/1DSC/Beirat/Sitzungen/250523_Handreichung.pdf?__blob=publicationFile&v=2
https://www.dsc.bund.de/DSC/DE/1DSC/Beirat/Sitzungen/250523_Handreichung.pdf?__blob=publicationFile&v=2
https://euperspectives.eu/2025/09/eu-moves-to-set-digital-age-of-majority/
https://www.heise.de/news/Altersgrenze-fuer-Social-Media-Weniger-Mobbing-mehr-Konzentration-10437594.html
https://www.heise.de/news/Altersgrenze-fuer-Social-Media-Weniger-Mobbing-mehr-Konzentration-10437594.html
https://www.kjm-online.de/pressemitteilungen/altersverifikation-persona-gocam/
https://www.kjm-online.de/pressemitteilungen/altersverifikation-persona-gocam/
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such systems must comply with the requirements of proportionality, data 
protection, inclusivity and user-friendliness. 255 

• Make targeted use of standardisation and standards:  

Standardisation and standards play a key role in Metaverse applications in 
protecting users’ mental health and, in particular, in minimising risks for children 
and young people. They make it possible to translate legal policy objectives such 
as safety, youth protection, data protection and fair competition into concrete 
technical requirements, to assess these requirements objectively, and to 
harmonise them across the EU. In this context, European and international 
standardisation organisations should, in particular, develop sector-specific 
standards for consumer-oriented design, age-appropriate default settings and 
verifiable age-verification systems. With the CEN/CENELEC Workshop Agreement 
on age-appropriate digital services, a framework already exists,256 which should 
now be further specified to reflect the particular characteristics of the Metaverse.  

 

Table 11: Approaches to protecting the mental health of children and young people 

  

 

255 European Commission (Ed.). (2024). Mapping age assurance typologies and requirements: Research report. 

Publications Office of the European Union. https://data.europa.eu/doi/10.2759/455338. 
256 CEN / CENELEC. (2023). CEN and CENELEC Workshop Agreement: Age-appropriate digital services framework. 

Retrieved on 2 November 2025 from: https://www.cencenelec.eu/media/CEN-

CENELEC/CWAs/ICT/cwa18016_2023.pdf. 

https://www.cencenelec.eu/media/CEN-CENELEC/CWAs/ICT/cwa18016_2023.pdf
https://www.cencenelec.eu/media/CEN-CENELEC/CWAs/ICT/cwa18016_2023.pdf
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8.3. Privacy- and public-interest-oriented Metaverse concepts  

The effectiveness of the measures discussed so far is likely to remain limited, as they 
are unable to address two central structural principles of the Metaverse, which in turn 
are responsible for many of the consumer problems described. Significantly more 
fundamental solutions can be expected if these two structural principles were to be 
changed, namely if, first, privacy-enhancing business models were established instead 
of the currently widespread practice of advertising-based tracking, and if, second, 
public, non-commercial spaces were to emerge within the Metaverse. The fact that 
these structural problems cannot be addressed by users themselves or by their 
behaviour is also reflected in the perceptions expressed by users in the focus groups. 
Statements such as “Nobody gives you anything for free. As soon as something is free, 
you are the product.” (1:26:21) or “(...) if you want added value, you have to disclose 
data, that is simply the currency we have” (1:18:40) make this clear. From the users’ 
own perspective, therefore, they have no real choice and have adapted themselves and 
their behaviour to the existing structural principles. 

8.3.1. Privacy-enhancing business models 

Findings from the study 

In the Metaverse, as in the digital environment more generally, two fundamental 
revenue models can be distinguished: the commercial exploitation of user data 
through personalised advertising, and paid transactions in which users pay for an 
experience in the Metaverse or for access to a platform. In many cases, digital 
companies continue to pursue in their Metaverse strategies the business models 
already familiar from the two-dimensional digital world. In the gaming sector, for 
example, payment models are widespread and are being maintained even when 
games are made accessible via VR headsets. By contrast, it can be assumed that the 
underlying value creation of Meta’s VR offerings will continue to be that of an 
advertising-funded social network.257 This is indicated, among other things, by the 
patents that Meta has acquired in the course of its Metaverse activities, such as 
methods for recording pupil movements, body postures and nasal sounds.258  

These different models differ significantly in terms of the incentives they create for 
the protection of personality rights259:  

Advertising-funded business models are based on the monetisation of personal data. 
The more data that can be collected, analysed and commercialised about users, the 
more economically attractive the business model becomes. The protection of personal 
data is therefore structurally in conflict with the economic interests of the platforms. 
Data protection is primarily regarded as a cost factor or a regulatory obstacle. 
Platforms therefore have an inherent lack of incentive to implement high standards of 
data protection, particularly where this would entail economic losses. At the same 
time, experience from social media in particular shows that advertising-funded 

 

257 Kraus, S., Kanbach, D. K., Krysta, P. M., Steinhoff, M. M., & Tomini, N. (2022). Facebook and the creation of the 

Metaverse: radical business model innovation or incremental transformation? International Journal of 

Entrepreneurial Behavior & Research, 28(9), 52–77.  
258 Financial Times. (2022). Facebook patents reveal how it intends to cash in on the Metaverse. Retrieved on 11 

June 2025 from: https://www.ft.com/content/76d40aac-034e-4e0b-95eb-c5d34146f647.  
259 Assessing the effects of business models on the handling of personal data is complicated by the fact that, in 

practice, mixes of fee-based and advertising-funded business models are common, for example in the form of in-

game advertising; see Thomas, W., & Stammermann, L. (2007). In-Game Advertising: Advertising in computer 

games. Gabler. ISBN 978-3-8349-0702-8.  

https://www.ft.com/content/76d40aac-034e-4e0b-95eb-c5d34146f647
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business models are closely linked to adverse effects on mental and, in some cases, 
physical health. Operators of advertising-funded services have an interest in users 
spending as much time as possible using these services and interacting as intensively 
as possible with the content, in order to collect data and deliver advertising. This leads 
to addictive designs and to digital designs that generate social pressure to induce users 
to engage in interactions. 

By contrast, under paid models (for example subscriptions), it is not users’ behaviour 
but their willingness to pay that becomes the central economic lever. The economic 
incentive to collect as much user data as possible is significantly lower. Data protection 
and informational self-determination can be reconciled more easily with the economic 
model in these cases. Data protection can even function as a quality feature that 
confers competitive advantages. Although providers of paid models also have an 
incentive to encourage long usage times, this incentive is likely to be less prone to 
result in addictive and harmful designs, as users are primarily paying for content and 
customer satisfaction is a key determinant of willingness to pay.  
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Recommendations for action 

• Promote paid models and publicly funded offerings in the Metaverse:  

In the music industry, paid services such as Spotify Premium, Apple Music and 
Amazon Music Unlimited have meanwhile gained a substantial market share 
compared to advertising-funded business models.260 In the field of digital news, 
paid models261 are complemented by publicly funded public service offerings. Paid 
models also account for a significant share of the market in the games industry.262 
This demonstrates that, through market-based mechanisms, alternatives to 
advertising-funded business models can successfully establish themselves. Paid 
models and, at least in the education sector, publicly funded offerings should 
likewise be promoted in the Metaverse.   

• Restrict the processing of personal data for advertising purposes: 

Even more fundamentally, in view of the far-reaching effects of tracking-based 
business models, it is advisable to prohibit or severely restrict the processing of 
personal data for advertising purposes as a general rule. The following measures 
may be considered in this regard:  

o Complete ban on personalised advertising: Only contextual advertising 
would be permitted; personalised offers would be allowed solely at the 
explicit request of users. This could promote competition, as large data-
driven platforms would enjoy fewer advantages over smaller 
providers.263 

o Partial bans on targeted practices: Specific practices, such as the 
creation of user profiles for advertising purposes or the sale of personal 
data, could be prohibited, including beyond the existing restrictions of 
the Digital Services Act.264 

o Incorporation of user interests: Consumers should be involved in the 
development of advertising formats. Platforms could be required to 
align their risk mitigation measures accordingly, in line with Art. 35 DSA.  

 

260 In Germany, music streaming services generated revenues of 1.78 billion dollars from subscription models in 

2023, corresponding to a share of 94 per cent of the total market. Research and Markets. (2024). Online Music 

Streaming in Germany. Retrieved on 2 November 2025 from: 

https://www.researchandmarkets.com/report/germany-online-music-market 
261 In a comparison of 20 countries, an average of 17 per cent of users pay for online news (13 per cent in 

Germany). However, the share of those unwilling to pay for digital news is high at 57 per cent (68 per cent in 

Germany). Robertson, C. T. (2024). How much do people pay for online news? And what might encourage more 

people to pay? Retrieved on 2 November 2025 from: https://reutersinstitute.politics.ox.ac.uk/digital-news-

report/2024/how-much-do-people-pay-online-news-what-might-encourage-others-pay.  
262 In Germany, 7 out of 10 games were purchased as downloads; see Game. (2025). Annual Report of the 

German Games Industry 2025, p. 23. Retrieved on 2 November 2025 from: https://www.game.de/wp-

content/uploads/2025/08/Annual-report-of-the-German-games-industry-2025-1.pdf.  
263 McCann, D., Stronge, W., & Jones, P. (2021). The future of online advertising. Exploring the impacts of 

surveillance-based advertising, current trends in ad tech and the challenges and opportunities of a total ban on 

the use of personal data. The Greens/EFA in the European Parliament. Retrieved on 11 June 2025 from: 

http://extranet.greens-efa.eu/public/media/file/1/7267.   
264 Bennett, L., Borning, A., Landwehr, M., Stockmann, D., Wulf, V. (2022). Treating Root Causes, not Symptoms: 

Regulating Problems of Surveillance and Personal Targeting in the Information Technology Industries. Retrieved 

on 2 November 2025 from: https://www.global-solutions-initiative.org/policy_brief/treating-root-causes-not-

symptoms-regulating-problems-of-surveillance-and-personal-targeting-in-the-information-technology-

industries/. 

https://www.researchandmarkets.com/report/germany-online-music-market?utm_source=chatgpt.com
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2024/how-much-do-people-pay-online-news-what-might-encourage-others-pay
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2024/how-much-do-people-pay-online-news-what-might-encourage-others-pay
https://www.game.de/wp-content/uploads/2025/08/Annual-report-of-the-German-games-industry-2025-1.pdf
https://www.game.de/wp-content/uploads/2025/08/Annual-report-of-the-German-games-industry-2025-1.pdf
http://extranet.greens-efa.eu/public/media/file/1/7267
https://www.global-solutions-initiative.org/policy_brief/treating-root-causes-not-symptoms-regulating-problems-of-surveillance-and-personal-targeting-in-the-information-technology-industries/
https://www.global-solutions-initiative.org/policy_brief/treating-root-causes-not-symptoms-regulating-problems-of-surveillance-and-personal-targeting-in-the-information-technology-industries/
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8.3.2. Non-commercial public spaces in the Metaverse 

Findings from the study 

An even more fundamental question concerns how public, non-commercial spaces can 
be realised in the Metaverse. 265 While the analogue world is shaped by surveillance 
and commercial activities only in certain spaces and in certain respects, the virtual 
spaces of the Metaverse are created exclusively by companies with commercial 
intentions and are entirely their property. The recording of all user activities is, to a 
certain extent, part of the physical laws of the Metaverse, as the Metaverse could not 
function at all without such data capture. At the same time, the Metaverse is entirely 
owned by private companies. The position of users vis-à-vis Metaverse platforms is 
comparable to that of serf labourers in relation to the feudal lords of the Middle Ages: 
through their own creation, their attention and their personal data, users of the 
Metaverse generate economic value that accrues exclusively, or at least 
predominantly, to the Metaverse platforms or world operators. 

Recommendations for action: 

• Promote public spaces in the Metaverse:  

The establishment of public spaces in the Metaverse (“digital commons”) is 
necessary to ensure fair participation, democratic oversight and the ethical use of 
these technologies. To this end, the governance concept of “Virtual Realist 
Governance” is proposed. This concept emphasises the need for realistic, 
experience-based and normatively grounded governance of VR technologies, 
including the participation of civil society, transparent mechanisms and technical 
standards that respect users’ rights and autonomy.  

  

 

265 On this and on what follows, see McStay, A. (2022). The Metaverse: Surveillant physics, virtual realist 

governance, and the missing commons. https://doi.org/10.1007/s13347-023-00613-y  

https://doi.org/10.1007/s13347-023-00613-y
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Annex: Expert discussion 

On 8 October 2024, an expert workshop was held with nine experts from the following 
fields: data protection, cybersecurity, social interactions, mental health and technical 
aspects of the Metaverse.   

The participants in the expert discussion are listed in the table below. They are sincerely 
thanked for enriching the project and thereby making a significant contribution to 
validating the recommendations for action set out in the final chapter of the report.  

Responsibility for the empirical and legal findings, as well as for the recommendations 
for action, lies solely with the ConPolicy Institute for Consumer Policy as the contractor 
for this study.  

 

Name Organisation Role 

Lena-Maria Böswald  Interface Social Interaction and Regulation in the 
Metaverse 

Marielle Findorff Verbraucherzentrale Bundesverband Data and Consumer Protection in the 
Metaverse 

MinRn Anja Hartmann Die Bundesbeauftragte für den 
Datenschutz und die 
Informationsfreiheit 

Data Protection and Privacy in the 
Metaverse 

Prof. Simon Heetkamp TH Köln/ivwKöln Legal Aspects of the Metaverse 

Prof. Veronika Krauß Hochschule Ansbach Responsible System Design in the 
Metaverse 

Prof. Benedikt 
Morschheuser 

Universität Bamberg Design and Analysis of Gamified 
Information Systems 

Lukas Neuerburg Bundeszentrale für Kinder- und 
Jugendmedienschutz 

Youth Protection in the Metaverse 

Prof. Dr.-Ing. Christoph 
Runde 

Virtual Dimension Center (VDC), 
Obmann DIN NA 043-01-24 
AA  „Metaverse und Extended Reality 
(XR)“ 

Standardization and Standards 
Development in the Metaverse 

Prof. Frank Steinicke  Universität Hamburg Human–Computer Interaction 
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