ISO/IEC 18028-2:2006-02 (E)

Information technology - Security techniques - IT network security - Part 2: Network
security architecture

Contents Page
0T =T o iv
o X0 11T T o v
1 £ o - PSS 1
2 Normative referenCes ... e 1
3 Terms and definitioNs ... 1
4 ADBDreviations ... e s 2
5 Reference Architecture for network SECUrity ........ccccciiiiccciciiin s 3
6 Security DIMENSIONS .....ooiiiiiiiicciirie s cccsscr e s sss s s e s s ssnr e e e e se s s s ssmnn e e e e e seas s smnnnssasnssnnnnns 3
6.1 Access Control Security DIMENSION ..........ccccciiiiiiiiiscccseerr s ses e e s s smnnneees 4
6.2 Authentication Security DIiMeNSIoN ... s e 4
6.3 Non-repudiation Security DIMENSION ..o ———— 4
6.4 Data Confidentiality Security DIMeNSIoN ........cccccciiiiiiiiinnnir s 4
6.5 Communication Flow Security DIiMenSIion ..........cccociimiinimnnmsr s 4
6.6 Data Integrity Security DIMeNSIion ........cccccciiiiiiiiii s ——— 4
6.7 Availability Security DIMENSION .......cccciiiiiiiriirr 4
6.8 Privacy Security DIMENSION .......ccccciiiiiiiiiiniiiisi s s 5
7 ST ] 0 I = PSP 5
71 The Infrastructure SeCUrity LAYEr .......ciiiicccicciiiiiiisccccssce e s s s sssss s s s e ss s s sssss e s s s s ssssssssnmsssnssnnnns 6
7.2 The Services SeCUNItY LAYEr ......oiicccicciiiiiiiicicsserire s sssssssssssere s ssssssssssss s e s ssssssssmnssssssssssssssnsnssssssanns 6
7.3 The Applications SeCuUrity LAYer ........oooiiicciimiiiiiicscccsssces s s sssssss e e s ss s sssse s e s s ssssssssssmssns snnsns 6
8 SECUNItY PIANES ....coiieeiiiiieiiiiir it 6
8.1 The Management Security Plane ... s s 7
8.2 The Control Security Plane ... e 7
8.3 The End-User Security Plane .........ccccoiiiiimiiiiniesnsss s s s ssnne s 7
9 SeCUNity threats ... s e s s s smer e e e e s s e nnne e e e e nen e nnnns 8
10 Description of the objectives achieved by application of Security Dimensions to Security

I )= 9
10.1 Infrastructure SeCUritY LAYer ... iiiiiiccccccceecr e sssse s e s s ssnne e e sse s samnne e e e e s e s mmnns 1
10.2 Services SECUNILY LAYET .....cooiiicceiiieii i ccsecrr e s ns s sssse s s s s ss s s sssn e e e s s s s s smmn e e e e e s snsssanmnnnesensnnssnnnns 14
10.3 Applications Security LAYer ..o s s nsass e 17
271 o] Lo = T o T/ 21



		2026-06-27T00:53:42+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




