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Information technology - Security techniques - IT network security - Part 3: Securing
communications between networks using security gateways

Contents Page
0T =T o iv
o X0 11T T o v
1 £ o - PSS 1
2 Normative referenCes ... e 1
3 Terms and definitioNs ... 1
4 Abbreviated termsS ... e 4
5 Y=Y T ] g 1V =T LU= 0.0 1= 4L SRS 5
6 Techniques for security gateWays ..........cccccccccimmiiiiiccsssnrrr s sssse s s ssss s e e e s ss s s ssnnne s e s e sanen 5
6.1 s Lo (= A 11 7= o1 o R SR 5
6.2 Stateful packet INSPECHION ... e nmn e e e e annns 6
6.3 2N o o 1T e= YA Lo T o e )« 6
6.4 Network Address Translation (NAT) ..o s 6
6.5 Content analyzing and filtering .......ccccocvrmiinii e —————— 7
7 Security gateway COMPONENLES .......cccviviuirmiiniirri s 7
71 85T e 1= 7
7.2 0T = 8
7.3 Application Level GateWay ...........cccccccmiiiiiiiiiciissmeeresssssssssssssesessssssssssssssssssssssssssssnssssssssssssssnssenses 8
7.4 Y=Y T ] g 1 Y o o L= 4 e =Y PSP 8
8 Security Gateway ArchiteCtUres ... s asne e e e s s snnnns 8
8.1 £33 {82 0] (=T B T o (o - T o TP 9
8.1.1 Packet filter firewall architecture ............ e 9
8.1.2 Dual-homed gateway architecture ..........cccccccmniiiiinni e ——— 10
8.1.3 Screened host arcChiteCture ... e 1
8.1.4 Screened subnet architeCture ... 12
8.2 Staged aPProach ... 13
8.21 Single and multi-staged security gateway architecture .........cccccceiicccicerne s 14
9 Guidelines for selection and configuration ...........ccccceiiiccccii s 16
9.1 Selection of a security gateway architecture and appropriate components ..............ccccuuueeee 17
9.2 Hardware and software platform ... e 17
9.3 L0 oY 01T 10T =1 Lo o SR 17
9.4 Security features and settings ........cccccvemiinii i ———————— 18
9.5 AdMINISEration ... e e 19
9.6 I Yo o 11T 19
9.7 [ Lo T4 =Y g1 = 1 T o 20
9.8 B 20
9.9 Training and eduCation ... ———————————— 20
9.10 MiISCEIlANEOUS ... 20
=1 o7 [T Yo | = T o 17/ 22



		2026-05-11T23:15:27+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




