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Information processing systems; Open Systems Interconnection; basis reference
model; Part 2: Security architecture

Contents Page
L 10 o T 1T o2 o 1

1 Scope and Field of APPlICAtioN ........ccoiiiiciiciiii s r e s sme e e e e e s s s mnne e e e e eesnnnnn 1

N & =Y = (=Y o T =R 1

B =Y ] 1) o o T .2

I Lo 1 1 o 4
5 General description of security services and mechanisms...........cccccoiiiiccciemrenicccsseser e 4
LT T 0 1Y =Y TN 4
5.2 SECUIILY SEIVICES ..uueiiiiiieir i e E e e e e e e E e a e e e Ee bR E e e R AR e e e ae e ane e e e R e e e nane 4
5.3 Specific security MechaniSMs ..........ccccciiiiii e ———————— 5
5.4 Pervasive security MmechaniSms ..........cccciiiiiiiiiiiiii s 7
5.5 lllustration of relationship of security services and mechanisms............ccccconiiimiinisi e, 8
6 The relationship of services, mechanisms and layers...........oooooiiccccnc e 8
6.1 Security layering PrinCIPIES .......ciiiccccciriiiiiiccccerrr s ssssr e s s s s ssne e e e e s s s s s smn e e e e eessnsssnme e e e e eesssssnnnnennnssan 8
6.2 Model of Invocation, Management and Use of Protected (N)-Services .......ccccccrvriiccimcerrnnnnssccsnneeennnen 9
7 Placement of security services and mechaniSms ..........ccccccimriiicccisemrrnn s ssrr e nmnnes 12
4% B 3 21253 o2= L = 1 12
%2 = = TN LT G - )7 12

A8 205 1= 81T Ze TG0 = = 12

A I T =T oo o N Y 14
A== Lo T = 14
7.6 Presentation [@Yer ... 14
A - Y o1 ¢ 1T ex= 1o TN P 3T o 15

7.8 lllustration of relationship of security services and layers............cccevriimminnimn s 16

8 Security Management ... ... ——————————————————— 17

R T 1= T - | 17

8.2 Categories of OSI security management ...........ccccceiiiiicciremiirrn s sssre s ss s sssess s e s s s s s s smnee e e eesanssssnmnnns 17

8.3 Specific system security management activities..........cccccccermriiiicccccrii s 18

8.4 Security mechanism management fuNCHIONS.......ccccco i i nmnees 18

Annexes

A Background information on security in OS| ........cccocvviiiii e —————— 21

B Justification for security service placement in clause 7 .........cccccciiiiirnir 29

C Choice of position of encipherment for applications. ... 32



		2024-05-09T16:58:20+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




