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Information security - Redaction of authentic data - Part 2: Redactable signature
schemes based on asymmetric mechanisms

Contents Page
0T =Y o v
L Yo 11T o) o Vi

1 85 o o o - SRS 1

2 LV TeT g 0B LY =T =Y =] =Y o Lo =Y. 1

3 TermsanddefinitioNs ... s nas 1

4 Symbols and CONVENLIONS ......ccceiiiiieiiiiir e —————— 3
41 SYMDOIS .t ——————— 3
4.2 (0o 0 )= o oY 1= Y 4
5 7= =T | 5
6 Generic construction from signature schemes and hash-functions ........cccccccccccvienineinicneees 5
6.1 L 1= 114 1= =T 5
6.2 {0 4 £=3 o 1T 1 oo 6
6.2.1 Key generation ProCeSsS .......ccciiiieiriiiisiriiners s s s e mn s e nn e e an e e amn e 6
6.2.2 Redactable attestation ProCess ... 6
6.2.3 LT - Lo 0T T o o o= S 7
6.2.4 Verification PrOCESS ... s e smmn e e e s nmnn e e e 8
7 Scheme SBZ02-MERSAPTIOd .........ccooiriicieriicrerssssme e s s s e s s ssme e s ssssms e s s ms e s s sssmsesssssmnesssssmnessssanens 8
71 Parameters ... e n e 8
7.2 L0701 =3 1 o7 o) o 9
7.21 Key generation PrOCESS ......ccccccriiriiiiiccssserrrnsisssssssmsrs e e sessss s smses e e e e ssssssssmneseesessasssssnnsneenssssssnnnnnnnns 9
7.2.2 Redactable attestation ProCess ... e 9
7.2.3 RedacCtion ProCESS .....cccciiiiiieiiiiiir iR 10
7.2.4 Verification ProCess ... ————————————— 1

8 Scheme BBDFFKIMOPPST0 .......cooocccciiiiiciiessssssessssssssssssssse s sssssesssssssessssssnessssssnsessssnsessnsnsessnnns 12
8.1 Parameters ...t e s mn e e e s nnnn e e e e e e nn e nnnns 12
8.2 L0 4 =3 1 1T 1 o o 12
8.21 Key generation ProCeSS ......cccccciiiiiiiiiiiierir s s e 12
8.2.2 Redactable attestation ProCess ... ———— 12
8.2.3 LR o F= T 10T T o1 oo Y- 14
8.24 Verification PrOCESS .....ccccccceiiiiiiiiicc et rssne s s s s ssss e e e s e s s s sann s e e e e s sa s s amnn e e eesan s nnmnnnnnes 15
9 8T o2 4 L=T 4 0 L= I S 17
9.1 1= T8 1= =T 17
9.2 Subroutine: RSA ACCUMUIALOIS .......cooiiiiiiiiirri e sms e s smmn e s e e s 17
9.3 L0 4 E=3 1 1T 1 o o 18
9.3.1 Key generation ProCeSS ......uciuiiiiiisiriiisisisrinsrs s s s s ss s s s s s s n e e an e s s ann s 18
9.3.2 Redactable attestation ProCess ... 19
9.3.3 LR o F= T 10T T o1 o T e Y- 20
9.34 VerifiCation PrOCESS .......coicccciiiiciiriiccre s rs e se e rs s e s esssms e s essmn e sn s mn e snssmn e e e s nn e nensnnenens 20
10 Scheme MHIOB ...t n e s s s an e s e sane s s e ame e s e e e s seamn e s nnnnns 21

10.1 L 1= 134T =T 21



10.2 00T 13 1 4 1 o3 4 oY o YOS 22

10.2.1 Key generation ProCess ........ccciiiriiiiinsinise s s s 22
10.2.2 Redactable attestation process ... ——————— 22
10.2.3 Redaction ProCeSS .....cccciiiiiiiiiiiir s 23
10.2.4 Verification ProCess ... 24
11 Scheme MIMSYTIOS ..o s s s as s s s as e e s m e s s ae e s amnsanmn e nneaas 25
1.1 Parameters ... e n R e n e nnnn e 25
11.2 L0 0T L3 1 o7 o) o S 25
11.21 Key generation ProCeSS ... s ms s s s e s 25
11.2.2 Redactable attestation ProCess ........cccccciiiiiiicccicscriir e nnnnes 25
11.2.3 Redaction ProCeSs ......cccciiiiiciiiininr e e 26
11.2.4 Verification ProCess ... e 27
Annex A (normative)Objectidentifiers .........ccccoiiiiiiiniis s —————— 29

Annex B (informative) Overview of properties of redactable signature schemes based on

asymmetric MeChaniSMS ... e 30
Annex C (informative) Criteria for inclusion of schemes in this document ............ccccciriiiieinricccennncns 33
Annex D (informative) Numerical eXamples ... e 34
=70 0 [T o - o 1 /N 57



		2026-06-21T21:26:23+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




