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Information technology - Biometrics - Overview and application

Contents Page
FOT@WOIM. ... A
TIEIOQUICTION ... vi
1 SCOPIC ...k 1
2 NOTMATIVE FEEEI@IICES ... 1
3 Terms,definitions and abDreVIiated tEIMIS ... oo e 1

3.1 Terms and definitions
3.2 ADDTEVIATEA TEITIIS ..o
4 Fundamentals Of DIOIMEEIICS ...t 2
41 BIiOMELIIC CHATACEEITSTICS oot 2
4.2 BIOIMIEETIC SYSTRITIS .....ooiie e 3
5 HESTOTY .. 5
Overview of biometric technologies .
6.1 Finger and palm ridge recognition....
6.1.1 Fingerprintimaging...........
6.1.2  FiNGEIrPriNnt COMPATTSOI oottt
6.1.3  Palm tECHNOIOZIES ..o
6.2 Face recognition..................
6.3 [ris recognition.........cnn.
6.4 Dynamic signature recognition......
6.5  Vascular recognition..................
6.6  Hand geometry recognition....
6.7 VI0ICE T@COGIUITION ....ooooi et
6.8 DINA T@COGIUITION ..ot
6.9 Full body recognition
6.10  GAIE T@COZIITION ..okt
6.11  ReLINA F@COZNMITION ..o
6.12 Keystroke recognition.........
6.13 Scent and odour recognition..
6.14 Cardiogram recognition.......
6.15  MUltimOdal DIOIMELIICS ..o
7 GENETAL DIOIMIETTIC SYSTOIIL ...
7.1 Conceptual representation of general biometric system
7.2 Conceptual components of a general biometric system......
7.2.1 Data capture.....
7.2.2 Transmission.......
7.2.3  Signal processing
T.2:4  DALA STOTAZE ootk
72,5 COMUPATTISOI o
7.2.6  Decision
7.2.7  AIINESTIATION et
7.2.8 Interface to external apPliCAtiON ...
7.3 Functions of general biometric system
7.3 1  ENrolment. ..o
7.3.2  Verification of a positive biometric Claim ...
7.3.3  TA@MEIFICATION oottt
8 EXQMPLE QPPLECATIOIIS ...t 17



8.1 (O3 4 =) o= ) OSSOSO

8.2 PRy SICAl CCESS COMTIOL ..ot
8.3 Logical access control.....

8.4 Time and attendance.....

8.5  Accountability ...

8.6 Electronic authorizations........

8.7 Government and citizen services..

8.8 BOTAET PIOTECTION ..o

8.8.1 ePassports and machine-readable travel dOCUMENTES ... 19

8.8.2 Automated border control (ABC) systems
8.8.3 Entry/exit systems

8.8.4 Visas...errnnn
8.8.5 EURODAC......
8.9 Law enforcement....
8.10  CiVIl DACKZIOUNA CRECKS .....ooo ottt
BLLT  CIUSEOITIIG oo
9 Performance testing ....................
9.1 General.......oiiiciie.
9.2 Types of technical tests
10 Biometric teChNICAl INMEEITACES............ooooo oot 22
10.1 Biometric data blocks (BDBs) and biometric information record (BIRS) ... 22
10.2 Management of information on source of biometric data. ... 23
10.3  Service arChit@CtUIES. ...
10.4 The BioAPI application programming interface
10.5 The BioAPI interworking protocol (BIP)
11 Biometrics and INfOrmation SECUTTEY ...
0 00 O 7<) 4 =Y o= ) 0
11.2  Security of biometric data........cn.
11.3  Presentation attack (spoofing) detection...
11.4 Integrity of the enrolment process...
12 BIOMETTICS AN PIEVACY ...
/280 R =Y 1) = 0000000000000
12.2  Privacy protections for biometric applications
12.3  Proportional application of DIOMELIICS ...
12.4 Biometric technology acCePtability ...
12.5 Confidentiality of biometric data......
12.6 Integrity of biometric data.............
12.7 Irreversibility of biometric data.........
12.8 Unlinkability of biometric information
13 Overview of biometric StandardiSAtION...................cccccooioee oo
13.1 Standards development organizations...
13.2 Types of biometric standards
13.2.1 Biometric data interchange format sStandards ... 33
13.2.2 Biometric technical interface standards.....
13.2.3 Biometric conformance testing standards
13.2.4 Biometric sample qUality STANAATAS ...
13.2.5 Biometric application profile Standards ... ————————
13.2.6 Biometric performance testing and reporting standards.
13.2.7 Biometric SECUTTtY STANAATAS ..o
13.2.8 Biometric authentication Standards..........eeeeeeeeeeeeeeeeeeeeeeeeeeeee s ssssessseese s
13.2.9 Standards on cross-jurisdictional and societal aspects of biometrics
13.2.10 Biometric vocabulary standards
13.3 Criteria for selecting a standard...........c.......
BIDLEOZIAPIY ...t e



		2026-04-20T04:37:11+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




