ISO/IEC 23078-3:2024-06 (E)

Information technology - Specification of digital rights management (DRM)
technology for digital publications - Part 3: Device key-based protection

Contents Page
Foreword
Introduction
1
2
3
4
5 O VET VIR ... 4
5.1 ] 1<) 7 ) OSSN 4
5.2 Protecting the PUDLICATION ...t 5
5.3 Licensing the publication )
5.4 Reading the PUDIICATION ...t 6
ST GEIIETAL .o 6
5.4.2 Registering a deviCe ..., .6
5.4.3 Acquiring a device key-based license document 6
544 Decrypting a reSOUICE. ... 6
5.5 Licensing WOrKfIOWS ... 7
5.51  GeNeral .. 7
5.5.2  Getting a protected PUDLICAION ... 7
5.5.3 Transferring a protected PUBLICAtION ... 7
5.5.4 Register device certificate and update license documMent. ... 8
6 LICEINIS@ QOCUIMIEINIT ... 9
6.1 General
6.2 CONEENE CONMTOTTTIATICE ..o
6.3 LICEONSE IMFOTTIIATION ..
6.3.1  General ...
6.3.2 Encryption (transmitting keys)
6.3.3  Links (pointing to eXternal FESOUITES) ... miierieeeiersieesseeesiesesieesseesessesesseeesseseseseseeeeseeees
6.3.4 Rights (identifying rights and restrictions)
6.3.5 User (identifying the user) ...
6.3.6  Signature (signing the license) ...
6.4 USEI KEY ..ottt
6.4.1  GeNeral ..
6.4.2  Calculating the USET KeY . ...ttt
0.4.3  HIIIES e
6.44 Requirements for the user key and user passphrase ...
6.5 Signature and public key infrastructure..............
6.5.1  GENETal ...
6.5.2  CertifiCates ...
6.5.3 Canonical form of the license document...............
6.5.4  Generating the SIGMATUTE ...t
6.5.5 Validating the certificate and SIGNATUIE. ...
6.6 Device key
6.6, 1 GEIET AL .....ooooioiooeieeee e85 8 585
6.6.2  Generating the deVICe KeY ...
6.6.3 Recommendations for the device private key protection.............. 15



7 LIiCeNSE STATUS OCUIMIEIIE ...
7.1 GUBIMET AL
7.2 CONTENE CONMTOTITIATICE ..o
7.3 License status information
7.3 1 GEIIETAL e
7.3.2
7.3.3
7.3.4
7.3.5 POl TIGIES oo
7.3.0  EVEIIES ook
7.4 Interactions.........
741  General.......
7.4.2 Handling errors ...
74.3  Checking the status of a license
744 Registering a device ...
74.5  Returning a PUDLICATION ...
74,6 RENEWING @ LICEIISE .ottt
8 ENCEYPUION PIOFILES .......oocccooosssesss s
8.1 GENETAL...o e
8.2 Encryption profile requirements
8.3 Basic encryption profile
9 INtegration QN EPUB ...t
10 Reading SYStem DERAVIOUIT'S ... ettt 20
10.1 Detecting protected PUDLICATIONS ... s 20
10.2 License document processing
10.3 User key processing ...
10.4  SIGNATUIE PIOCESSIIIG ...ooicooiiieiiieieee e
10.5  PUDIICATION PIOCESSIIIG ...oooo oottt
10.6  DEVICE KOY PIrOCESSIIIE ..o
Annex A (informative) EXAIMPLES ...t oot 22
Annex B (informative) Schema of license dOCUIMENL ... 24
Annex C (informative) An extension of the ISO/IEC 23078-3 specification for PDF ... 29
BIDIIOGIAPIY ... 31



		2026-05-15T17:47:48+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




