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Information security, cybersecurity and privacy protection - Ontology building
blocks for security and risk assessment

Contents Page
FOT@WOTM........ e iv
IIMEIO@UICTION ... v

SCOPI@ ... 1
2 NOTTNATIVE FEECT@IICES ........c.o e 1
3 Terms and defIIEEIONIS ..............oo et 1
4 Symbols and abbreviated TEITIIS..................iiieiissssesiss s 3
5 BACKGIOUIIA ..........ccccooooeeeteeseesess 58588 4
6 Methodology 4
7 Building blocks: collection and SEFUCTUIE ...
7.1 GEBIIETAL .
7.2 Application security assessment
7.3 RiSK @SSESSIMENT......oooccciriiiieieee e
7.4 Application security controls validation
7.5 RISK @IIALYSIS ..o
8 Ontology capturing relationships among BBs
8.1
8.2  Building block: application SeCUrity aSSESSIMENT. ...
8.3 Building bIOCK: TISK @SSESSIMENT ...t
8.4 Building block: application security audit.........cccoernen
8.5 Building block: application security controls validation..
8.6 Building block: risk analysis
8.7 Lifecycle of building blocks.......
8.8 Using BBS ...
881 GEINEIAL ..o
8.8.2 Using the ontology to structure an assessment based on an existing standard......... 15
8.8.3 Using the ontology to obtain components for an assessment based on a revised
€dition Of @ SEANAATT ... 15
8.8.4 Using the ontology to obtain structural components for an assessment based
on the first edition of a standard
9 Standard inventory of uniform components
9.1 Structural BBs
.11 DIESCIIPTION oo
.12 INIVEIEOTTY oot
9.2 Semantic BBS.......con
9.3 Assessment BBs ...
9.3.1 Description...............
9.3.2  Inventory ...
9.4 Assessment component BBs.....
.41 DIESCIIPTION oot
04,2 INIVEINEOTY oo
10 CoMPIEte XML @ICOMINE ..ot 25
BIDIIOGIAPIIY ..o 39



		2026-05-12T00:45:40+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




