ISO/IEC 7184:2024-02 (E)

Office equipment - Security requirements for hard copy devices (HCDs) - Part 1:
Definition of the basic requirements

Contents Page
0T =TT o iv
L Yo 11T T v
1 £ o o o - OSSR 1
2 LV LeT g 0B LY =T =Y =] =Y o Lo =Y NS 1
3 Terms and definitioNs ... s 1
4 L= o LT =Y 4 =T o S 4
41 Security functional reqUIremMenNts ........ccocciiiii i ————————— 4
411 L0 Y= T Y 4
4.1.2 Identification and authentication ... 4
41.3 Security ManageMEeNt ..........coocccciriiierrirerr e e s e s s e e e e ne e e ne e e e nneennnnnes 5
41.4 85T o 1 V1= 1= o T - |- OSSR 6
4.1.5 Field-replaceable nonvolatile storage data protection ..........ccccceiicccecerriiien s e 6
4.1.6 Internet communication data protection ... ———— 7
41.7 PSTN and network separation ... 7
4.2 Security assurance requIremMent ... ————————————— 7
4.21 L 1Y =Y - 7
4.2.2 Configuration management ... ——————————— 8
4.2.3 Operational eNVIFONMENE ... s mmn e s mmn e 8
4.2.4 Flaw remediation ... e 8
4.3 Vulnerability aSSeSSMeENt .........coo i 9
4.31 L0 Y= R 9
4.3.2 Verification by vulnerability SCANNers ... e 9
4.3.3 Closure of unused TCP/UDP POItS ......cccccceimrimiiiisisssmsesesssisssssssssessssssssssssssssssssesssssssssssssssssssssnnes 9
4.3.4 {0 LT Y03 0 (=1 o T T I o T o -SSP 9
[ T0 o 1 o - o 1 10



		2026-05-17T17:12:32+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




