
 
 

DIN EN ISO/IEC 19896-1:2023-10 (E) 
 
 
IT security techniques - Competence requirements for information security testers 
and evaluators - Part 1: Introduction, concepts and general requirements (ISO/IEC 
19896-1:20 18) 
 
 
Contents            Page 
 
 

 
Foreword ......................................................................................................................................................................................................................................... 4
Introduction ................................................................................................................................................................................................................................. 5
1 Scope ................................................................................................................................................................................................................................. 6
2 Normative references ...................................................................................................................................................................................... 6
3	 Terms	and	definitions ..................................................................................................................................................................................... 6
4 Concepts ........................................................................................................................................................................................................................ 7
5 Elements of competence ............................................................................................................................................................................... 8

5.1 Competences ............................................................................................................................................................................................. 8
5.2 Knowledge .................................................................................................................................................................................................. 8
5.3 Skills ................................................................................................................................................................................................................. 9
5.4 Experience .................................................................................................................................................................................................. 9
5.5 Education .................................................................................................................................................................................................. 10
5.6 Effectiveness .......................................................................................................................................................................................... 10

6 Competency levels ............................................................................................................................................................................................10
6.1 General ........................................................................................................................................................................................................ 10
6.2 Level 1 (Associate) ............................................................................................................................................................................ 10
6.3 Level 2 (Professional) .................................................................................................................................................................... 10
6.4 Level 3 (Manager) ............................................................................................................................................................................. 10
6.5 Level 4 (Principal) ............................................................................................................................................................................. 11

7 Measurement of elements of competence ..............................................................................................................................11
7.1 Knowledge ............................................................................................................................................................................................... 11
7.2 Skills .............................................................................................................................................................................................................. 11
7.3 Experience ............................................................................................................................................................................................... 11
7.4 Education .................................................................................................................................................................................................. 11
7.5 Effectiveness .......................................................................................................................................................................................... 12
7.6 Recording elements of competence ................................................................................................................................... 12

Annex A (informative) Framework for describing competence requirements .....................................................13
Annex B (informative) Example records of experience and competence ...................................................................15
Bibliography .............................................................................................................................................................................................................................16

European foreword .............................................................................................................................................................................................................. 3


		2026-04-17T14:11:17+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




