DIN EN 17640:2022-12 (E)

Fixed-time cybersecurity evaluation methodology for ICT products

Contents Page
LD o =T T4 I8 T =TT o o 4
0 £ Yo 11T o ) o O 5
1 S o o o - 7
2 NOIrmMative refEreNCES ... ser e s s smn e e e e s s s s smn e e e e e e e s e nmnn e e e e ee s snnnnnnnes 7
3 Terms and definitioNS ... s e e s 7
4 L0 o) 0T g 0 = 1= 9
5 L= =T o LI o o g e =Y o 1
5.1 Usage of this methodology ... ——— 11
5.2 Knowledge of the TOE ... s s s 12
5.3 Development process evaluation ... e 12
54 Aack Potential ..........ooo e s 12
5.5 Knowledge bUilding .......cccvuviiiminiieiiiisis i s s s s 13
6 Y= 11 =Y Lo I = 1= 13
6.1 L0070 4T ] (= LT ToT T o] 3= o L R 13
6.1.1 Y 3 o 13
6.1.2 Evaluation method ... 13
6.1.3 Evaluator COMPEtENCE ... e 13
6.1.4 Evaluator WOrk UNItS .......ocicccceccriiii s ssme e s s s s s e s smne e s e s s mmn e e e e e e s s mmnns 13
6.2 FIT Protection Profile Evaluation ... s s 14
6.2.1 3 o S 14
6.2.2 Evaluation method ... s 14
6.2.3 Evaluator COMPEtENCEe ... s e 14
6.2.4 Evaluator WOrK UNItS ..o s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s e s e s s e e e e enssnsnsnsnsnsnnnes 14
6.3 Review of security functionalities ...........cccccccmmirerirrnscr e e e 15
6.3.1 Y 3 o 15
6.3.2 Evaluation method ... 15
6.3.3 {SAVE: T LTE=Y o gl oo 4 0] oY =] 1= o o3 = S 15
6.3.4 Evaluator WOrk UNits ...t e 15
6.4 FIT Security Target Evaluation ... 16
6.4.1 Y 3 o SRS 16
6.4.2 Evaluation Method ... s e 16
6.4.3 Evaluator COMPEteNCEe ... e 16
6.4.4 Evaluator WOrk UNItS ... s e s e 16
6.5 Development documentation ... ————————————— 17
6.5.1 Y 3 o 17
6.5.2 Evaluation Method ......... s 17
6.5.3 [SAVE: T LTE=Y o gl o0 4 0] oY =] 1= o o= S 17
6.5.4 QYT o 3 QT T 17
6.6 Evaluation of TOE Installation ... 17
6.6.1 Y 3 o SO R 17
6.6.2 Evaluation Method ... e 18
6.6.3 Evaluator COMPEtENCEe ... 18
6.6.4 Evaluator WOrk UNItS ... s mm s s 18
6.7 Conformance testing ......cccicciiiiiii i ————————— 18
6.7.1 Y 3 o S 18



6.7.2 V2= 1 [T 14 oY 4 T 4 1= 1 Lo Yo OO 18

6.7.3 Evaluator COMPetenCe ... 19
6.7.4 Evaluator WOrk UNItS ........ccccciiiiiiii i ccecrr s rr s s s s e s s s s s s s ssmn s e s e s smmn e e e e sn s mmmnnns 19
6.8 VUINErability reVIEW ... 20
6.8.1 2 20
6.8.2 Evaluation method ... e 20
6.8.3 Evaluator COMPEteNnCe ... s e e s 21
6.8.4 Evaluator WOrk UNItS ... e s s 21
6.9 Vulnerability teSting .......cccciiie i ————— 21
6.9.1 L 1N 21
6.9.2 Evaluation method ... ————— 22
6.9.3 SAVE:TLTE=Y oY gl o2 0] 4 0] oY1 =1 o oSS R 22
6.9.4 Evaluator WOrk UNItS ........cccccicciiiiiiiciccece s ssms s s s s smn s e s s s s smn e e s es s mmn e e e e sn s nmmnnns 22
6.10 Penetration testing ..o ————————— 24
6.10.1 . 1 24
6.10.2 Evaluation Method ... e e 24
6.10.3 Evaluator COMPEENCe ......... e 25
6.10.4 Evaluator WOrk UNItS ... ms s s s s e 25
6.11 Basic crypto analysis ........ccccoccmiiiiiiiiieir s 26
6.11.1 1 4N 26
6.11.2 Evaluation method ... ———— 26
6.11.3 [SAVE 1 LTE=Y oT e 4 31 0T =1 o Vo= O 26
6.11.4 Evaluator WOrk UNItS ........ccccceiciminiinisiiis s s s 26
6.12 Extended Crypto @nalysSis .......cccccciiiiiiiisemmiiiiinscsscere s s sssses e s s s s s s ssmne e e s s s s sannn e e e e enn e nnmnnes 27
6.12.1 Y 27
6.12.2 Evaluation Method ... e s e 27
6.12.3 Evaluator COMPetencCe ... 28
6.12.4 Evaluator WOrk UNItS ... s s e e 28
Annex A (informative) Example for a structure of a FIT Security Target (FIT ST) ...c.ccccvvvviiiiiiiininninnns 30
Annex B (normative) The concept of a FIT Protection Profile (FIT PP) .......cccoiriooimircecer s 32
Annex C (informative) Acceptance Criteria ..........ccccociiiiiiiicccsecrr e sssr e s mmn e e e e e s nnnn 33
Annex D (informative) Guidance for integrating the methodology into a scheme .........ccccoiiininnnees 40
Annex E (informative) Parameters of the methodology and the evaluation tasks ..........cccccciiviiiiinnnes 45
Annex F (normative) Calculating the Attack Potential ...........ccccoovimiiiiininc e 47
Annex G (normative) Reporting the results of an evaluation ............ccccoriieciirccc e 52
=71 o1 To T | o 13/ 54



		2026-06-15T09:31:21+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




