ISO/IEC TS 23532-1:2021-11 (E)

Information security, cybersecurity and privacy protection - Requirements for the
competence of IT security testing and evaluation laboratories - Part 1: Evaluation for
ISO/IEC 15408

Contents Page
0T =T o v
0 Yo 11T o) o Vi

1 £ oo o - OSSR 1

2 NOIrMAtive refErEeNCEeS .......ooi i e n e e mmn e 1

3 TermsanddefinitioNs ... 1

4 General reqUIrEMENES .......oiiiciiiiiiir it e e 2
41 IMPartiality ....cccceeiiii i ——————— 2
4.2 Confidentiality ......ccccoiiiiiiiii i ——————————————— 2
5 Structural reqUIrEMENtS ... e 3
6 ReSOUICe reqUIreMENLS .......ccccciiiiiiiiiiiirrr s rssssssrrsssssssssssssssssssssessreresessssrssssssesssssesssseseseseseeenssnnssnnees 4
6.1 =Y =T | 4
6.2 =Y =T o) 3o - 4
6.3 Facilities and environmental conditions ... 5
6.4 o 11T o 4 =T o 6
6.5 Metrological traceability ..........cccccciiiiiiiimiin i —————————— 7
6.6 Externally provided products and Services ...........covviiiiniiiinnin s 7
7 Process reqUIremMENtS ..........ciiiiiiiiiiiiieerr s s e s ms e e e s mmn e e s e e s s e ammn e e e e e e s nmnmnnnes 8
71 Review of requests, tenders and contracts ... ——— 8
7.2 Selection, verification and validation of methods ............cccciiimccci e ————— 8
7.21 Selection and verification of Methods ... 8
7.2.2 A= LT F= 1o T 3 0 T=3 1 4 o T L= 9
7.3 £ T 144 o 1 o SRS 9
7.4 Handling of test or calibration items ............oo i ——— 9
7.5 TECHNICAl FECOIAS ...t e s a s mr e e mn e e e e e e mn e e nanan 10
7.6 Evaluation of measurement uncertainty ..........cccccoiiniiinnni e ———— 10
7.7 Ensuring the validity of reSults ..o ————— 1

7.8 Reporting of results ... —————————— 1

7.81 1.7 4 =T - | 1

7.8.2 Common requirements for reports (test, calibration or sampling) ..........cccceiviiiriniiinnniciaen, 11

7.8.3 Specific requirements for test reports ... ———— 1

7.8.4 Specific requirements for calibration certificates ........cccccciriicciiii e, 12
7.8.5 Reporting sampling - specific requirements ..........cccccccerrrricerrnrccerrss s 12
7.8.6 Reporting statements of conformity ........cccccoiiiccciiin e 12
7.8.7 Reporting opinions and interpretations ............ccccoeimiiiisccc e e 12
7.8.8 WX 4 =T aTe T4 aT=T 0 £-30 o 0 =Y oo PR 12
7.9 (0o 5 0T o F= 11 0| = 13
7.10 NoNCONfOrMING WOTKK .......ooiiiiiiii i e 13
7.1 Control of data and information management ...........ccccoiiiiiiincn i —— 13
8 Management system requirements ..........cccciiiimmiir e —————— 14
8.1 £ o 1 e o 1= 14



8.1.1 L€ =Y 3 1= - 1 14

8.1.2 L0 T T o 14
8.1.3 L0 T T 3 T = 14
8.2 Management system documentation (Option A) ........cccc i s 14
8.3 Control of management system documents (Option A) ........cccoceecirircecerrncssrerssssee e ssne e 15
8.4 [ LYoo Y e E- (@ ] { oo 07 ) 15
8.5 Actions to address risks and opportunities (Option A) ......ccccccomrercccmrerccrrer e 16
8.6 Improvement (OPtion A) ... e s s sme s e e e s s s s s ssm s e e e e e es s s s sannn e e e e e snnsnnnnnes 16
8.7 Corrective actions (OPtioN A) ... sss s e ss s sme e e e s s s s snmn e e e e e e s nnnnnn 16
8.8 Internal audits (OPLioN A) ... e sme e e e s s s s s s sm s e e e e e ea s s s sannn e e e esansssnnnnnes 16
8.9 Management reviews (Option A) ... 16
Annex A (informative) Metrologicaltraceability ..........cccccourcicimiicrseminccrr e e 17
Annex B (informative) Management system Options ..........cccciriiccciiinccersscsre e e 18
Annex C (informative) Standards relation in IT security evaluation ..........cccccvreecimrrccccrrnscsre e 19
=1 7 [0 Yo - o] 47/ 20



		2026-06-09T19:47:57+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




