
 
 - 1 -

ISO/IEC 30118-11:2021-10 (E) 
 
 
Information technology - Open Connectivity Foundation (OCF) Specification - Part 
11: Device to cloud services specification 
 
 
Contents            Page 
 
 
Foreword  .......................................................................................................................................................... v 
 
Introduction  ..................................................................................................................................................... vi 
 
1 Scope  ............................................................................................................................................... 1 
 
2 Normative references ..................................................................................................................... 1 
 
3 Terms, definitions, and abbreviated terms  .................................................................................. 2 
3.1 Terms and definitions  .................................................................................................................... 2 
3.2 Symbols and abbreviated terms  ................................................................................................... 2 
 
4 Document conventions and organization  .................................................................................... 3 
4.1 Conventions  .................................................................................................................................... 3 
4.2 Notation  ........................................................................................................................................... 3 
 
5 Overview  ......................................................................................................................................... 4 
5.1 Introduction  .................................................................................................................................... 4 
5.2 OCF Cloud architecture alignment with ISO IEC 17789  ............................................................. 4 
5.3 Architecture  .................................................................................................................................... 5 
5.4 Interaction flow  ............................................................................................................................... 6 
5.5 Cloud operational flow  ................................................................................................................... 7 
5.5.1 Introduction  .................................................................................................................................... 7 
5.5.2 Pre-requisites and OCF Cloud user account creation  ............................................................... 7 
5.5.3 Mediator registration with the OCF Cloud  ................................................................................... 7 
5.5.4 Device provisioning by the Mediator  ........................................................................................... 8 
5.5.5 Device registration with the OCF Cloud  ...................................................................................... 8 
5.5.6 Connection with the OCF Cloud  ................................................................................................... 8 
5.5.7 Publishing links to the OCF Cloud RD  ......................................................................................... 8 
5.5.8 Client to server communication through the OCF Cloud  .......................................................... 8 
5.5.9 Refreshing connection with the OCF Cloud  ................................................................................ 9 
5.5.10 Closing connection with the OCF Cloud  ..................................................................................... 9 
5.5.11 Deregistering from the OCF Cloud  ............................................................................................... 9 
 
6 Resource model  ........................................................................................................................... 11 
6.1 OCF Cloud Resource Directory  .................................................................................................. 11 
6.1.1 Indirect discovery for lookup of Resources  .............................................................................. 11 
6.1.2 Resource Directory definition  ..................................................................................................... 11 
6.1.3 RD operational flows  .................................................................................................................... 12 
6.2 CoAPCloudConf Resource  .......................................................................................................... 17 
6.2.1 Introduction  .................................................................................................................................. 17 
6.2.2 Resource definition  ...................................................................................................................... 17 
6.2.3 Cloud status governing state machine  ...................................................................................... 18 
6.2.4 Error handling  ............................................................................................................................... 20 
 
7 Network and connectivity  ............................................................................................................ 20 
 
8 Functional interactions  ................................................................................................................ 21 
8.1 Onboarding, provisioning, and configuration  ........................................................................... 21 
8.1.1 Overview  ....................................................................................................................................... 21 
8.1.2 Use of Mediator  ............................................................................................................................ 21 



 
 - 2 - 

8.1.3 Device connection to the OCF Cloud  ........................................................................................ 24 
8.1.4 Device registration with the OCF Cloud  .................................................................................... 24 
8.2 Resource publication  .................................................................................................................. 24 
 8.3             Client registration with the OCF Cloud  ..................................................................................... 25 
8.4 Resource discovery  .................................................................................................................... 25 
8.5 Device deregistration from the OCF Cloud  ............................................................................... 27 
8.6 Device management  .................................................................................................................... 27 
8.6.1 Behaviours on Device maintenance state changes  ................................................................. 27 
 
10 Security  ......................................................................................................................................... 27 
 
Annex A (normative) Swagger2.0 definitions  ............................................................................................ 28 
 
A.1 List of Resource type definitions  ............................................................................................... 28 
A.2 Resource directory resource  ...................................................................................................... 28 
A.2.1 Introduction  .................................................................................................................................. 28 
A.2.2 Well-known URI  ............................................................................................................................ 28 
A.2.3 Resource type  .............................................................................................................................. 28 
A.2.4 OpenAPI 2.0 definition  ................................................................................................................ 28 
A.2.5 Property definition  ....................................................................................................................... 32 
A.2.6 CRUDN behaviour  ........................................................................................................................ 33 
A.3 CoAP Cloud configuration Resource  ........................................................................................ 33 
A.3.1 Introduction  .................................................................................................................................. 33 
A.3.2 Example URI  ................................................................................................................................. 33 
A.3.3 Resource type  .............................................................................................................................. 33 
A.3.4 OpenAPI 2.0 definition  ................................................................................................................ 33 
A.3.5 Property definition  ....................................................................................................................... 37 
A.3.6 CRUDN behaviour  ........................................................................................................................ 37 
 


		2026-06-24T22:14:27+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




