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Information technology - ASN.1 encoding rules - Part 1: Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding
Rules (DER)

Contents Page
a0 o DT o] USSP PT TSP %
1 00T o2 USROS 1
2 NOIMALIVE TEFEIENCES. ... e tee ettt ettt ettt e st sttt et e e bt e sbe e sheeanbeesbeesbeeaneeebeenbeesreennneans 1
2.1  Identical Recommendations | International Standards............c.ccooeiiiriiiiiienie e 1

A o o[ o T LN (=] ] =10 o0 SR 1

3 =) 1TSS PRSP 2
4 F AN 8] o] (=Y T 14T ] USSR 2
5 [N o] 7= 11 o] o IO OO P PO PUR PP URTPPTOPRURON 3
6 (01010177101 1T ] o PRSP OP PR 3
7 (O] 1 0] 13T ol USSR 3
8 BaSIC BNCOAING TUIES ...ttt bbbt bbbt bt s ekt ettt e et ene e 3
8.1 General rules fOr ENCOAING .......ciuiiieeii i e e be e te e nneeaneeenteennees 3

8.1.1  Structure of an eNCOUING........cuviieiie e 3

8.1.2  IABNTIFIEr OCTELS ..veeiiieeii et ettt et naeeneas 4

TN T =14 To g 10T (-] £ PSSR 5

8.1.4  CONENTS OCTELS ...ttt ettt b et nn e 6

8.1.5  ENd-OF-CONMENTS OCLELS ... .cuiiiiieiieeiiie ettt nees 6

8.2 ENcoding Of @ D00IEAN VAIUE .........cciiiiiiiiii it 7

8.3  ENCoding Of an INtEGEN VAIUE........ccuieieieitie ettt e e ae et e eanae e e e nnes 7

8.4  Encoding of an enuUMErated VAIUE ...........coouiiiiieiiie et et a e snee s 7

8.5  ENCOAING OF @ FAI VAIUE ......cviiiiiii ettt ettt 7

8.6  ENcoding Of @ DItStriNG VAIUE .......cc.eoiiuiiiieiii ettt 9

8.7 Encoding of an OCetStriNG VAIUE ..........couiiiiiiieiiiie et 10

8.8  ENCOAING OFf @ NUIN VAIUB ...ttt e et nne s 10

8.9  ENCOoding Of @ SEAUENCE VAIUE ......cc.veieiiii ettt e et e e ae e e sna e e e naeesnnee s 10

8.10 Encoding Of @ SEQUENCE-OF VAIUE. ......cc.eiiuiiiiiiieei et 11

8.11 ENCOAING OF 8 SEE VAIUE ...ttt sttt e e be e be e eneeanbeenbeenneas 11

8.12  ENCoding Of @ Set-0f VAIUE ......cooiiiiiiiiiiiee et 11

8.13  ENCOdiNG Of @ CNOICE VAIUE ......ccvviieieeii ettt e et e et nne s 11

8.14 Encoding of a value of @ PrefiXed tYPe......ccvi i 11

8.15 ENCOAING OF QN OPEN TYPE .veiviiiiiiiie ettt sttt e et e et e e te e te e s s e e be e teesneeanbeenteenaees 12

8.16 Encoding of an inStance-0f VAIUE ............ocoviiiiiiiiii e 12

8.17 Encoding of a value of the embedded-pav tYPe ..o 13

8.18 Encoding of a value of the eXtErnal tYPe ........coviiiiiir e 13

8.19 Encoding of an object identifier VAIUE...........cccvveiiiiiiiie s 14

8.20 Encoding of a relative object identifier Value ..o 15

8.21 Encoding of an OID internationalized resource identifier Value.............cccooviiiiiiiiiiiniineeeeee, 15

8.22 Encoding of a relative OID internationalized resource identifier value...........cccccovveiiiiiiiiiineennnn, 15

8.23 Encoding for values of the restricted character String tYPeS......c.oovvveieiiiieeieiee e 15

8.24 Encoding for values of the unrestricted character String type.........cccovvveieerieeiiee i 18

8.25 Encoding for values of the USEfUl TYPES.......ooiiiiiii ittt 18

8.26  Encoding for values of the TIME type and the useful time types.......ccooveriiiiiiiiiee e, 18

8.26.1 Encoding for values Of the TIME TYPE ...c.ueerueriiiiiiiieeiee et 18



8.26.2
8.26.3
8.26.4
8.26.5

Encoding for values of the DATE tYPE ....couiiiiiiieiie ettt
Encoding for values of the TIME-OF-DAY TYPE ...couviiiiiiieriieiie ittt
Encoding for values of the DATE-TIME LYPE..ccuiiiiiiiieiieriie ettt

Encoding for values of the DURATTON TYPE ...c.vevieieiirieriesieeie et

9 (OF: T o] a1 Tor: L= TotoTe [Ta o I G V] =IO S SR
LT 00| (0] 4 PSPPSR TR
SEIING ENCOAING TOMMIS. ...ttt bbbt bbbt et
SBE COMPONENES. ...ttt ettt et b e e a ettt e nb e et e e et e nsresnne s

9.1
9.2
9.3

10 Distinguished 8NCOTING FUIES ... ..ottt ettt sttt e be e s be e ase e e sbeesbeesreeanneans
10.1 LENGEN TOMMS ..ttt bbbkt e bttt e bbb eee e
10.2  String eNCOAING FOMMIS....cuiiiiiitiiiit bbbttt e bbbt
O Y= ol 0 10 T o TP UPPTPPPPPN

11 Restrictions on BER employed by both CER and DER.........c.cccviviiiiiiii e
BOOIEAN VAIUES ...ttt bbbt sb et b et e st et e b ste e e nreeree
UNUSEA DTS ...ttt b et b et bt e s b e e sbe e e bb e et e e abeenbeennnean
REAI VAIUBS ...ttt bttt b e bt e bt e b e e eb e e sbe e e rb e et e e nbeenbeennnean
GENETAISIIING VAIUES. ...ttt bbbttt b et b e bbb
Set and sequence components With default ValUE ...
L] o) il oTo] 1] o o] 1 <] ) ST
(CTeT ol 14T I I o T PRSP PT

11.1
11.2
11.3
11.4
11.5
11.6
11.7
11.8

UTCTime
11.8.4
11.8.5

Examples of valid repreSentations ............coouiiueeiieiie i

Examples of invalid representations ...........cocoeiiiieii i e

11.9 The TIME type and the USEfUl timMe tYPES.....ccuvi it
12 Use of BER, CER and DER in transfer syntax definition ...........ccccceeiiiiiiiiiicic s

ANNEX A — EXAMPIE OF BNCOUINGS. ... veevieieiiiiiiiti ettt e st e be e te e st e sneeesteeteesnsesneeeseeesreenneeares
ASN.1 description of the record SITUCTUIE .........cuviiiiiie i
ASN.1 description 0f @ reCOrd VAIUE ..........cocuiiiiiiiiiii e
Representation of this reCOrd VAIUE ...........c.oo i

Al
A2
A3

Annex B — Identification of ENCOAING RUIES ........c...oiiiiiiii e

Annex C — Ilustration of real value BNCOAING ........ceoiiiiiiiiiicie ettt ree e e e sreeanes

18
18
18

18

19
19
19
19

19
19
20
20

20
20
20
20
21
21
21
21
21

22
22
22
22

24
24
24
24

26
27



		2026-04-29T23:34:06+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




