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Information security — Key management — Part 5: Group key management
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Tree-based key establishment mechanisms

General model

Joining process

Leaving process

Rekeying process

Logical key structure

General

Star-based structure

d-ary tree-based structure

General tree-based structure

Symmetric key-based key establishment mechanisms

General

Mechanism 1 — Key establishment mechanism with individual rekeying
Mechanism 2 — Key establishment mechanism with batch rekeying

Key chain-based group key management with limited forward key chain

General model

Calculations by the key distribution centre
Key chains

Group forward secrecy

Group backward secrecy

Forward and backward secrecy
Calculations by the client entity

Annex A (normative) Object identifiers

Annex B (informative) Load-balancing mechanism for a general tree-based structure
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