ISO 22383:2020 (E)

Security and resilience — Authenticity, integrity and trust for products and
documents — Guidelines for the selection and performance evaluation of
authentication solutions for material goods

Contents

Foreword

Introduction

1 Scope
2 Normative references
3 Terms and definitions
4 Principles
4.1 General
4.2 Security-by-design process for authentication solutions

4.3 Categorization of authentication solutions
4.31 General
4.3.2 Provision of knowledge
4.3.21 General
4.3.2.2 General audience
4.3.2.3 Restricted audience
433 Sourcing and production of authentication elements and tools
4.3.4 Inspection
4.3.4.1 General
4.3.4.2 Human senses
4343 Authentication tool
43.4.4 Forensic analysis
4.3.5 Categories of authentication elements
4.3.51 General
4.3.5.2 Overt category
4.3.5.3 Covert category
4.3.54 Forensic category
5 Performance criteria specification based on risk analysis
5.1 General
5.2 Risk analysis elements
5.3 Performance criteria categories
5.4 Criteria for selection of authentication elements
5.4.1 Physical characteristics
5.4.2 Attack resistance
5.4.3 Integration process
5.4.3.1 General
5.4.3.2 Manufacturing
5.4.3.3 Compliance
5.4.3.4 Training
5.5 Attack-resistance criteria for selection of authentication tools
5.5.1 General
5.5.2 Obsolescence
5.5.3 Assessment of vulnerability and resistance of authentication tools
5.6 Criteria for selection of authentication elements and tools
5.7 Criteria for selection of authentication solutions
5.71 Location/environment for authentication process
5.7.2 Authentication parameters
5.7.3 Life cycle criteria



5.7.4
5.7.5
5.7.6
5.7.7

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9

Annex A

Annex B

Security policy

Compliance with regulations, security practices and quality procedures
Operation

Ability to evaluate the performance of the authentication solution

Effectiveness assessment of authentication solutions

General

Definition of effectiveness assessment protocols

Effectiveness assessment in manufacturing of authentication elements
Effectiveness of delivery of authentication elements

Effectiveness of application of authentication elements

Data management

Effectiveness measurement in normal verification/authentication situations
Effectiveness assessment in emergency verification/authentication situations
Impact of verification results and corrective actions

(informative) Assessment grid

(informative) Control means access table

Page count: 25



		2026-04-17T02:39:14+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




