DIN EN ISO/IEC 18045:2021-02 (E)

Information technology - Security techniques - Methodology for IT security
evaluation (ISO/IEC 18045:2008)

Contents Page
[T o oY== 4 T8 o] =NV o o S 6
0T =T o 7
0 £ Yo 11T o ) o O 9
1 8T oo o - 10
2 Normative referenCes ... s 10
3 Terms and defiNitioNS .......cccooiceiiiiicer e e e e 10
4 Symbols and abbreviated terms ... —————————— 12
5 L0 =Y T 12
5.1 Organisation of this International Standard ............cccoociviiiiiiccc 12
6 Document CONVENLIONS .........eiiiiiiiiiiccccirrr s e e s ssms e s e s s s smn e e e e e e s s a s nmme s e e e nennssnnnns 12
6.1 =T 4T3 T o o 12
6.2 Y=Y o JE =T T T 12
6.3 General evaluation gUIdanCe ... mr e mn e 13
6.4 Relationship between ISO/IEC 15408 and ISO/IEC 18045 structures .........cccccccrerrriricccnncennns 13
7 Evaluation process and related tasks ........ccccviiccivscrimniiiinccssecere s s s 14
71 L0 oo 11T o o 14
7.2 Evaluation ProCess OVEIVIEW ...........ccccccccceimiiiiiiccsssmersns s sssssssssssesssssssssssssssssssssssssssssnsssssssssssnnnns 14
7.21 ODBJECLIVES ..o 14
7.2.2 Responsibilities of the roles ... —————— 14
7.2.3 Relationship Of roles ... ——————— 15
724 General evaluation Model ... s 15
7.25 Evaluator VErdiCts ... e 15
7.3 Evaluation INpuUt task ... s 17
7.31 L0 T ¢ 1= o Y- 17
7.3.2 ApPPLlICAtION NOLES ......oeec s nnnn 17
7.3.3 Management of evaluation evidence sub-task ...........ccccooeoiriicecmrncccce e 17
7.4 Evaluation sub-activities ... 18
7.5 Evaluation output task ..........ccccceiiiiiiicciicriir e e e s s nmne e e e nnnns 18
7.51 L0 ] o 1= o3 4 Yo S 18
7.5.2 Management of evaluation outputs ... ——————— 18
7.5.3 ApPPlIcation NOES .......ccoiiiiiii i ———————————— 19
754 Write OR SUD-aSK ... e s e 19
7.5.5 Write ETR SUD-task ... s e s e 19
8 Class APE: Protection Profile evaluation ...........ccccoorireooimircccir e e 24
8.1 INErOdUCHION ... s e 24
8.2 ApPPLlICAtION NOLES ......oeeecc s nnnn 25
8.2.1 Re-using the evaluation results of certified PPs ..........cccoomiiiiiccccccerre e 25
8.3 PP introduction (APE_INT) ....ciiiiiiiiicciceceier s snssscsssmeses s s ssssssssms s e s s sessssssssmns s s s s essnssssnmmsneseessnsnnnns 25
8.3.1 Evaluation of sub-activity (APE_INT.1) ... csscese s s ssssssssssse s s s s s s s s sssmns e e e sssnssnnnns 25
8.4 Conformance claims (APE_CCL) .....ccuiiiiiiiiriirs s s s s smn s s e s 26
8.4.1 Evaluation of sub-activity (APE_CCL.1) .....cccciiiiiiiiir i s s 26



8.5
8.5.1

8.6.1
8.6.2
8.7

8.71
8.8

8.8.1
8.8.2

9.1
9.2
9.2.1
9.3
9.3.1
9.4
9.4.1
9.5
9.5.1
9.6
9.6.1
9.6.2
9.7
9.71
9.8
9.8.1
9.8.2
9.9
9.9.1
9.9.2

10
10.1
10.2
10.3
10.3.1
10.4
10.4.1
10.4.2
10.4.3
10.4.4
10.4.5
10.4.6
10.5
10.5.1
10.5.2
10.6
10.6.1
10.6.2
10.6.3
10.7
10.7.1
10.8
10.8.1
10.8.2
10.8.3
10.8.4
10.8.5
10.8.6

Security problem definition (APE_SPD) ........ccccciiiiiiiineiieis s 33
Evaluation of sub-activity (APE_SPD.1) .....ccccciriiminirrerr s e 33
Security objectives (APE_OBU) .......cccciiiiimiriisir s s ssss s s s sssssss s snsssss s 34
Evaluation of sub-activity (APE_OBJ.1) ....ccccciiimmiiirriern s sssne s 34
Evaluation of sub-activity (APE_OBUJ.2) ........ccocccomrieeerrrcmrersssmee s s smse s s e s s smse s s s smse s s smneas 34
Extended components definition (APE_ECD) .........cccocmiiieemmrncceeressmeersssmee s ssme e sme e e es 37
Evaluation of sub-activity (APE_ECD.1) ....ccccoiiooiieeccrerrrccee e e s e e s me e e smn e e 37
Security requirements (APE_REQ) .......ccooiiiiiiiiiir s 40
Evaluation of sub-activity (APE_REQ.1T) .....ccccoiiiiiier s 40
Evaluation of sub-activity (APE_REQ.2) ...........cooiiiiiiiiin s 44
Class ASE: Security Target evaluation ... e 48
INtrOAUCHION .. ————————— 48
APPLICAtION NOLES ... e e e s nnmnn e 48
Re-using the evaluation results of certified PPs .......ccccciiiiiiniicnsnrn e 48
ST introduction (ASE_INT) ......eiiiiieiierrccreressmr e sss e e sss s e e s e s ms e s e s me e s essms e s e s mn e s enssnnenenssneenanen 48
Evaluation of sub-activity (ASE_INT.1) .....ccccriiiieireccee e e e s s e e me e smn e s 48
Conformance claims (ASE_CCL) ....cccoicoociiririerrrrrcsrerssssssesssssmre s sssssseessssssessssssnessssssssessssansessnsnes 51
Evaluation of sub-activity (ASE_CCL.1) ...c.cooiiiccccrrir i sccccsscerer s s s ssssse e s s s s s smmsn s e s e s sssssssmnnes 51
Security problem definition (ASE_SPD) ... ssscse s s s ssssse e s e s ssnmne e e e 58
Evaluation of sub-activity (ASE_SPD.1) ......coo i ccoirriisrsccscernr s sss s ssssss e s s s s smsss s e s e s sssssssnnnes 58
Security objectives (ASE_OBU) .......cccciiiimiriieiriisss s sssss s s s s s ssss s 60
Evaluation of sub-activity (ASE_OBJ.1) .....cccciiiimiiiiiriiir s s 60
Evaluation of sub-activity (ASE_OBJ.2) .......c.cccceemmiiiimriierr s s s snn s 60
Extended components definition (ASE_ECD) ........cccccmminimmniimnesness s s sssnnes 62
Evaluation of sub-activity (ASE_ECD.1) ....ccccciiiimmiiiirrrr s ssnees 62
Security requirements (ASE_REQ) ......cccociiimimiin s s s sss s ssennns 66
Evaluation of sub-activity (ASE_REQ.1) ......cccciiiimiiimiininis s s s 66
Evaluation of sub-activity (ASE_REQ.2) .........cccocvmiiiminiiininir s s 69
TOE summary specification (ASE_TSS) .....cocccciiiiierrirrrrrerrssererssssresss e e ssssss e s sss s s s essssseseens 73
Evaluation of sub-activity (ASE_TSS.1) ..cccciiiiiiccccriiririsrccscrres s sss s sssses s s s s s s ssnss s s s s s sssssssmnnes 73
Evaluation of sub-activity (ASE_TSS.2) ......ccoiiccciirririiisssccsscrrsr s snssssssssse s s sss s ssssss e s e s sssssssnnnes 74
(O3 F= SE=3 N AV 1= =Y o o 4T 3 76
INtrOAUCHION ..o ———— 76
APPLICAtION NOLES ... s e e me e e e nmnne 76
Security Architecture (ADV_ARQC) ......ccoccmiiiiiimiiisisissss s sssss s ssssss s sssssss s s s sssanes 76
Evaluation of sub-activity (ADV_ARC.1) ...cccciiriimmiiirs s sssne s 76
Functional specification (ADV_FSP) ... ccoiiiiicirirrrcrr s rscmre s s e e s s e s e smee s me s 81
Evaluation of sub-activity (ADV_FSP.1) ... rrrccre s cmee s smn e e sms e s e 81
Evaluation of sub-activity (ADV_FSP.2) ... e e e ms e smn e s 84
Evaluation of sub-activity (ADV_FSP.3) ..o srccscernrs s sssses e s s s ss s smnsss s s e s snsssssmenes 88
Evaluation of sub-activity (ADV_FSP.4) ... sscccncerer s ssssss s s s s ss s ssssss s s e s sssssssmenes 93
Evaluation of sub-activity (ADV_FSP.5) .....ccoi i iirrriiinsscccscerrn s sns s sssse s s s s s s smmss s s e s snsssssmenes 98
Evaluation of sub-activity (ADV_FSP.6) .......ccccccrivmiiniiiriiiin s s ssssss s ssssss e 103
Implementation representation (ADV_IMP) ... 104
Evaluation of sub-activity (ADV_IMP.1) ... 104
Evaluation of sub-activity (ADV_IMP.2) ... s s s 106
TSF internals (ADV_INT) ..ccciiiiiiiriiirinsrsiss s s sssss s s s s s s sms s s ms s sms s ssms ssmssnsnns 106
Evaluation of sub-activity (ADV_INT.1) ....ccccciiiiiiiiiiirs s sssss e 106
Evaluation of sub-activity (ADV_INT.2) .......cccoiiieommircererrrssserssssse s sssssse e sssssme e sssssme e s sssmsesssanes 108
Evaluation of sub-activity (ADV_INT.3) .....ccccciiiiiimrrrcsrerrrsseerssssne s sssssse s sssssme e ssssane e s ssssmsesssanes 110
Security policy modelling (ADV_SPM) .......iiiiiiiccismerresssssssssssmsess s ssssssssssmsssssssssssssssssssssees 110
Evaluation of sub-activity (ADV_SPM.1) .....coociiiiirriri i ssccscerss s s s sssssrs e s s s s ssmns e s s essnnnns 110
TOE deSign (ADV_TDS) ...oooiiiiiiiicciieemriirsissssssssssess s s ssssssssmssssssssssssssssssssssessssssssmnssssssesasssnsnessnsns 110
Evaluation of sub-activity (ADV_TDS.1) .....cccciiiiiiiiiiiiis s s snes 110
Evaluation of sub-activity (ADV_TDS.2) .......cccccciemiiniiirn s s sssss s e 114
Evaluation of sub-activity (ADV_TDS.3) .....ccccciiiiimiinirr s s ssssss s e 118
Evaluation of sub-activity (ADV_TDS.4) .......ccccvriimminniirs s ssssss s sssssss s ssssnes 127
Evaluation of sub-activity (ADV_TDS.5) ......ccccciriimiiniiirinsins s sssss s ssssss s e 135
Evaluation of sub-activity (ADV_TDS.6) .......ccccurismminiiimminins s s sssssss s sssssss s e 135



11
1.1
11.2
11.3
11.3.1
11.4
11.41

12
121
12.2
12.2.1
12.2.2
12.2.3
12.24
12.2.5
12.3
12.31
12.3.2
12.3.3
12.3.4
12.3.5
12.4
12.4.1
12.5
12.5.1
12.5.2
12.6
12.6.1
12.6.2
12.6.3
12.7
12.71
12.7.2
12.8
12.8.1
12.8.2
12.8.3

13
13.1
13.2
13.2.1
13.2.2
13.2.3
13.3
13.3.1
13.3.2
13.3.3
13.4
13.41
13.4.2
13.4.3
13.4.4
13.5
13.5.1
13.5.2
13.6
13.6.1
13.6.2
13.6.3

Class AGD: Guidance dOCUMENLS ........cccceviiiiiriiiiierris s 136
INErOAUCTHION .. ———- 136
ApPPLication NOLES ... 136
Operational user guidance (AGD_OPE) .........cccccciiiminnimmmmsrss s s 136
Evaluation of sub-activity (AGD_OPE.1) ......ccccoiiooiriccererrrcre e ssssre s ssssmse s smee s sme e s ssme e s ssmes 136
Preparative procedures (AGD_PRE) ........ccccciiiicinemircrr e scee s s smee s sssms e s sme e s smne e s smee s s s smeas 139
Evaluation of sub-activity (AGD_PRE.1) .....cccoiiooiiecrrrrcccre e sme e me e me e 139
Class ALC: Life-CYCle SUPPOIL .....cooiiiiiiiccicecirirrinsscsssssese s s ssssssssssse s e r s ssssssssssmsssssesssssssnnnnsnnssanns 140
INErOAUCEION ...ttt 140
CM capabilities (ALC_CIMC) ......cccooiiiirriiririnrsssssssssssssss s s ssessmssssss s s ssssssssssssmssssss s sssmssasmssssnsssnns 141
Evaluation of sub-activity (ALC_CMC.1) .....ccccoiiiimmiiiirriiers s s 141
Evaluation of sub-activity (ALC_CMC.2) ......ccccceimmiiniimmiinennniess s s sssss s sssnsss 142
Evaluation of sub-activity (ALC_CMC.3) ......cccouriimmminiimnniennnisss s s s sssss s s snses 144
Evaluation of sub-activity (ALC_CMC.4) ......cccccvimmiiriimniisenrisss s s s sssss s s 147
Evaluation of sub-activity (ALC_CMC.5) ......cccoiceoiriccererrrcre s ssssre s s smse s s s e s sme s s e e 152
CM SCOPE (ALC_CIMS) ....ceeiiicccrerrsmrersssmressssnr e s sssmne s sssnn s sassne e eesssnnesessansessssannessnssnnessasannensanan 159
Evaluation of sub-activity (ALC_CMS.1) .....cccooiioiiirrrcrr s cmee e e s s ssme e s sme e s smn e s s 159
Evaluation of sub-activity (ALC_CMS.2) .........cccoiiimriiriissccsserrre s essssssssmsse e s e s ssssssmsess e s sssnsssnnes 160
Evaluation of sub-activity (ALC_CMS.3) ......cccccciiiimrrriiissccsserrre s sssssssssmss s e s e s s ssmne s e e s sssnssnnns 161
Evaluation of sub-activity (ALC_CMS.4) .........cccooirrrieircccserrrr s e e s s sssmsr s e e e s s s snmse s e e e sssnssnnns 162
Evaluation of sub-activity (ALC_CMS.5) ......ccccccvvcmmiiiiimminirr s s s 163
Delivery (ALC_DEL) ....cooociiiiiiririe s sssss s s s s s sssss s s sss s s ssne s sms s s ms s sms s ssmsssmesnsnnssnns 164
Evaluation of sub-activity (ALC_DEL.1) .....cccciiiiimmiiniiriiesr s s sssnnns 164
Development security (ALC_DVS) ......cccciiiiiimiinimnninsss s s s ssssss s sssssss s ssssanes 165
Evaluation of sub-activity (ALC_DVS.1) ....ccccciiiimiiirnirr s sssne s 165
Evaluation of sub-activity (ALC_DVS.2) ......cccocvicmiinimnersers s sssne s 167
Flaw remediation (ALC_FLR) .......coiiiooiiiicerrrrccee s scee s s e e e s e e me e s e e e s e e e e mnn s 170
Evaluation of sub-activity (ALC_FLR.1) .....cciiiieiecer e me e e 170
Evaluation of sub-activity (ALC_FLR.2) ......ccoiiooiircrrercccrenrrscee s ms e sme e e 172
Evaluation of sub-activity (ALC_FLR.3) .....ccooiiiiiirrrriiiissccscrers e esssssssssses s s e s sss s sssmne s e e e sssnssmnes 176
Life-cycle definition (ALC_LCD) .....ccccocccmmiiiiiiissssmsersesssssssssmssssssssssssssssssssssessssssssnssnssssssnssnnns 180
Evaluation of sub-activity (ALC_LCD.1) ....ccccciiiimiiiiiriiierr e s s 180
Evaluation of sub-activity (ALC_LCD.2) ......cccccocciiiiimrinenr s s 181
Tools and techniques (ALC_TAT) ....ciiiiiiimiiiiiiriisss s s ssssss s ssssss s s sss s s snsss s s sasssssnss 183
Evaluation of sub-activity (ALC_TAT.1) ..cccccciiiiiirriiiis s s s s s sssne s 183
Evaluation of sub-activity (ALC_TAT.2) ....cccccciriinmmmininriimss s nsssss s sssssss s sssmsssssssne s 185
Evaluation of sub-activity (ALC_TAT.3) ...cccccriiriimriinimsniismss s s sssssss s ssss s ssssmss s s 187
L0 P Lo N I == R 190
L0 o Yo 1T o oY 190
2N o ] [T Y 1o o T 4 e (-T2 PSR 190
Understanding the expected behaviour of the TOE ...........ccccciiiiiicccccsecrrrrr e 190
Testing vs. alternate approaches to verify the expected behaviour of functionality .......... 191
Verifying the adequacy of tests ... ——————— 191
L0 03T - T T N0 I 00 L 192
Evaluation of sub-activity (ATE_COV.1) ..o s 192
Evaluation of sub-activity (ATE_COV.2) .....ccccoiiiimmiiniinerniess s s sssssssssne s 192
Evaluation of sub-activity (ATE_COV.3) ....ccccciriimiinirniiens s s s sssne s 193
[ T=Y oI N I ] = I 194
Evaluation of sub-activity (ATE_DPT.1) ...cccciiiierereccre e ccee e s e e s e e s sme e s e e s sms e e 194
Evaluation of sub-activity (ATE_DPT.2) .....cccciiriirerrccrrerrrscrersssme e s s sms e s s ssme e s s ssms e s smne s ssne s 196
Evaluation of sub-activity (ATE_DPT.3) ...cccciiiiiiccrrririnicsccserrss s s s s ssssss s s s sessssssssmsssssssssnsssnnns 198
Evaluation of sub-activity (ATE_DPT.4) ......coocc oo iscccsesres e s s ssssssmses s s e s sssssssmsens e s sssnsssnnns 201
Functional tests (ATE_FUN) ... srcccseser s s s s ssssss s s s s e s ssssssmns s e s s e s snsssnmss s e e s sansssnnnne 201
Evaluation of sub-activity (ATE_FUN.1) ....cccciiiiiiicrrn e 201
Evaluation of sub-activity (ATE_FUN.2) ..o 204
Independent testing (ATE_IND) .......occooiiiiiiimmiiiri s s s s s 204
Evaluation of sub-activity (ATE_IND.1) .....ccccciiiiimmiiiirisern s s 204
Evaluation of sub-activity (ATE_IND.2) .......ccccociimmiiniiniierr s s sssane s 207
Evaluation of sub-activity (ATE_IND.3) .....c.ccccoiriimmiininmnierniess s s sssane s 212



14 Class AVA: Vulnerability assessment ........ccccciiiiiiinniieis s 212
141 INErOAUCTION ... 212
14.2 Vulnerability analysis (AVA_VAN) ... s s s s sns s 213
14.2.1 Evaluation of sub-activity (AVA_VAN.1) ... 213
14.2.2 Evaluation of sub-activity (AVA_VAN.2) ... iicirrrrrcre s ssssr e ssssse e ssssme e s s ssne e s sssams e sssnes 217
14.2.3 Evaluation of sub-activity (AVA_VAN.3) ... rrcee e sssse s sssssse s s ssne e ssssms e s s ssmsessnnes 224
14.2.4 Evaluation of sub-activity (AVA_VAN.4) ... ieiiccrrrrrcrersssee s sssssse e ssssme e ssssme e s s sme e ssnnes 231
14.2.5 Evaluation of sub-activity (AVA_VAN.5) ... crrrriirrrrccecrrrr s sssss s s e s s s ssmss e e e es s nnnn 239
15 {0 =TT Y 04 @ L 014 01 o Yo L= 11 e o 1 PSS 239
15.1 INErOAUCLION ... e 239
15.2 ApPPlICation NOLES .......ccciiiiri i —————————————————— 239
15.3 Composition rationale (ACO_COR) .......cccciiimimimnniimiinsrs s s ssssss s 240
15.3.1 Evaluation of sub-activity (ACO_COR.1) ....cccciiiimiiniiirs s sssss s sssss s sssssss s sssnns 240
15.4 Development evidence (ACO_DEV) ... s ssssss s s s sssssss s ssssans 245
15.4.1 Evaluation of sub-activity (ACO_DEV.1) ......coiiooiiircerrr e sssse e ssssse s ssssme e s ssssme e s s sme e sensnes 245
15.4.2 Evaluation of sub-activity (ACO_DEV.2) ........cooccoorircierrrcrerersee e sssssse s sssssne e ssssme e ssssams e ssnnes 246
15.4.3 Evaluation of sub-activity (ACO_DEV.3) ......ccooicocirirccrerrrcsee s srsse s sssssse s sssssne e ssssme e s s ssme e sennes 248
15.5 Reliance of dependent component (ACO_REL) ..o ienrcccseeere s ne e e 251
15.5.1 Evaluation of sub-activity (ACO_REL.1) ....cccooiiiierrr e rsccecerer s s s s e s s s ssmn s e e 251
15.5.2 Evaluation of sub-activity (ACO_REL.2) ........ccoc oo scccecerrr s s e s e e s s ssmns e e e es s nns 253
15.6 Composed TOE testing (ACO_CTT) ..occcciiiiiieiriininirs s s s s ssss s sssss s s snssss s 255
15.6.1 Evaluation of sub-activity (ACO_CTT.1) ...cccciiiiiiimiirirrr s s s s ssns s snes 255
15.6.2 Evaluation of sub-activity (ACO_CTT.2) ....ccccciriiimiinirnr s ssssss s s ssns s ssssnes 257
15.7 Composition vulnerability analysis (ACO_VUL) .......cccccinnimmmnninissis s ssssssenns 261
15.7.1 Evaluation of sub-activity (ACO_VUL.1) ....cccciiriiiiiiiir s ssass s ssnnes 261
15.7.2 Evaluation of sub-activity (ACO_VUL.2) ......c.ccccivmiiniiirniniss s s sssss s ssssss s sssnes 263
15.7.3 Evaluation of sub-activity (ACO_VUL.3) .....ccooiioocirriccrrrrrce e sssse s ssssse e sssssme e s s sme e s s same e ssnsnes 267
Annex A (informative) General evaluation guUIdanCe ........ccccccerrrreiernrcrrr e 271
A1 (0] o 1= o3 4 Y- PSRN 271
A.2 SAMPIING .o 271
A3 [ 1= 07T T =T g T T 273
A.3.1 Dependencies between activities ..o ——— 273
A.3.2 Dependencies between sub-activities ... s 273
A.3.3 Dependencies between actions ... 273
A4 Site VSIS ..ueeiiciiiiiririir i 273
A4A1 0 Yo 11T T o N 273
A.4.2 (€T 01T = I o o] o X T o PSSP 274
A.4.3 Orientation Guide for the Preparation of the Check List ........ccccccrriiicciicriinnncccceeeeeeeene, 275
A4.4 (257 11 ] o] [T o3 = T ed g = o3 - 1= S 276
A.5 Scheme ResSponsibilities .........ccccciiciiiiiiiicccccirr s s 278
Annex B (informative) Vulnerability Assessment (AVA) ... 280
B.1 What is Vulnerability Analysis ........ccccoiiiiiiiiniinrn s 280
B.2 Evaluator construction of a Vulnerability Analysis ..........ccccconiiiiiiniisnni s 280
B.2.1 Generic vulnerability gUIdanCe ... ———————— 281
B.2.2 Identification of Potential Vulnerabilities .........ccccciiniimiinii s 288
B.3 When attack potential is USed ... ——— 290
B.3.1 D 153V Lo o Y- 290
B.3.2 Yo L 1o 291
B.4 Calculating attack potential ........cccccceiiccciiieiiri e 292
B.4.1 Application of attack potential ..........ccccciiiiiicccicri e ————— 292
B.4.2 Characterising attack potential ..........ccccciiiiiiiiinin i ———— 292
B.5 Example calculation for direct attack ..o ——————— 298



		2024-04-29T00:06:18+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




