ISO/IEC TR 24028:2020-05 (E)

Information technology - Artificial intelligence - Overview of trustworthiness in
artificial intelligence

Contents Page
0T =T o '
L Yo 11T o vi

1 £ T o o1 1

2 Normative referenCes ... s 1

3 Terms and definitioNs ... s 1

4 L0 =Y T Y 7
5 Existing frameworks applicable to trustworthiness ..........ccccccciiiicccccccrre s e 7
5.1 = T3 (e | o 1113 ' SRS 7
5.2 Recognition of layers of trust ..o e ssss e smne e e e mnnn e 8
5.3 Application of software and data quality standards .............ccccoiiiiiiiiiiniicicc e 8
5.4 Application of risk management ... ——————— 10
5.5 Hardware-assisted approaches ... 10
6 85 =1L =Y 3 0] Lo (= 1

6.1 [€T=7 01T LI o o 0 T o1 -3 OSSP 1

6.2 N7/ 1 12
6.3 === 12
6.4 T 1= 13
7 Recognition of high-level CONCEINS ... e e s nnns 13
71 Responsibility, accountability and governance ..........cccccoeciiiniicnincicnr e 13
7.2 SaAfELY i ——————————————— 14
8 Vulnerabilities, threats and challenges .......... .. 14
8.1 7= T - 14
8.2 Al specific security threats ... ————— 15
8.21 (7= 1= - | R 15
8.2.2 [ T 1= T T 0T =7 o 1 3 T 15
8.2.3 Adversarial attaCks ..o ———— 15
8.24 Lo =T I3 = |3V S 16
8.25 Hardware-focused threats to confidentiality and integrity .........ccccoovmmimiiicccciccn s 16
8.3 Al specific privacy threats ... s 16
8.3.1 171 4 =T - TS 16
8.3.2 Data acqUISItION .......ociiiiiiiiir i ———— 16
8.3.3 Data pre-processing and modelling ........ccccvmiiniiimiin e ————— 17
8.3.4 1T ToT o 1= o 11T 17
8.4 BiAS ..eiiiiiieiiriiisrrrie s e e e e e r e e e ar e e e e e saneneasanEeeeeenEeeassaREeeesesneneessaneneesaannneesannnes 17
8.5 Unpredictability ... ———— 17
8.6 OPAGUENESS ....eeeeiiiiiiiiiiiisnnnrrerrissssssssneeereeasssssmsneeeessaasssssmsseeesessasssssmnsssesessasssssnnsnesssasssssnnnssenssannss 18
8.7 Challenges related to the specification of Al systems ..o 18
8.8 Challenges related to the implementation of Al systems ........cccoeiviccccceiirn e s 19
8.8.1 Data acquisition and preparation ..o 19
8.8.2 1 Lo =Y | 13T SO 19
8.8.3 Model UPAAtES .........ooiiiiiiiiiiri i 21

8.8.4 SoOftWare defects ... s e e annnan 21



8.9 Challenges related to the use of Al Systems ..o 21
8.9.1 Human-computer interaction (HCI) factors ..........ccccccvmmiiiiicni e 21
8.9.2 Misapplication of Al systems that demonstrate realistic human behaviour ......................... 22
8.10 System hardware faults ... ——————— 22
9 Mitigation MEASUIES ..o s s nn e e e anmn e 23
9.1 L T=Y =T | R 23
9.2 B L= 1 1= o =T =T o T oS 23
9.3 ] F= 1 P 1o T4 /O SR 24
9.3.1 1= 3T 24
9.3.2 AIMs Of eXPlanNation ... e e e n s annn 24
9.3.3 Ex-ante vs ex-post explanation ..........cccciiii e ——————— 24
9.34 Approaches to explainability .........ccccoviiiiiii e ————————————— 25
9.3.5 Modes of ex-post explanation ... ————————— 25
9.3.6 Levels of explainability ... ——— 26
9.3.7 Evaluation of the explanations ... s 27
9.4 CoNtrollability .........cccceiiiiiiii i ——————————————— 27
9.4.1 (7= 1= - | 27
9.4.2 Human-in-the-loop control points ... ———— 28
9.5 Strategies for reducing bias ........cccccciiiireciiiinssrr s 28
9.6 Y- 28
9.7 Reliability, resilience and robuUStNess ... ———— 28
9.8 Mitigating system hardware faults ..........cccccooicceiin e 29
9.9 Functional safety ... 29
9.10 Testing and evaluation ... ———————— 30
9.10.1 7= T - 30
9.10.2 Software validation and verification methods ...........ccociiiiiiiiincis 30
9.10.3 Robustness considerations ... e 32
9.10.4 Privacy-related considerations ..........cccccciicniiin e ——————— 33
9.10.5 System predictability considerations ..........ccccccmireeriiirrccirrrscre e 33
9.11 Use and applicability ... s 34
9.11.1 L0 oY 1 o 1= o T o PSSR 34
9.11.2 (1= T T= T [T Yo JR= 4 o T2 = 1 Te Y 1 34
9.11.3 [ oY [0 T2 G = oY= | 13 T 34
9.11.4 Cognitive SCIeNCe reSEarCh ... ——— 34
10 Lo o o7 13 =3 T 4 - 34
Annex A (informative) Related work on societal iSSUES ........cccccciiriiiiin 36
=71 o] o T | o 1 1Y/ 37



		2026-06-20T22:48:03+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




