ISO/IEC 20543:2019-10 (E)

Information technology - Security techniques - Test and analysis methods for
random bit generators within ISO/IEC 19790 and ISO/IEC 15408

Contents

[0 T o o
L 0T LU T o) o S
1 8T o o1
2 Normative referenCes ...
3 TermsanddefinitioNs ... e
4 Symbols and abbreviated terms ...
5 Structure of this document ... ————
6 Overview of non-deterministic random bit generators .........ccccccmiiiiiccciccn s
6.1 Introductory remarks on random bit generation ... ———
6.2 Modelling of random SOUICES .........cciiceiiiiiieiriirr s
6.2.1 £33 Lo o3 4 B= £33l o Lo T 1= L=
6.2.2 Heuristic analysis of entropy SOUICES .........ccccirimmminismrnr s
6.2.3 Physical and non-physical SOUrCes ........cccccmminimimin
6.2.4 Overview of the evaluation of the random source of a TNRBG ..........ccccoccociirrcecnerrccceensnenees
6.2.5 Overview of the evaluation of the random source of an NNRBG .............ccccoririererrrcccennncnees
6.3 General design template and taxonomy for non-deterministic random bit generators

6.3.1 L0 T T
6.3.2 Functional model of a NRBG ........ccccoiimiiiminii s s s sss s e
6.3.3 Components of a NRBG ... ssssse s s s mssr s e e s s mse e e s e s sn s mme e e e e e s s s nnnne
7 Conformance testing of NRBG ... e
71 £ 1Y =Y S
7.2 LI {2 R
7.21 Design documentation ... ———————
7.2.2 ANAlYSING ENErOPY .ooiceiiiiiiir i ———————————
7.2.3 T T= 1 o
7.2.4 StatiStiCal tESES ...ooviieie e
7.3 EValUuation ... s
7.31 L= =T |
7.3.2 Vendor input to conformance testing .........cccccveiiiiiiccccicrrr e
8 Overview of deterministic random bit generators ............cccocviiiiiiinnic s
8.1 LY 0T LI =T 4 =T
8.2 Structural overview of a deterministic random bit generator ...........cccocciiiiciiinniinciiennns
9 Conformance testing of DRBG ..........oocicimiiimmnir e s s e s
9.1 L0 Y=Y T R
9.2 LS53R
9.21 Design documentation ...
9.2.2 W N B VT o1 B T=T=Te =Y 01 e ) PSR
10 BLICCES3 1 T I 7= 4 Ve T [o] Lo )Y SRR
10.1 7= 1T - P

10.2 Vendor reqUIrEMENTES .......cccciiiiiiiii i s e e e nn e nn s



10.3 TestS reqUIrEMENtS ... 30

Annex A (normative) General statistical methodology ..........cccciiimiiniinnnni 31
Annex B (informative)TeStfiles ... e e e 38
L] o1 o T | o 13/ 39



		2026-04-21T21:32:45+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




