ISO/IEC TR 22678:2019-01 (E)

Information technology - Cloud computing - Guidance for policy development

Contents Page
0T =T o '
Lo Yo 11T T o vi
1 5 o o o - SRS 1
2 Normative references ... ————————————————— 1
3 TermsanddefinitioNs ... nan 1
4 Abbreviated termS ... e amn e 2
5 Summary of this documeNt ... ———————— 3
5.1 Purpose of this dOCUMENL ... s mn e e e s s mnnn e e 3
5.2 Intended QUAIENCE ... e 3
5.3 How to use this dOCUMENL ... s e 4
6 Understanding cloud computing aspects for policy development ...........cccccccevmrmiririiccccneeenns 4
6.1 INtrOAUCTION ... ————— 4
6.2 Cloud computing essential characteristics ............cccvrvmiiniii 4
6.2.1 Standard definition of cloud computing .........cccciciiiiirin e —— 4
6.3 Major benefits of cloud computing .......cccocciiminiii e ————————— 5
6.3.1 Benefits for cloud service customers (CSCS) ......cccvvmrrmnnimirini s 5
6.3.2 Benefits for SOCIEtY ..o ——————————— 7
6.4 Implications for POlICY MAKErS ........ccccccirirriirircserr e sere e s ser e e e sne e e e smn e e e smme e e smeenssmmnnnas 7
6.4.1 Shared responSibilitIes .....cccccciiiiciiriiii s s n e e e ean 7
6.4.2 Cloud services which are deployed and managed across multiple jurisdictions ................... 8
6.4.3 Economics of managing a global cloud Service ..........cccovmiimiiisicccsemernr e sneenes 8
6.4.4 What global, scalable public cloud computing makes possible ............cccovvemmiiiniiccccceeneenen, 9
6.4.5 Implications of service scale and VeloCity ........ccccccmiiiiiccccscmmnri e e 9
6.4.6 Implications of continuous development ..o ———————— 10
6.4.7 Implications of multi-tenant cloud services .........ccooiiiiiiinc e —— 10
6.4.8 Implications of geographical restrictions ...........ccccciriiiiinni e ——————— 10
6.4.9 The need for cloud service data categorisation and classification ..........ccccccceniiiiiiiiiinnnns 11
6.4.10 Interoperability and portability ........cccccconii e ————— 12
6.4.11 Trust and traNSPArENCY .......oiiciciriiiiisiriirr s an s nr e 13
6.4.12 Exceptional CirCUMSLANCES ........cccccciiiriiririrrrrrrrrrrr s s s s s s s s s s s s s s s s s s s s e s s s e s e s s e s e e e e e e e e e e e e e ee s s e enenenas 14
6.4.13 Compliance, certification, audit ...........cccooriiiiii i ————————— 15
6.4.14 Challenges for small and medium sized enterprise (SME) adoption ..........cccceceecmrrrccerrncncen. 15
7 Using international standards to assist in developing policies that cover cloud

[ 1T 11 T 16
71 International standards relevant to cloud computing policy development ............ccccevnuueen. 16
7.2 Other significant standards, specifications, and documents ...........ccccciiriiiiiiiiicniicccnniniaes 22
8 Considerations when developing POliCY ..o 22
8.1 Considerations for regulatory poliCy ........ccccciiiismiinnin e ——— 22
8.1.1 =Y o = - | 22
8.1.2 MUItI-tENANE ISSUES ... s 23
8.1.3 Avoiding unnecessary barriers to cloud adoption ... —— 23
8.1.4 Trust and traNSPArENCY ....ccceiiiiiciiiicrrre i srsser e e e s ss s s sssmser e e e e s s s s s sssmne s e e e eesassssssmsneeenesanssnnnesenesannsn 24
8.1.5 Interoperability and portability ..........cccccccmmiiiiiccci e —————————— 24



8.1.6 Security and PrivaCy ... —————— 25

8.2 Considerations for advisory poliCy ........ccccimiiiiisi e ——— 25
8.21 L€ 7= LT 25
8.2.2 Promotion of cloud technology adoption ...........ccoeceiriiecceminc e e 26
8.2.3 Terminology and taXONOMY ........cccccccrrriiiiissssnrrrerrsissssssmsreessesassssssmsessessssssssssnnsnesssssasssssnnessssasssssnnnnns 26
8.24 Adoption by small and medium enterpriSes .......cccccccvrrccrsscerreiiniiscsssssrrre s sssere e e sssssssnnnes 26
8.25 Supplier CertifiCations .......cccccviccccciciii e n e e e s 26
8.2.6 Network conNECHIVItY ... ————— 26
8.2.7 Interoperability and portability .........ccccoiiiiiiinni i ————— 27
8.3 Considerations for procurement PoliCy ... ————— 27
8.3.1 L€ =T o 1= - | 27
8.3.2 Terminology and taXONOMY .........coucciriiiisrrmi e 27
8.3.3 Cloud service deployment MOdEIlS .........ccooceoiiiicecriiircre e ne e e e 28
8.3.4 Supplier certifiCations ..o e nn e e s 28
8.3.5 Interoperability and portability ... —————— 28
9 L0 ¢ 4 o7 11T T 28
Annex A (informative) Relationship between key characteristics and implications ..........c.cccccccninnnees 29
Annex B (informative)Otherrelevantstandards,specifications,anddocuments .............cccevcriiiiicnriiinnns 30
=70 o [To o =T ] 13T/, 32



		2026-06-21T04:10:51+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




