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(informative) Guidelines for implementing security checklist items in Table 2

Have the policies and controls which prevent uncontrolled proliferation of VMs been
implemented?

Are the sensitive data within the VM being protected?

Are the security measures implemented for offline and dormant VMs?

Are the security measures implemented for pre-configured (Golden Image) VM and
active VMs?

Is the visibility over traffic and controls in virtual networks ensured?

Are controls and policies to prevent resource exhaustion implemented?

Are measures taken to ensure the security of the hypervisor?

Are the measures to prevent unauthorized access to the hypervisor implemented?
Are the controls and policies to prevent account or service hijacking implemented?
Are security measures for proper and secure segregation of workload on physical hosts
implemented?

Are measures taken to ensure the security of the cloud service provider API?

Are there automated processes in place to monitor patch releases and apply them to
hypervisor software and Guest OS software modules?
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