ISO/IE

C 19286:2018-01 (E)

Identification cards - Integrated circuit cards - Privacy-enhancing protocols and

services

Contents Page
0T =T o v
0 £ Yo 11T 4 T o R vi

1 1S o o o - 1

2 NOrmative referenCeS ... e s mn e e e 1

3 Terms and definitioNS ........ccoiiceciiiiccrr e s s s smn e e s e e e mn e e e e nnnnes 1

4 Abbreviated terms and Notations ... ———— 5
5 General privacy PrinCiPIes ...t resr e s e e e s s smn e e e e e e e sa s mmn e e e ee s e nnnns 6
5.1 7= 4 T - SN 6
5.2 Data MinimMiIzZation ... e 7
5.3 L0 LY=o o o o) 7
5.4 Data qUAlItY .......cooiiiiiiiiii i 7
6 Privacy arcChiteCture ... 8
6.1 = T o N 8
6.2 Categorization of data ...........cccceriiiimin e ————————— 9
6.2.1 User data and credentials ... ———— 9
6.2.2 L LT =Y T o 10 o = - 10
6.2.3 104 O - | - 10
6.2.4 Service provider data (SP data) ......ccccccevcecieimiiiiiis e e 10
6.2.5 =] W= o - | 10
6.3 Participating entities ... ——————————— 1

6.4 Privacy Properties ... e e 1

6.4.1 Data minimizing Properties ... ————— 11

6.4.2 User control Properties ... s s e s 12

6.4.3 Data quality Properties ... e 13
7 Privacy-enhancing protocCols ..o 14
71 =Y o = - | S 14
7.2 L0 LYY =Y ) o 1T o 15
7.21 Purpose of user verification ... —————— 15
7.2.2 Password verification with VERIFY command ...........cccooimirrcemnnsscereesscee s sseee s 15
7.2.3 Password verification With PACE ... e sere s sre s s ssne e s e es 17
7.2.4 Biometric user verification ... s 20
7.3 Device authentication protocols with optional user attribute access .........cccocciiiiiiiiiciiicenns 22
7.31 Purpose of device authentication protocols ...........oo 22
7.3.2 Authentication protoCol PACE ... csesrrr e sssss s e smnn e e e s s mmn e e s 22
7.3.3 Authentication protocol EACv2 with on-card user attributes .......cccccccooeccciiiiinccccceeeee, 24
7.3.4 ABC protocol with on-card user attributes ............ccc oo —— 30
7.3.5 Enhanced Role Authentication protocol (ERA) ... sccccecrrrr s e e s ssmnenes 34
7.3.6 Device authentication protocol OPACITY Full SECreCy ....cciiiiiiciiicmrrriincsscccseceees e s s sssssnenes 41

7.3.7 Device authentication protocol OPACITY BLINDED .........iiiiiiccccccrrre s csseseee s s s sssmnenes 43
7.4 Attribute verification mechanisms with compare command ............cccocoviiiriicncccnnccen, 45
741 Purpose of attribute verification mechanism ... 45
7.4.2 7= 1T - SR 45
743 Data comparison with external authentication function .............cccoooii s 46



744 Auxiliary data comparison with EACV2 protocol ... 47
7.5 Domain-specific identifier mechanisSms ... —— 49
7.51 Purpose of domain-specific identifier mechanisms ... 49
7.5.2 Domain-specific identifier based on Restricted Identification .........cccccceereiiiniinncccccieees 49
7.5.3 Domain-specific identifier based on pseudonymous signature for authentication ............. 51
7.5.4 Domain-specific identifier based on ABC-based signatures ..........cccccccerrrriccccmeerennnssccssneens 52
7.6 Pseudonymous signature mechanisms ... s 52
7.6.1 Purpose of pseudonymous SigNatures ............cccccccereriiiiicccsssceennssns s sssseeee s s ssss s ssssssesssssssssnnnns 52
7.6.2 Chip Authentication based on Pseudonymous Signature for Authentication (CA-PSA....... 52
7.6.3 Pseudonymous Signature of Credentials (PSC) ........cccccciimiiiiiiicccsseererer s sssssses s s e e ssssssmnens 55
7.6.4 ABC-based signatures (ABC-Sig) ........cccourimmmminnimmminiriin e 56
Annex A (informative) USe CaSeS .......cccvciriiiiiiiiiniir s s s s s s s 59

Annex B (informative) Privacy Impact Assessment (PIA) guidance for electronic identification,

authentication and trust SErVICES ... s e e naa e rees 64

71 o1 o =T ] 4 3/ 75



		2026-07-02T14:16:26+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




