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Information technology - Security techniques - Competence requirements for
information security management systems professionals

Contents Page
0T =T o '
0o Yo 11T 3 T o vi
1 S o o o - 1
2 Normative referenCes ... e 1
3 BT 4 3= 1 Lo Lo 1= 3 T 4 T Y 1
4 (02070 Lo=T o3 4= T4 Lo [ £ ¥ [ {1 ] =N 1
41 =Y o = - | 1
4.2 Concept Of ISMS COMPELENCE ......ooiiiiiccieciirr i ssscsscrr e e s ssssnr e s es s s s s s sms e e e e e e s sassssnmnneesessnssnnnns 2
4.3 Structure of ISMS COMPELENCE .......cooiiiiiiiiirr e ———— 2
44 Demonstration of competence ... ————————— 3
4.5 Structure of this dOCUMENL ... e 3
5 Business management competence for ISMS Professionals .........cccccciiiiiiiiiiiiincccceees 3
51 = T o | N 3
5.2 Competence: Leadership ... sncccseere e e s s sssee e e s e s s s smnn s e e s e s se s s snmn e e e ees s snnnns 3
5.3 Competence: COMMUNICAtION ......coiiiiiciicciir e smn s e e e s s s mmn e e e e e e s e nnnnns 4
5.4 Competence: Business Strategy and ISMS ... s 4
5.5 Competence: Organization design, culture, behaviour and stakeholder management ......... 5
5.6 Competence: Process design and organizational change management ...........ccccccceereriiinnes 5
5.7 Competence: Human Resource, team and individual management .........ccccccoeccciiccmnnnennnncnnnes 6
5.8 Competence: Risk Management ... 6
5.9 Competence: Resource management .........ccccimriinimnn i sanne s 7
5.10 Competence: Information systems architecture ..........cccccicmiiiiiii 7
5.11 Competence: Project and portfolio management ...........cccoocmiiiiiini e 8
5.12 Competence: Supplier Management ... s samnr e s 8
5.13 Competence: Problem management ............ccccooiriiminncmemresserrresseeerss e s s me e sms e s s s smse e s s mnes 8
6 Information security competence for ISMS professionals .........ccccececcmrrrcccmrnrsccrerne e 9
6.1 ISMS Competence: Information SECUrity .........cccccciiiiiiiiicccicrrr s s nmnees 9
6.1.1 7= o = - | 9
6.1.2 Competence: Information security governance .........cccoovccccccccrerinnssccssssere s ee s nens 9
6.1.3 Competence: Context of the organization ............cccoiriiiincii 9
6.2 ISMS Competence: Information Security Planning ........ccccoiiiiimiiniiccncnceneen e 10
6.2.1 = 4 T o 10
6.2.2 Competence: Scope of ISMS ... s e 10
6.2.3 Competence: Information security risk assessment and treatment .............cccovcniiiiinnnnines 11
6.3 ISMS Competence: Information Security Operation ..........cccoceocmiircccmnrccccen e 1
6.3.1 =Y o = - | 11
6.3.2 Competence: Information security operations .........ccccceirceeirirrccce s 12
6.4 ISMS Competence: Information Security SUPPOIt ... e 12
6.4.1 =Y o 1= - | 12
6.4.2 Competence: Information security awareness, education and training .........ccccccccverriiicnnnes 13
6.4.3 Competence: Documentation ... ————— 13
6.5 ISMS Competence: Information Security Performance evaluation ..........cccoocevcniniiicnnnccennn. 13
6.5.1 = 4 1= - | 13
6.5.2 Competence: ISMS monitoring, measurement, analysis and evaluation ...........ccccococcninnneen. 14



6.5.3
6.5.4
6.6

6.6.1
6.6.2
6.6.3

Competence: ISMS auditing ........ccccceriiiiiininnr e —————— 14

Competence: Management reVIEW ..........cccccieriiniisrsinnsss s s sssss s s sssss s sssans 15
ISMS Competence: Information Security Improvement ............cccoorocimiircccemnrcccee e 15
L= o 1= - | R 15
Competence: Continual ImpProvement ... s mmn e e e e e e nnes 15
Competence: Technological trends and developments .........ccccoiiiiicccecrrern e 16

Annex A (informative) Including knowledge for ISMS professionals as part of a body of knowledge 17

=71 0 1T o =T ] 13T/ 21



		2024-05-12T22:32:31+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




