DIN ISO/IEC 19086-1:2018-01 (E)

Information technology - Cloud computing - Service level agreement (SLA)
framework - Part 1: Overview and concepts (ISO/IEC 19 086-1:2016)

Contents Page
National FOr@WOId ... s s n s e s an e s e s an e s e me e s s e e e e e e mne e s nnnnnes 4
National Annex NA (informative) Bibliography ..........ccccooiiiiiciiiic 5
0T =T o 6
0 Yo 11T T o 7
1 £ o o o - OSSR 9
2 NOIrMAtiVe FEfErEeNCES .......coi i s e e e e 9
3 Terms and definitioNs ..o e 9
4 Symbols and abbreviated terms ... ———————— 12
5 Overview of SLAS for cloud SErviCes ... s 13
6 Relationship between the cloud service agreement and cloud SLAS ..........cccccniniimnrnniinennnn, 14
7 Cloud SLA management best PractiCes ..........cccoorrirrccmrincssrersrcsre e e 15
71 =Y o = - | 15
7.2 D 7= ' o SR 15
7.3 Evaluation and aCCeptancCe ........cooic i cccsecrr e sssne e sr s s s s nmn e e e e e nnnne 15
7.4 Implementation and eXeCution ... ——————————— 16
7.5 Changes to the Cloud SLA ... 16
8 The role of cloud service level objectives, cloud service qualitative objectives, metrics,
remedies and exceptions in the cloud SLA ... s 16
8.1 = T - | 16
8.2 =T = 16
8.3 SLOS aNd SQOS ....ococceerrrmrrrrrrrsssrrssssrsssssessssesssssessssesssnssssssesssnsessanessssnsssssesasnsesssnesssnnessanesasnnesssneans 17
8.3.1 SEIVICE I@VEIS ... mr s r s e s me s s mr e sn e e se e e e en e e e ee s mn e e e e mneenensnnnenann 17
8.3.2 Cloud service level ObJECLIVES .......oiiiiciciiiiiie s ss e mne e e s s s nnnns 17
8.3.3 Cloud service qualitative ObJeCtiVES .......cccciiiiiicccirir s 17
8.4 Remedies and Claims ... e 18
8.4.1 =Y 14 L= o 1= 18
8.4.2 L0 = 11 0 L 0] 0T o =TT 18
8.5 (o= o1 o T 18
9 Cloud SLA COMPONENES .....ciiiiiiiiiimnr s sssse e s e msme e e s e s s s smmsn e s e e s sa s s mmnne e e essansnnnns 18
9.1 =Y o = - | 18
9.2 Covered Services COMPONENL .......ccoiiiiicciiiceiiriiiiccssssceeerr s s s s s s sssre e e e ssssssssnnnsseessessssssnsnseensssssnnns 18
9.21 [ 1YY o g1 o1 o o 18
9.2.2 =] Lo - 1 4T 19
9.3 Cloud SLA definitions COMPONENt ..........miiiiiiicccierrrrr e ssr e s ssmnn e e e e e snnsnnnns 19
9.3.1 [ L= o2 ] o 1 o o RSP 19
9.3.2 =] [ 7= Y o 1o 19
9.4 Service monitoring COMPONENt ... ——————————— 19
9.4.1 DESCHIPLION ... R 19
9.4.2 =] 1= T 1 19



9.4.3 Cloud service qualitative objectives ..........cccciiiiiiiinir e ——— 19
9.5 Roles and responsibilities component .............. i ——— 19
9.5.1 [ 12X o7 ] o1 o o 19
9.5.2 =] (==Y o 20
10 Cloud SLA content areas and their components ........cccccoccccciimreii s ccsesrrr e 20
10.1 L T=T 5 =T | N 20
10.2 Accessibility content area ... e nnnne 20
10.2.1 Accessibility COMPONENt ... —————————————— 20
10.3 Availability content area ... —————————————————— 21
10.3.1 Availability component ... ———————————————————— 21
104 Cloud service performance content area .............cccocomiiriiinicccssnrr e 21
10.4.1 (€7 4 =T - T 21
10.4.2 Cloud service response time COMPONENt ............cccoceiiiiiiiiiccismrrre s serrrr e s smnr e e e e snnnes 21
10.4.3 Cloud service capacity COMPONENt ........ccoocooiiiiicrrerircre e s smr e e e e s e e snnes 22
10.4.4 Elasticity COmMpPonent ... 23
10.5 Protection of personally identifiable information (PIl) content area ..........cccccoccmrrirrriicccinenens 24
10.5.1 Protection of PIl COMPONENt ... cccccecrr e s sssm e e e e e s s s mnn e e e e ee s nnmnnes 24
10.6 Information Security content area ..........cccceiiiiccccir e ——————————— 25
10.6.1 Information Security component ... —————————— 25
10.7 Termination of service content area ...........cccccccimriiiiicccrsrr e 26
10.71 Termination of service component ... ——————— 26
10.8 Cloud service support content area ... 27
10.8.1 Cloud service support COMPONENT ...........ooiiiiiiiiiiiirrr e msn e mnn e e e snaan 27
10.9 Governance CONENt @rea ... e 29
10.9.1 €T o3V 4 o F=T0 Lo =T o o5 0] o ToT 4 T=1 o | 29
10.10 Changes to the cloud service features and functionality content area ...........cccccevveeecernnnnns 30
10.10.1 Changes to the cloud service features and functionality component .............cccccccmrreerennne. 30
10.11 Service reliability content area ... ——————————————— 31
0 T e T 7= o - - | N 31
10.11.2 Service resilience/fault tolerance component ............cccccciimiiiiicccierrrer e ———— 31
10.11.3 Customer data backup and restore component ..........cccccviiniirinnn i ——— 32
10.11.4 Disaster recovery COMPONENT ........cccciiiiiiiiiiiiisis i ss s sss s s s san s saann e saan 33
10.12 Data management content area ...........cccoccerriiirir e ————————— 34
L0 TR 70 B € 1Y 4 =Y o | 34
10.12.2 Intellectual property rights (IPR) component ..........cccciciimiinniims e, 35
10.12.3 Cloud service customer data component ..........ccooo s e 35
10.12.4 Cloud service provider data COMPONENt ........cccciiiiiccciicriir e s e nnne e 36
10.12.5 Account data component ............. e snnnnnnnnnnnn 36
10.12.6 Derived Data COMPONENT .........cccccieciiirr e re s s s sss e e e e s s s s s s smmsn e e e e s sesssssmnen e e e e s sasannnnnenenan 36
10.12.7 Data portability COMPONENt ...t 37
10.12.8 Data deletion COMPONENL ..o e e s s sm s e e e e e e s s s s s s smns e e e eesassnmnnnneneean 37
10.12.9 Data location COMPONENt ...........ooiiiiiiiiiiiir 38
10.12.10 Data examination COMPONENt .........cccoiiiiiiiiiiiiii i —————— 39
10.12.11 Law enforcement access COMPONENT .........occccciiiiiiiiiiinnierr e 39
10.13 Attestations, certifications and audits content area ..........ccccocvciriinii i ———— 39
10.13.1  Attestations, certifications and audits component ................ s 39
7] o1 o = ] 4 41



		2026-06-21T09:54:48+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




