ISO/IEC 11770-6:2016-10 (E)

Information technology - Security techniques - Key management - Part 6: Key

derivation

Contents Page
0 T o o v
0 £ Yo 11T 4 T o R vi

1 1S o o o - 1

2 NOrmative referenCeS ... e s mn e e e 1

3 TermsanddefinitioNS .........cccciiceciiiicerr e s s sn e s s mr s s mr s e e e e e s mn e e nnnnnes 1

4 Symbols and abbreviations ... ————— 3
4.1 83 .4 oo - PSSR 3
4.2 ADBDIreviatioNs ..o ——————— 4
4.3 [NV 0 - 1T o SRS 4
5 Key derivation teChNIQUES ........oooiiiicccccriie et ssrr s e s s nmn e e e e s nmmmn e e e s 4
5.1 1 o 1 N 4
5.2 Types of key derivation fuNCtion ... ——————— 5
5.3 Relationship to key management life Cycle ... 6
5.4 Use of a key derivation function ... 6
6 One-step key derivation fUNCHIONS .........ccoiicii e e 6
6.1 =Y o = | 6

6.2 One-step key derivation function 1 (OKDF1) .......cooiiiiciiiiicrrercccee e seme e 7

6.2.1 L= 3T N 7

6.2.2 2= 0 L] (=Y 0 L= ] 3 o] ¥ L= PO 7

6.2.3 Operation of FUNCLION ... e s s e e e e e s smmn e e e e e e s e s e nnnn 7

6.3 One-step key derivation function 2 (OKDF2) ... 8

6.3.1 7= 4 T - SN 8

6.3.2 ReqUIrements fOor USE ... s s 8

6.3.3 Operation of FUNCLION ... e mn e e 8

6.4 One-step key derivation function 3 (OKDF3) .....cccccciiiiminiiininern s 9

6.4.1 7= T - N 9

6.4.2 ReqUIremMents fOr USE ... it e e sss e e s s snm e e e e e s s mmmn e e e s anmn e e e e s 9

6.4.3 (0 7o T=Y = 1 oY T o 1T T3 4 o o 9

6.5 One-step key derivation function 4 (OKDF4) ..o s sssms e 9

6.5.1 7= 01T - PN 9

6.5.2 ReqUIremMents for USE ... s 10

6.5.3 Operation of FUNCLION ..o ————————— 10

6.6 One-step key derivation function 5 (OKDF5) .......cccccciiimiiniiininiir s 10

6.6.1 = 1T - | 10

6.6.2 ReqUIremMents fOr USE ... cceccrir s cssms e e e s s sms s e e e s s s mmn e e e e e e s e s nmne e e ee s s s snnnne 1

6.6.3 Operation of FUNCLION ... s sn e e e e s e e e e e e e s e mmnns 1

6.7 One-step key derivation function 6 (OKDFB) ........cccccccccmriressmrrincsserersssmressssmr e s ssssme e s ssssmnsessssnns 1

6.7.1 L€ =T 3T 11

6.7.2 ReqUIremMents fOr USE ... cccccecein s s re e e s s s s e e s e s s amn e e e e e e s e n s mmnn e e en s e s nnnns 12

6.7.3 Operation of FUNCLION ... sn e e e s s e e e e e e e s s nnnns 12

7 Two-step key derivation fUNCLioNS ... —————— 12

71 7= 4 =T - 1SS 12

7.2 Key extraction fuNCtion ... ———————— 13



7.21 Key extraction function 1 (KTF1) ...t 13
7.3 Key expansion fUNCLIONS ... 14
7.31 Key expansion function 1 (KPF1) ... e e e e sms e e e s e 14
7.3.2 Key expansion function 2 (KPF2) ... sme e sme e me e e 15
7.3.3 Key expansion function 3 (KPF3) ... cce e e e e e e e 16
7.3.4 Key expansion function 4 (KPF4) ... scccsssse s s s s ss s ssssss s e s s ss s ssmnne s e s e ssnssssmnnnes 17
7.4 TWO-SEEP KDFS ... sms e e e s s s s ss s s e e e e e s s s s mnn e e e e e s s e s s mmnne e e eeses s s snnnnesenssesnnssnnnn 18
7.41 Two-step key derivation function 1 (TKDF1) ... ercccccsecrrr s ssms s e e nmnees 18
7.4.2 Two-step key derivation function 2 (TKDF2) ... 18
743 Two-step key derivation function 3 (TKDF3) ..o 19
7.4.4 Two-step key derivation function 4 (TKDF4) ........ccccoiniiimim s s sssssens 19
Annex A (normative)Objectidentifiers ... 20
Annex B (informative) GUIdanCe ON USE ........cccoieeeiiiircrrrrrrcrerrrssre e s s e e s s sme e s ss s s e s ssssms e e s sssmne e s smsessnssnes 21
=1 0 [T'e T T -1 0] 2/ 23



		2026-07-12T02:35:26+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




