DIN EN ISO/IEC 27037:2016-12 (E)

Information technology - Security techniques - Guidelines for identification,
collection, acquisition and preservation of digital evidence (ISO/IEC 27037:2012)

Contents Page
[T 0 oY== 10 1 0] o =0T o PR 4
oL =V o 4 c S 5
0o o 11 T o) o 6
1 £ o3 o o S 8
2 NOIrMative refEreNCE..... .. se s mme e e s e e s n s an e e e e e sn s s nnmnnns 8
3 Terms and defiNitioNS ... e 9
4 AbDreviated tErMS ... ... e ne e e e e s n e nn e e e e e s an s s nnnnn 1
5 L0 L= - 13
5.1 Context for collecting digital eVidencCe .......cccciiiiniiniinni s ———— 13
5.2 Principles of digital evidence.........cccciiiiinii i ————— 13
5.3 Requirements for digital evidence handling.........cccoeeiiiireciirescsee e 13
LT TR TR €= o 1= - | R 13
L T N1 T [ 1 | 1 7R 14
L TR TR 3 =Y o Y=Y 1 - 1 o111/ O PRR 14
LG T SN & Y= o e Yo 10T o3 | ) 42 14
5.3.5  JUSHIiability oo e 14
5.4 Digital evidence handling ProCesses ..o 15
L g B © 1Y V4 1P 15
5.4.2  1dentifiCatioN.. ... e e e e s nnnn e e e e s 15
LI R T 0 o | 1= e 4 1'e T P 16
L S N o o [T =3 & ' Y o P 16
L T o (=T =Y - 1 o 17
6 Key components of identification, collection, acquisition and preservation of digital
LV =Y T 17
6.1 L0 T 11 T e o V=3 o Yo | 17
6.2 Precautions at the site of inCident..........coo i 18
0720 TR € 7= o 1= - | 18
T =Y =T o1 o - 18
6.2.3 Potential digital eVIidence ... ———————————— 19
6.3 Roles and responsibilities ... —————— 19
6.4 L0 1T 0 To1 =Y o T o 20
6.5 Use reasonable Care ... e n e n s 20
6.6 D Lo T oW 40T 4 1 7= 1o o 21
6.7 T = T T 21
0 TR €= o 1= - | 21
6.7.2 Digital evidence SPECIfIiC ....cccerirrrrisiirirerrrrrrrsrr e rsr s e rs s re e e e e n e ne e nn e e n e nn e nann 21
6.7.3 Personnel SPECIfIC... ..t e e an e e e e e e nnmn e e e e e s 22
6.7.4 Real-time INCIAENTS ... e e e s 22
6.7.5 Other briefing iNfOrmMation ... e ee s mnm e e s 22
6.8 Prioritizing collection and acquisSition ..o 23
6.9 Preservation of potential digital evidence..........ccccouriiiiirincicni 24
L T B © 1= V41 24
6.9.2 Preserving potential digital evidencCe.......c.cccoiiiiiiinci e ————— 24
6.9.3 Packaging digital devices and potential digital evidence.........cccceevmiiiriiinncinnieee, 24
6.9.4 Transporting potential digital evidence.........ccccviiiiiiiiiinnn s ————_— 25



7 Instances of identification, collection, acquisition and preservation ...........ccccceiriicnnniinennn. 26
71 Computers, peripheral devices and digital storage media .........ccccceriiiiiiiiiiicccccceeee, 26
7% P B e 1= o = 3 oY 26
78 7 0 o | =Y 4 o T o 28
708 0 T - X oo 11 = 1 o Y TR 32
714 Preservation ... e 36
7.2 NetWOorked deVICES .....iviiiiiiiiiiiir i n e nn s 36
7.2.1  1dentification ... ————————————————— 36
7.2.2 Collection, acquisition and preservation ... ———— 38
7.3 CCTV collection, acquisition and preservation .........cccccciiriicmiiicic 40
Annex A (informative) DEFR core skills and competency description..........ccccccriiiinniniinnnnnieennnsnee, 42
Annex B (informative) Minimum documentation requirements for evidence transfer ..................... 44

Bibliography ..o ——— 45



		2026-05-11T07:36:35+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




