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Information technology - Guidance for specifying performance requirements to meet
security and usability needs in applications using biometrics

Contents Page
0T =T o '
0o Yo 11T 3 T o vi
1 S o o o - 1
2 Normative referenCes ... e 1
3 BT 4 3= 1 Lo Lo 1= 3 T 4 T Y 2
4 Abbreviated terms ... 3
5 Authentication factors ... —————————— 3
5.1 (0 1YY = 3
5.2 Security and usability of authentication mechanisms ..., 4
5.3 Knowledge-based authentication (PIN, passwords) ..........ccccoimminin e 5
5.31 General description with eXamples ... ——— 5
5.3.2 Security conSIderations ... ————————— 6
5.3.3 Usability considerations .........ccccimmiiii s 7
54 Possession based authentication (tokens, cards) .........cccccccrrrermmrrrcscersss e e e 7
5.4.1 General description with eXamples ... e 7
5.4.2 Security CONSIderations ..........ccccciciriiiiiic s nmn e e e e e e aan 8
5.4.3 LW ET=1 o 11114V eZ 0 4 E=3 o 1= = 14 Lo T30 NS 9
5.5 Personal characteristic based authentication (biometrics) .........cccovommmiiii i 9
5.5.1 General description with eXamples ..o ——————— 9
5.5.2 Security conSIderations ... —————————— 1
5.5.3 Usability considerations .........cccciiiiiiii e ———— 12
5.6 Multi-factor authentication .............oo s 12
5.6.1 7= L= - | 12
5.6.2 Example: token and PIN ... 13
5.6.3 Implementation OPLtioONS ... ———————————— 13
5.6.4 Performance requirements for multi-factor authentication ............ccccccerrriiicciiiincccceeees 14
5.7 Comparing security performance of authentication mechanisms .........ccccccoeeecrirccccennecncen. 14
5.8 Summary comparison of authentication factors .........cccccriiiicicccc s 15
6 Determining biometric authentication security requirements ..........ccccoiiiiineeeneneeeenns 15
6.1 7= 0 1= o | 15
6.2 BUSINESS reqUIrEMENLES ......ccciiiiiieiiiiiir i s m e e 15
6.3 Security-enhancing aspects ... —————————————— 16
6.4 Suitable target figures for false acceptance rates ... 16
6.5 Other considerations in authentication security ..........cccccocveiiiniiinn 16
6.6 Limits of authentication assurance ... 16
7 Determining biometric authentication usability requirements ..........ccccooriiiiiiiiiicniciees 17
71 =Y o 1= - | 17
7.2 Accessibility considerations ..o ———— 17
7.3 B0 o T8 o T o L1 PSSR 17
7.4 Authentication failure rate for authorized users ..........cccoooiriiicccccr e 18
7.5 Ease of use at point of authentication ... ——— 19
7.6 Ease of use for enrolment ... s 19
7.7 Other aspects of usability ........ccccccmiiiiicr e ————— 19



8 Additionalconsiderationsindefiningbiometricsecurityandusabilityrequirements ................ 19
8.1 Organization of reqUIremMEeNts ...........covceciiiiicecie e e sn e e e e 19
8.2 Verification and identification modes of operation ... 20
8.3 Stages of authentication .............ooo e 20
8.4 Authentication assurance and standards ...........cccocooiiiiin e ——————— 21
8.5 Application-specific performance considerations ...........cccccciiiiiiscccscrrr s 21
8.5.1 Performance for business functionality ............ccccccommiiiiicciceiir e 21
8.5.2 Performance for identity proofing and enrolment ..........ccoccriiiiiiiiiccc 22
8.5.3 Performance for identity verification .........ccccovriiciiini e ——————— 23
8.6 Additional security related requirements ...........cccccimii e ———————— 23
8.7 Exception handling ..o 24
8.8 Multi-factor authentication ..o e 24
8.8.1 L= o 1= - | SR 24
8.8.2 Improved discrimination ... ——————————————— 24
8.8.3 Improvements in accesSibility .........ccccccciiiiiiiicccr e ————— 25
8.8.4 Improvements in USADIlItY ......cccceiiiiiicii e 25
8.8.5 Improvements in overall SECUNItY ......cccccciiiiiiiicicicirrr e sms e e s s smne e e e e e s sanmnnes 25
8.9 Dealing with security and usability shortfalls ..........ccccciniiiiiiniii 25
8.10 Hypothetical example of quantitative performance requirements .........ccccccoeiiccmmiiriiiicccienens 26
9 0 LT = L= =Y 27
9.1 L= T - | 27
9.2 Time and attendanCe ... 27
9.3 Physical access CONLIOl ... s s 27
9.4 L0074 0T o101 €= =3 T [ T ¢ SR 28
9.5 Remote authentication ... ———— 29
Annex A (informative) RiSk @SS@SSMENL ......ccccoiiiiicciiceiiiii s s s e e e e e s smn e e e e s nnnnn 31
=71 0 1o o =T ] 13T/ 40



		2026-04-19T19:38:17+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




