ISO/IEC 10181-3:1996-09 (E)

Information technology - Open Systems Interconnection - Security frameworks for
open systems: Access ¢ control framework

Contents Page
1 ST o o - P 1
2 NOIrMAtiVe FefErE@NCES..... .. e e e e e e e e e e e e e e mn e e e e mnn e s 2
21 Identical Recommendations | International Standards ............cccoeeoemiercccnnecccen e 2
2.2 Paired Recommendations | International Standards equivalent in technical content............... 2
3 D 7= 1 411 T T 2
4 X ¢ o =T =1 oo 1= 4
5 General discussion of acCess CONLIOL...........oo i e 4
5.1 Goal Of ACCESS CONIOL ... s mm e e e s e nmn e e e s e e s mnmn e e e e ennnnn 4
5.2 Basic aspects Of aCCESS CONLIOL.......cccoiiiiiccceciriie e ssn e e s sssmn e e e e e e s s mnns 5
5.21 Performing access control fUNCLIONS..........coccciiirccciiiercrr e 5
5.2.2 Other access control aCtiVities .......ccccccerireecririicecer e 7
5.2.3 X O I 0T V= T 1o T 8
5.3 Distribution of access control COmMponeNnts ............ceceeeeemeeimeeemeieeeeemeeeeerr e nennne 9
5.31 INCOMING ACCESS CONLION ..ot s 10
5.3.2 Outgoing aCCESS CONLIOl .......coiiiiii it e s mn e s n s 10
5.3.3 Interposed acCeSS CONION.........cccuiiiiiiiir e 10
5.4 Distribution of access control components across multiple security domains..........cccccevuees 10
5.5 Threats to aCCeSS CONLIO ... —— 10
6 Access control POlICIES .......ccccvemiiiiiiiic e ————————————— 1
6.1 Access control poliCy eXPreSSioN ... e 1
6.1.1 Access control policy categories ... 1
6. 1.2 GroupPs @Nd FOIES........ceeieeiiieeiiiieieieie et e e rere e s e e re e reeeseseeesesearseseasassssessnsnnnsnnnnnnsnnnnnnnnnns 1
6. 1.3 Security 1abels ........coi i ————————————— 1
6. 1.4 Multiple Initiator access control POliCies..........coccooirmiiiiiiiiciir e 12
6.2 Policy Management..........cccceiiiiiiiiiie s 12
6.2.1 LD =T I e T [ o7 1= 12
6.2.2 Administratively-imposed poliCies ..........cccvviiiiiiiiiiirirr s 12
6.2.3 L LS ST =1 =Yoo o Xo ] 11 o = 12
6.3 Granularity and ContainmeNnt ... s snn e e e e s e mnn e e e e e nan 12
6.4 INNEKFILANCE FUIES ... e ee s nn e e e e e anns 12
6.5 Precedence among access control policy rules..........coccviniicmiiniimninn e 13
6.6 Default access control poliCy rules..........ccviciiiicicniii e ————— 13
6.7 Policy mapping through cooperating security domains...........cccccceiiiiimniniiscnin e, 13
7 Access control Information and facilities ........c..oceeiiiiie e 13
71 O SRS 13
711 = o Y O 14
71.2 =T 1= 72 X OSSR 14
713 ACCESS FEQUEST ACH ... sn e e e s s s s e n e e e e s e e s s anne e e e e e e s e nmnne e e eesannnnnnnennes 14
7. I 30 T - - ' Lo - X O SRR 14
715 Contextual iNformation ... e s e 14
7.1.6 QT E= o T o Yo T U 3 T . O 15
71.7 Target-bound ACH .........oo it 15
71.8 Access requeSst-boUNd ACIH ... e e e s s snn e e e e e e n e amnn e e e e e nan 15
7.2 g o (=Y o2 oY o Y O 15
7.21 Access control CertifiCates..........cooiriieriiriiece e e 15
7.2.2 Access coONtrol tOKENS ...t ———— 16



7.3 X o o2 =YL o o 11 o I it~ Lo | 1= 16

7.31 Management related facilities..........cccccciiiiiiiinnc e ——— 16
7.3.2 Operation related facilities..........cooo e 17
8 Classification of access control mechanisSms.............oiii s 19
8.1 L o T LU o2 o) 19
8.2 0 I o T 1 1 20
8.21 =] Lol =T 1 0] = 20
8.2.2 O 20
8.2.3 SuppPOorting MECRANISMS ...t s e e e e e s s s s snmn e e e e e essn s nmnnneenenan 20
8.24 Variations of this SChEME ..........oo e 21
8.3 (0 T o= o 1] 1 K=o 1= 1 4 1= SRS 22
8.3.1 L= 7= T3 Tl (=T 11 =N 22
8.3.2 O S SR 22
8.3.3 ST 7 o7 o XoT g 4 T 4 0= 2 4 =TT =] 5 1= O 22
8.34 Variation of this scheme - Capabilities without specific Operations ...........cccccevcmririiiiiceienns 22
8.4 Label based SChEME...........eieiccerr s e s nmn e s e mmmn e e e e e e s 23
8.4.1 S LT Tl (=T 11 =S 23
8.4.2 0 23
8.4.3 Supporting MEChANISMS ... s 23
8.4.4 Labeled Channels as targets ... s 24
8.5 Context based SChEME........ . 24
8.5.1 BasiC fEAtUIES ... e 24
8.5.2 Y 0 S 25
8.5.3 Supporting MeChaniSMS...........ooiiiii 25
8.5.4 Variations of this SCheME ... e ssnn e e s e mnnns 25
9 Interaction with other security services and mechanisms ..........cccccceiiiiiiieinnceeenee, 25
9.1 AUthenticatioN.......cc e ———————————————— 25
9.2 Data integrity .....cccceiiiiiri i ——————————— 25
9.3 Data confidentiality...........cccciiiiiiiiini i —————————— 26
9.4 2 E T 26
9.5 Other access-related SErviCes....... . 26
Annex A - Exchange of access control certificates among components...........cccccvciiiniinisinniieennnn 27
Rt B [ L Yo 11T T o 27
A.2 Forwarding access control certificates ........cccvvciviiiiiiiiccccccerir s s 27
A.3 Forwarding multiple access control certificates ..........ccocccceceiimiiicccccseeer s e 27
N TR I T T 5 11 o] -t 27
N B2 €= 0 1= = 1 2= 11 o o 28
A.3.3 SIMPLIFICAtIONS ...t s n e e e s s s nmn e e e e s e s s ne e e e e e e ea s nmneeeeeenannnnnne 28
Annex B - Access control in the OSI reference model .......... ... 29
0 1= 4 =1 - TS 29
B.2 Use of access control within the OSI layers ..., 29
B.2.1 Use of access control at the network layer ... 29
B.2.2 Use of access control at the transport [ayer ... 29
B.2.3 Use of access control at the application layer........... i 29
Annex C - Non-uniqueness of access control identities ...........cccuriiiiiciireci e 30
Annex D - Distribution of access control COMPoONENts...........cccccciiiiiiicciisinn e e 31
D T 7 o =Y o2 £ o] 1= o (=Y = o 31
[0 2. =T 03 T4 Uo I T T Yo 1o 4 T 31
D.3 Interactions among access control COMPONENLS .........cccccciiririrrrrssrssssssss s s s sssssnssssssnnsnsnns 32
Annex E - Rule-based versus identity-based poliCies ........cuuummmmmmmmmimmmmmmmmmmsemmseseseesssesssssssssesssssssssssssssssenee 34
Annex F - A mechanism to support ACI forwarding through an initiator............cccccvvvieniiiiicniiniicninnaes 35
Annex G - Access control security service outline..........ccccceiiiiniiii e —————— 36



		2026-06-21T22:45:06+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




