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Contents Page
0T =T o v
L T 11T T o vi
1 £ o - PSS 1
2 Normative referenCes ... e 1
3 Terms and definitioNs ... 1
4 Symbols and abbreviated terms ... ————————— 3
5 Converting between bit strings and integers ........ccccoriiiiccciiiinr e 5
6 Yo [T = 4 L= o 5
7 Model for signature and verification ProCesSes .........ccccvvmrrimriiiiccsssemrrr e 7
71 (7= T - 7
7.2 ST Lo [ 11T TR T 44 L= T T o - 7
7.21 L0 Y=Y S 7
7.2.2 Message allocation ... ——————————— 7
7.2.3 Message representative production ... 8
7.2.4 Signature ProducCtion ... —————————————— 8
7.3 Verifying @ SIgNAtUre .........ccccciiiiiiiiccccecirrr s csssse s e e s s s s s r e e e s ss s amnn e e e e e se s s mnneeeesnnssnnnnenenees 8
7.31 L0 Y= T 8
7.3.2 ST T E=Y 0T =3 o 1= o 11 T R PSP 8
7.3.3 1T L= ST=T= T L= =T 03T o 8
7.3.4 MesSSage aSSEMDBIY ... ——————————————————— 9
7.4 Specifying a signature SCheMe ... s mn e nnnns 9
8 Digital signature scheme 1 ... ———————_—— 9
8.1 (= T - 9
8.2 T = T3 1= (=Y 9
8.21 ModUulus [E€NGLN ... ———————————— 9
8.2.2 B L= 11 LY o 1= (e I e ] 4T 4 - PSSR 10
8.2.3 L0 T o - T 1 SR 10
8.3 Message representative production ... 10
8.3.1 L B T T g Yo TR0 LY 0 LT3 Vo - 10
8.3.2 o .4 -1 1 T R 10
8.4 =TT T = =T 0N oY o 1
9 Digital signature scheme 2 ... —————————— 12
9.1 = T - 12
9.2 T = T3 1= (=Y 12
9.21 Modulus [E€NGLH .....coiiie i ——————————— 12
9.2.2 Salt IeNGth ... ———————— 12
9.2.3 B2 11 C5Y o 7= [ I e ] 4T 4 PSSP 12
9.24 L0 T o - T 1 S 13
9.3 Message representative production ... 13
9.31 Hashing the MeSSAQe .......cccciiiiiiiiiiiirrrirrr e e e e s e ensannsnsnenas 13
9.3.2 oY .4 -1 1 T R 13



9.4 LTS T T= oY o o3 13

10 Digital signature scheme 3 ... ———————— 14
Annex A (normative) ASN.1 MOodUle ..o ————————— 15
A1 L= o 1= TP 15
A.2 Use of subsequent object identifiers ..........cccovvmiiiiiiccccccrr e 17
Annex B (normative) Public key system for digital signature ...........cccccccmmmiiiiicccrcerin s 18
B.1 Terms and definitioNS ... 18
B.2 Symbols and abbreviations .........ccccciii s ——— 18
B.3 Key ProducCtion ........coiiciiiiiiiri i 19
B.3.1 Public verification eXponent ... 19
B.3.2 Secret prime factors and public Modulus ... —— 19
B.3.3 Private signature eXponent ... —————————— 20
B.4 Signature production fuNCtion ... ———— 20
B.5 Signature opening fFUNCLION .........oooiiiicciicii e n e s e samn e e e e e s s nnnn 20
B.6 Alternative signature production fUNCtion ... ————— 21
B.7 Alternative signature opening fuNCtion ... ————— 21
Annex C (normative) Mask generation fuNCioN .........cccooo i s 22
C.1 Symbols and abbreviations .........ccccoiii e ——— 22
C.2 =T o LT =Y 4 =T o 22
C.3 SPECIHICALION ... e e e 22
C.31 T =T 0= (=T 22
C.3.2 Mask generation ... ————————— 22
Annex D (informative) On hash-function identifiers and the choice of the recoverable length of the
001277 Vo = 23
Annex E (informative) EXamPIES ........cooiicciiciiimiiiiiccccssmesss s ssssssssssses s s s sssssssssssss s e s s ssssssssssssssnsssssssnnenssssssnsnnn 24
E.A Examples with public eXponent 3 ... ———— 24
E1.1 Example of key production ProCess ... s 24
E.1.2 Examples with total reCovery ... ——— 25
E.1.3 Examples with partial reCOVery ... 31
E.2 Examples with public eXponent 2 ... 38
E.2.1 Example of key production ProCess ... s 38
E.2.2 Examples with total reCOVErY ... 38
E.2.3 Examples with partial reCoVery ... —— 44
=1 o7 [T Yo = T o 17/ 53



		2026-07-09T12:22:40+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




