ISO/IEC TR 15446:2009-03 (E)

Information technology - Security techniques - Guide for the production of Protection
Profiles and Security Targets

Contents Page
0= o vii
0 T 11T T o viii
1 £ o - PSS 1
2 Normative referenCes ... e 1
3 Terms and definitioNs ... 1
4 ADDBIreVIatioNs ... nnnnnnnnn 1
5 Purpose and structure of this technical report ... 2
6 An overview of PPS and STS ..o rere s s s ssne s s sms s s ssms s 3
6.1 INErOAUCEION ... 3
6.2 T o 1= o T 3
6.3 The use Of PPS @nd STS ... s e s 3
6.3.1 o Yo 11T o) 3
6.3.2 Specification-based purchasing ProCesses ... 4
6.3.3 Selection-based purchasing ProCeSSES ........oiiiiiiiiiirmiiriiii s 7
6.3.4 Other USES OFf PPS ... mn s e e 8
6.4 The PP/ST development PrOCESS ........oiiiiiciiirmiiriiiiiissne s sssms s sssms s e s s smmmne e s s sanan 9
6.5 Reading and understanding PPs and STS .......ccccciciiiiiiiiisnmmrmnnsinssssssssssssesesssssssssssssssssssssssssssssnns 9
6.5.1 INErOAUCEION ... 9
6.5.2 Reading the TOE OVEIVIEW .......cciiiiiiiicciieciiiniisssssssssmessssssssssssssss s s e s ssssssssssssssssessassssssmsssnseassssnnnns 10
6.5.3 Reading the TOE deSCHPLioN .......c.occ it iccccsecr s sssesr e e s s ssmsr e s e e e s s mmn e e e e ee s mnnns 1
6.5.4 Security objectives for the operational environment ... 12
6.5.5 Reading the conformance Claim ... e s smn e e e e s s annns 12
6.5.6 Conformance to Protection Profiles ... s 13
6.5.7 EALs and other assSuUrancCe iSSUES .........ccciiiiiiiiiiiismmriri i ssms e sssms s s mms e e s e smnnns 13
6.5.8 T 1] 14T T 14
6.5.9 Further reading ... ———— 15
7 Specifying the PP/ST introduction ... sscccscerre e sssser e e ss s smsnn s e e e s sssnsnns 15
8 Specifying conformance Claims ..........cccccciiiiiiiiccciecrrr s e snn e nn e 15
9 Specifying the security problem definition ..........cccceiiiiicccii e 16
9.1 INErOdUCEION ... 16
9.2 Identifying the informal security requirement ..........cccco i —— 18
9.21 1011 o T LW § Lo o PP 18
9.2.2 Sources of iINformation ..........ooooiiiiii s s s s s s s e e e e nennnen 18
9.2.3 Documenting the informal requirement ... ——————— 20
9.3 How to identify and specify threats ........ccccccoiiriiiiinni s —— 21
9.3.1 011 o T LW T2 § Lo o PP 21
9.3.2 Deciding on a threat analysis methodology ... 21
9.3.3 Identifying partiCipants ..........ccccciiiiiiccciecir e e e annne 22
9.3.4 Applying the chosen threat analysis methodology .........ccccccc s 26
9.3.5 Practical adVICe ......ccccceiiiiiiiiieiir e 27
9.4 How to identify and Specify POLICIES ....ccccceviiccciiceiriiis s sme e 28



9.5 How to identify and specify assumptions ..........ccccciiiimiin s 29
9.6 Finalising the security problem definition .........ccccoiiiiiiiic 31
10 Specifying the security obJectives .........cccciiiinii e ———————— 32
10.1 L Yo 11T o) 32
10.2 Structuring the threats, policies and assumptions ... s 34
10.3 Identifying the non-IT operational environment objectives .........ccccccomiiriiiccciccernrn e 34
10.4 Identifying the IT operational environment objectives ........cccccoovcceirriiiiiiccccccecere e 35
10.5 Identifying the TOE ObJECLIVES .....ccccccceciiiiiiicccccsccrre e e s sssn e s e s sann e e e e e e s nnmmnnes 36
10.6 Producing the objectives rationale ... —— 39
1 Specifying extended component definitions ........ccccccvvcccccerine s ————— 40
12 Specifying the security reqUIreMENtSs .......ccccceiiiiiciiiiirii s 43
121 L Yo 11T o) 43
12.2 The security paradigms in ISO/IEC 15408 ............cccovimminimmminsr s 45
12.2.1 Explanation of the security paradigms and their usage for modelling the security
FUNCHIONALILY ..ooiiieiii i ———————————— 45
12.2.2 Controlling access to and use of resources and objects ..........ccccoviiiriinnis . 45
12.2.3 User Management ..o s 49
12.2.4 QIO === o 1= 1 o o PR 50
12.2.5 Securing COMMUNICALION ........eeiiiiiiiiicc e s e s s sser e e e e se s s s mnnn e e e e e e s s s snnnneennnnnnen 51
12.2.6 £ Y=Y o3 ] 1= 0 ' L1 S 52
12.2.7 Architectural reqUIremMeNnts ... 53
12.3 How to specify security functional requirements in @a PP or ST .......ccccciiiicccccecmrennnssccneeens 54
12.3.1 How should security functional requirements be selected? .........ccccoviiiiiiiniicceeenn 54
12.3.2 Selecting SFRs from ISO/IEC 15408-2 .........ccccciiieiierisrsrerssssreessssseesssssssesssssnsesssssnsesssssnsessnsnes 57
12.3.3 How to perform operations on security functional requirements .............cccoooiiiiiiiiiiiciiiienns 59
12.3.4 How should the audit requirements be specified? ... 61
12.3.5 How should management requirements be specified? .........ooo i 62
12.3.6 How should SFRs taken from a PP be specified? ... 63
12.3.7 How should SFRs not in a PP be specified? .......ccccviiccirmmiiiiiinsccccscerre s e s 63
12.3.8 How should SFRs not included in Part 2 of ISO/IEC 15408 be specified? ......c.ccccceveeccicneennns 64
12.3.9 How should the SFRs be presented? ..........ccccciiiiiiiiiccciseerrre s sssssere e s sssss s e e s sssssssnnnes 64
12.3.10 How to develop the security requirements rationale ............ccccciiiiiiiiiiinrsisn s 65
12.4 How to specify assurance requirements in @ PP or ST ... iccccecrinnnssccssees e ssssssseeees 66
12.4.1 How should security assurance requirements be selected? .........ccccoomriiiiccccierree e cccccsneeens 66
12.4.2 How to perform operations on security assurance requirements ...........cccocciiiicmmnriiiccsinenns 67
12.4.3 How should SARs not included in Part 3 of ISO/IEC 15408 be specified in a PP or ST? ..... 67
12.4.4 Security assurance requirements rationale ...........cccocvviiiini s ——— 68
13 The TOE summary specification .........ccccciiiniiinnni s, 68
14 Specifying PP/STs for composed and component TOES .......c..ccooiiciiiemnnininccccseneene s 69
14.1 L0 oY 0T o o X1 IR0 10 ] 69
14.2 L0074 o T T4 1= o 1 0 10 1 SN 72
15 LT oYY o3 = L = L= SN 72
15.1 Low assurance Protection Profiles and Security Targets .......ccccccvvcccieimmininccccseceenssssscsneeens 72
15.2 Conforming to national interpretations ... ————- 73
15.3 Functional and assurance PaCKages ..........ccccccccrrrsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnsnss 73
16 Use of automated tOOIS ... s 73
Annex A (informative) Example for the definition of an extended component .............ccccvciiiiiiciiiiiinnns 75
L T0 o1 1T T T o 1 N 78
L = 79



		2026-05-13T15:19:24+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




