E DIN EN 40000-10:2026-06 (E)

Erscheinungsdatum: 2026-05-22

Essential cybersecurity requirements for products - Part 10: Products with digital

elements used in identity management systems and privileged access management
software and hardware, including authentication and access control readers,
including biometric readers; English version prEN 40000-10:2026

Contents

L D010 g0 0 E ) 00 (00 Wk 0 o . 6
0 000 o001 11 U0 0 . 7
1 Y 0 8
2 \VO) @ 0B U A =) ) 4 L 11
3 Termes, definitions, symbols and abbreviated terms ........———————— 12
31 Terms and defiNitions ... —————————————————— 12
3.2 Symbols and abbreviated teIrmsS.......mmm s ———————————— 17
4 50 (010 Lot 0] 4 . ¢ 18
4.1 Product fUNCHIONS. ..o e e 18
4.2 50 (0 X0 L0 Lot 2D ool 0 0L oD . 18
4.3 Operational eNVIrONMENT ... s sssssasasasass 19
2 700 S 001 0T L1 Ut ) 19
4.3.2 General DeSCriPlion ... e 19
4.3.3 CONNECUIVILY ASPECES.uiisismsmsamsmssssssssmssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssassssssssssssssssnsssssassnssssnses 19
4.4 Distribution of Security FUNCHONS. ... sssssssssssssssssssasasasss 20
4.5 LT 20
4.6 Use Cases and Security profiles...... s 20
5 Requirements 0N Products.......csssssssssssssssssssssssssssssssassssssssssssssssssssssssssasasasasass 24
51 Introduction - Technical Guidance and Security Analysis.......uu————— 24
LS T 7 1 1) 1 24
5.1.2 Requirement [REQ-TGSA-O01]...cccccummssmsmsmsmsmsmsssssssssssssssssssasassssssssssssssssssssssssssnsasasasssssssssssssssanss 24
5.1.3 Requirement [REQ-TGSA-002]....ccccommruresnmsssmsmsmsmsssssssssssssssssssasassssssssssssssssssssssssssnsasasassssssssssssssssnss 24
5.1.4 Requirement [REQ-TGSA-003]..ccccccurmssussismsmsmsmsssssssssssssssssnssssssssssssssssssssssssssssssasassssssssssssssssssssas 24
5.1.5 Requirement [REQ-TGSA-004]...cccccummrusussisismsmsmsssssssssssssssssnssssssssssssssssssssssssssssssnsassssssssssssssssssasas 25
5.1.6 Requirement [REQ-TGSA-005]....ccccummmsmnmsmsmsmsmsmsmsssssssssssssssssssassssssssssssssssssssssssssssasasassssssssssssssssnss 25
5.1.7 Requirement [REQ-TGSA-006]......ccoummmmmmmsmssmsmsmsmsssmssssssssssssssssssssssssssssssssssssssssssssssssssasasssssssssssss 27
5.2 No known exploitable vulnerabilities ... ————— 27
5.2.1 Requirement [REQ-KEV-001] ......ccoummmmmmsmmmsmsssmssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssss 27
5.2.2 Requirement [REQ-KEV-002] ......ccommmmmmmmmmmsmmmmmmsmsmsmssssssssssssssssssssssssssssssssssssssssssassssssssssss 28
5.2.3 Requirement [REQ-KEV-003] .......ccoummmmmmmmmmsmssmsssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssss 28
5.2.4 Requirement [REQ-KEV-004] ......ccoummmmmmmmmmsmsmsmssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssss 28
5.2.5 Requirement [REQ-KEV-005] ......ccommmmmmmmmmmmmmmmsmssssssssssssssssssssssssssssssssssssssssssasasssssssssss 28
5.2.6 Requirement [REQ-KEV-0006] .......cccummmmmmmmmmmmsmmmsmmssssssmsssssssssssssssassssssssssssssssssssssssssssasasssssssssss 29
5.2.7 Requirement [REQ-KEV-007] .....ccocummmmmmmmsmmmmsssssmssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssss 29
5.2.8 Requirement for the basic security profiles [REQ-KEV-008]........cccoousmrsmsmsnsssssnsssnsnsnsnsass 29
5.2.9 Additional requirement for the substantial security profiles [REQ-KEV-009] ............ 29
5.2.10 Additional requirement for the high security profiles [REQ-KEV-010] ......cccceessurerenennnas 29
5.2.11 Additional requirement for the high security profiles [REQ-KEV-011].......cccccssururururans 30
5.3 RYTut b Lo ) A U e 30
5.3.1 Requirement [REQ-SBD-001] ......cccommmmmmmmmmmmmsmsmssssssssssssssssssssssssssssssssssssssssssssssssssssssssasasssssssssssss 30
5.3.2 Requirement [REQ-SBD-002] ......ccoummmmmmmmmmmmsmsmsmsmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 30
5.3.3 Requirement [REQ-SBD-003] .....ccocoummmmmmsmsussmsmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssess 30



534
5.3.5
5.4
5.5
5.5.1
5.5.2
5.6
5.6.1
5.6.2
5.6.3
5.7
5.7.1
5.7.2
5.7.3
5.8
5.8.1
5.8.2
5.8.3
5.9
5.9.1
5.9.2
5.10
5.10.1
5.10.2
5.10.3
5.104
5.10.5
5.11
5.11.1
5.11.2
5.12
5.12.1
5.12.2
5.13
5.13.1
5.13.2
5.13.3
5.13.4
5.14
5.14.1
5.14.2
5.14.3
5.14.4
5.14.5
5.14.6
5.14.7

6

6.1
6.2
6.2.1
6.2.2
6.2.3
6.2.4

Requirement [REQ-SBD-004] .....cccoucsmmummmmmmsmsssmsmssmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssss 31
Requirement [REQ-SBD-005] ....ccoormrmnmnmsmsmsssssmmmsmsssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssssssaes 31
Secure updates - Requirement [REQ-SU-001] ......ccouusrsmsmmmsmsmsssssssmssmsssssssssssssssssssssssssssssssssans 31
Authentication and access CONLIOL ... ——————————— 31
Requirement [REQ-AC-001] ....ccomumsmrmrmsmsmsmsnssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssaes 31
Requirement [REQ-AC-002] ....cccurrrimimsmmmsmnmsmsssmsmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssses 31
Integrity and Confidentiality ..o ——————— 32
Requirement [REQ-CON-001]....cccocrsmnmmmmmmmsmsssmsmmsmsmsmsssssssmsssssssssssssssssssssssssssssssssssssssssssssassssssssssess 32
Requirement [REQ-CON-002]......ccuouomnmsmsmsmsmsmsmsssmsnsssssssssssasssssssssssssssssssssssssssssssssssssssssssssssssnsasasasas 32
Requirement [REQ-CON-003]....ccccurnrnmsmsmsmsmsmsmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasasasas 32
Data MiNIMiSAtiON ... 32
Requirement [REQ-DM-001] ...ccccocscimnmmmmmsmsmsssmsmssmsmsmssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssess 32
Requirement [REQ-DM-002] ......ccuorersmsmsmsmsmsmsmsssmsssssssssssssassssssssssssssssssssssassssssssssssssssssssssssssnsasasasas 33
Requirement [REQ-DM-003] ....cccocvimnmmmmsmsmsmsmsmmmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssess 33
Availability Protection ... —————————————— 33
Requirement [REQ-AP-Q01].....ccoirmrsmsmsmsmsmsmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsasasasas 33
Requirement [REQ-AP-002].....ccuirmmsmsmsmsmsmsmsmsmsmssssssssssssssssssssssssssssssssssssassssssssssssssssssssssssssssasasasas 33
Requirement [REQ-AP-003].....ccccurimnmnmmmnmsmsmmsmmsmsmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssess 33
Impact minimisSation ... ———————_—_——_ 34
Requirement [REQ-IM-001] .....cccuonmnmmmmmmmsmsmsmsmsmsmssssssssssssssssssssssssssssssssmsasassssssssssssssssssssssssssnsasasasas 34
Requirement [REQ-IM-002] ......ccocoumsmmminmsmsmsmsmsmsssssssssssssmsmssssssssssssssssssssssssssssssssasasasssasssssssssssssssans 34
Minimisation of attack SUIfaCES ... s 34
Requirement [REQ-MAS-001] ...ccooummmmmmmsmmsmsmsmmsmsmsssssssssmssssssssssssssssssssssssssssssssssssssssssassssssssssssases 34
Requirement [REQ-MAS-002] .....ccocurmmmmsmsmsmsmsssssmsssmssssssssssssssssssssssssssssssssssssssasasassssssssssssssssssssns 34
Requirement [REQ-MAS-003] ....ccccuurmmmmsmsmsmsmsmsssssmssssssssssssssssssssssssssssssssssssssssssasasasssassssssssssssssssns 35
Requirement [REQ-MAS-004] .....cccoummmnmmmsmsmnmsmmmmsmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssases 35
Requirement [REQ-MAS-005] ... sssssssssssssssssases 35
Exploitation mitigation mechanisms........——————— 35
Requirement [REQ-EMM-001] ....ccccconmnmmmmmsmsmsmsmmmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssess 35
Requirement [REQ-EMM-002] .....cccconmmmmmmsmsmsmsmmsmsmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssess 35
Logging and MONILOTING ... sns 36
Requirement [REQ-LOG-001] ....cccuouomomsmsmsmsmsmsmsmsmsmsmssssssssssssssssssssssssssssssssassssssssssssssssssssssssssnsasasasas 36
Requirement [REQ-LOG-002]....cccccocimnmmmmmmmsmsmsmsmmmsmsmsssssssmsssssssssssssssssssssssssssssssssssssssssssssasssssssssssess 36
Data removal and tranSParenCy....mm——————————————— 36
Requirement [REQ-DRT-001].....ccccourmsmsmsmsmsmsmsmsssmsnssssssssssssssssssssssssssssssnsssasassssssssssssssssssssssssssasasasas 36
Requirement [REQ-DRT-002]......cccccomnmmmmmsmsmsmsmsmsmssssssssssssssssssssssssssssssssssasassssssssssssssssssssssssssnsasasasas 36
Requirement [REQ-DRT-003]...cccuummmmummmmsmsmsmssssssssssssssssssssssssssssssssssassssssssssssssassssssssssssssassssssssssss 37
Requirement [REQ-DRT-004]....ccccuummmmmmmsmsmsmsmssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssassssssssssss 37
Vulnerability handling........cccossssssssssss s 37
Requirement [REQ-VH-001] .....ccouiiimmsmsmsmsmsmsmsmsmsmssssssssssssssssssssssssssssssmsssassssssssssssssssssssssssnsasasasas 37
Requirement [REQ-VH-002] ....cccoommmmmnmsmsmsmmmmmsmsmsssssmsmsssssssssssssssssssssssssssssssssssssssssssssssssssssssassssass 37
Requirement [REQ-VH-003] ....ccconmmmmmmmmmsmsmmmmmsmsmssssmssssssssssssssssssssssssssssssssssssssssssssssssssssssassssaes 38
Requirement [REQ-VH-004] .....ccccuuiimmsmsmsmsmsmsmsmsmsmssssssssssssssssssssssssssssssssssassssssssssssssssssssssssssasasasas 38
Requirement [REQ-VH-005] ...cccconmmmnmsmsmsmsmmsmmsmsmsssssmsissssssssssssssssssssssssssssssssssssssssssssssssssssssssassssaes 38
Requirement [REQ-VH-006] ......cccououmsmrmmmsmsmmmsmsmsssssssmsmssssmsssssssssssssssssssssssssssssssssssssssssssssssssssssassssass 38
Requirement [REQ-VH-007] ...ccccoviiimmsmsmsmsmsmsmsmsmsmssssssssssssssssssssssssssssssmsssassssssssssssssssssssssssnsasasasas 38
Conformity assessment against the normative requirements.........cooumsmsmsssesesssnnns 40
0000010 11 U 0 40
Conformity assessment against the normative requirements.........ccoounmsmsmsmnssssssssens 43
Technical Guidance Requirements (5.1) ... 43
Security Analysis and Security Profile Level Requirements (5.2) .....ccouvcsmnmmsmsmssssssssanans 52
Secure-by-Design Requirements (5.3) ... 56
Cybersecurity Analysis Requirements (5.4) ... 71



6.2.5 Vulnerability Management Requirements (5.5) ... 75

6.2.6 Security Profile Requirements (5.6) ....c.cuummmmsimmmsmsmsmsssssssssssssssssssssssssssssssssssasaes 81
Annex A (informative) Hardware Products ... 84
Annex B (informative) Software pProducts......sssssss——mns 87
Annex C (informative) Physical access control system ... 90
C1 General architecture of @ PACS ... ssssssssas 90
C.2 Detailed description of subsystems containing products..........——, 90
C.2.1 Opening and locking devices including on/off-line connected locks........cccuururermsesnsnsases 920
C.2.2 Reading MOAUIES.......commrmnmnmsmsmsmsnssssssssssssssssss s e asasasasses 920
C.2.3 Local processing UNit.....ssssssssssss s 91
C.2.4 Door and I/O MOAUIES.......cucimmmsmsnsssssss s s 91
C.2.5 Centralized access MANAGEMENL ......coceermrmrmsrsmsmsmsmssssssmsssssssssssmsssssssssasssssss s asasasasssssses 91
O T DT ol 4 L) £ Lo . 92
Annex D (informative) Identity management SYStemM ......counmnmsssmsmssmsmsssssssssssssssssssssssssssssssss 93
D.1 General architecture of an IDMS ... —————— 93
D.2 Detailed description of subsystems containing Products......... 93
D.2.1 Identity repositories and directory SEIVICES ... 93
D.2.2 Identity enrolment and provisioning COMPONENLS ........ccumsimsmsmsmsssmsmsssssmssssssssssssssssses 93
D.2.3 Authentication SEIVICES ... s sssssssssssssasasasassssnsns 94
D.2.4 Authorization and policy management SEIVICES .......cummsmsmsmsmsmssssssssssssssssssssssssssssses 94
D.2.5 Governance, audit, and compliance COMPONENLS........coummsmsmmmsesmsmsmsssmsssmssssss———— 94
D.2.6 User interfaces and self-Service toolS......n—————— 94
Annex E (normative) Threat levels and severity levels of the security analysis........cccuussseneae 95
Annex F (informative) Security problem definition........co. 97
F.1 B4 1 T2 L, 97
F.2 3 10 T 97
F.3 Description of the technical operating environment ...........cou———— 97
F.4 ASSets t0 De Protected ... ————————— 97
F.5 B 1) Q= 97
F.6 SECUTILY fUNCLIONS ...t s 97
F.7 TRIEAtS COVETAZE.....cocimrermrmsisismsmsmsnsassssss s ssss s s s s e p AR R AR AR AR AR AR R R e RS 97
Annex G (normative) Product interfaces......u s 98
Annex H (informative) Product communication protocols ... 101
Annex I (normative) Attacks rating methodology ........c————— 102
Annex ] (informative) Cryptographic specifications proposed document structure........... 105
J1 General description of the Product .........——————————————— 105
].2 LG VAT Y (] (UL oD 105
]J.3 List of the cryptographic dependencies.........coummsmnisssmssssss 105
].4 Mapping between the security functions and the cryptographic mechanisms......... 105
]J.5 Detail of the cryptographic mechaniSms........co————— 105
Annex K (normative) Cryptography ... 106



K.1 State of the Art Cryptography (CRY-SOTA) .....ccccommmmmmmsmsmsmssssssssssssssssssssssssssssssssssssssssssssasass 106

K.1.1 REQUITEIMENE . c.ciiiitsursmsmssssnsssmssssssssssssssssssssssssssssssssssssnsssssssssssssssssssssssssensssssssnsss sesssansssnsss sessssssssnssssnssnsas 106
K.1.2 ASSeSSMENT Criteria cuiimsmsursrnsmsersmmsnssssmsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssanssssssasssssssassssas 106
K.2 (000374 01030 73 | L 108
K.2.1 REQUITEIMEINIE . 1ciuiiuseisnssssssismsssnssssssssanssssssssssssssssssssssssssnssssssssassssnsss sesssassssnsss sessssssssnssssnsssnssssnnssansssnssssnns 108
K.2.2 ASSeSSMENT Criteria. i mmimimnismnssnismssssisssssissssssnssssssssssssssssssssnssssassnssssnssnssssnssnssssnssssnssnssnsnssnsns 109
Annex L (normative) RISK FeZiStIY ... 111
Annex R (normative) Additional provisions for products relying on remote data processing

SOIULIONS (RDPS) ... smsmsmsssasss s s sssssssssssssmsssasasassssssssssssssssssnsssasasasas s s s s ssssssansnsasasass 124
R.1 Scope & APPLICADILILY ..o 124
R.2 RDPS as a product-boundary eXtenSion ... 124
R.X Standard-specific identification of RDPS-dependent functions, RDPS interface(s), and

2 D) S 125
R.X.1 RDPS-dependent product functions......mmmmmsssssssssssssssss 125
R.X.2 RDPS INtEIrface(S) ...cccusrsrsmsmsmrmsmsmsmsssssmsmsssasassssssssssssssssssssssssssasassssssssssssssssssssnsssasasassssssssssssssssssssnsnsasasass 125
R.X.3 RIDPS(S) utuseesrsssssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss e s ssssssss se s ssssssssss s s ssssssssussssesssssssnnaes 125
R.3 Threat Model....... s sssassssssssssssssssssssssasssssssssssmsassesnsassssnsassnsnsn 126
2 200 T 7Y 1 1) i 126
L 0 X 126
R.3.3 Threat CatalOZUe ... 126
R.3.4 Assets © Threats MapPPINg ... —————————— 128
R.4 Security REQUITEIMENTES ......ccoiiiimsmsmsnsmsssmismssssssssssssssssssssssssssssssssssssmssssesssasssssssssssssssssssssassssmsssssnssasas 128
2 Y 5 1) o 128
R.4.2 Local product side reqUIrements........ccoommsmsmsmsmsmsmsmsmsmssssssssssssssssssssssssssssssssasasassssssssssssssssssnss 129
R.4.3 RDPS Side reqUIremMents. ... sssssssssssssssssssssssssssssssssassssasas 133
R.4.4 Threats & Requirements MappPing......cmsmmsssssssssssssssssssssssssssssss 137
R.4.5 Mapping of CRA Annex I to Annex R requirements ... 138
R.5 Security controls and mitigation guidance for RDPS requirements (informative)........ 141
2 B 7Y 4 1) o 141
R.5.2 Controls catalogue for REQ-RDPS-L-001 .......ccounnmmmmmmsmmsssssssssssssssssssssssssssssssssssaes 141
R.5.3 Controls catalogue for REQ-RDPS-L-002 .......cccounmmmmmmmsmmmsmmsssssssssssssssssssssssssssssssaes 141
R.6 CONfOrmity aSSESSIMENT ......iciirsmsmsmsmsmsmsmsmsmssssssssssssssssssssssssssssssssssssssssassssssssssssssssssssssssssassssssnssnsnsnsnsnns 141
2 TR0 B 7Y 3 1) o 142
R.6.2 Conformity assessment for REQ-RDPS-L-001........ccccommmmmmnmnmmmmmmmsmssssssssssssssssses 142
R.6.3 Conformity assessment for REQ-RDPS-R-001 ... 143
R.6.4 Conformity assessment for REQ-RDPS-R-004 ... 144
Annex ZA (informative) Relationship between this European Standard and the essential

requirements of Regulation (EU) 2024 /2847 (CRA) aimed to be covered................. 147
L2310) 10 o301 0] 4 149



		2026-06-27T10:18:15+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




