
 

   - 1 -

DIN EN 13321-2:2007-01 (E) 
 
 
Open data communication in building automation, controls and building 
management - Home and building electronic systems - Part 2: KNXnet/IP 
Communication; English version EN 13321-2:2006 
 
 
Inhalt            Seite 
 

Foreword .............................................................................................................................................................4 
Introduction.........................................................................................................................................................5 
1 Scope......................................................................................................................................................7 
2 Normative references............................................................................................................................8 
3 Terms and definitions ...........................................................................................................................8 
3.1 subnet.....................................................................................................................................................8 
3.2 Engineering Tool Software (ETS) ........................................................................................................8 
3.3 Host Protocol Address Information (HPAI).........................................................................................8 
3.4 communication channel .......................................................................................................................8 
3.5 KNX node ...............................................................................................................................................9 
3.6 KNXnet/IP server ...................................................................................................................................9 
3.7 KNXnet/IP client.....................................................................................................................................9 
3.8 KNXnet/IP devices.................................................................................................................................9 
3.9 KNXnet/IP router....................................................................................................................................9 
3.10 Time To Live (TTL).................................................................................................................................9 
3.11 KNXnet/IP Tunneling.............................................................................................................................9 
3.12 Internet Control Message Protocol (ICMP) .........................................................................................9 
3.13 Internet Group Management Protocol (IGMP) ....................................................................................9 
3.14 IP channel.............................................................................................................................................10 
3.15 communication channel .....................................................................................................................10 
4 Symbols, abbreviations and acronyms.............................................................................................10 
4.1 DHCP.....................................................................................................................................................10 
4.2 DNS .......................................................................................................................................................10 
4.3 EIB.........................................................................................................................................................10 
4.4 IP ...........................................................................................................................................................10 
4.5 KNX .......................................................................................................................................................10 
4.6 TCP/IP ...................................................................................................................................................10 
4.7 UDP/IP...................................................................................................................................................10 
5 Requirements.......................................................................................................................................11 
5.1 Clause 1: Overview..............................................................................................................................11 
5.1.1 KNXnet/IP Document Clauses............................................................................................................11 
5.1.2 Mandatory and optional implementation of IP protocols................................................................12 
5.1.3 Security considerations......................................................................................................................14 
5.2 Clause 2: Core .....................................................................................................................................16 
5.2.1 Scope....................................................................................................................................................16 
5.2.2 KNXnet/IP frames ................................................................................................................................17 
5.2.3 Host protocol independence..............................................................................................................18 
5.2.4 Discovery and self description ..........................................................................................................20 
5.2.5 Communication Channels ..................................................................................................................21 
5.2.6 General implementation guidelines...................................................................................................24 
5.2.7 Data Packet structures........................................................................................................................28 
5.2.8 IP Networks ..........................................................................................................................................42 
5.2.9 Certification..........................................................................................................................................47 
5.3 Clause 3: Device Management Specification ...................................................................................48 
5.3.1 Scope....................................................................................................................................................48 
5.3.2 KNXnet/IP Device Management .........................................................................................................49 



 
 
- 2 - 

5.3.3 Implementation rules and guidelines ............................................................................................... 59 
5.3.4 Data packet structures ....................................................................................................................... 61 
5.3.5 Certification ......................................................................................................................................... 63 
5.3.6 Clause 4: Tunneling............................................................................................................................ 64 
5.3.7 Tunneling of KNX telegrams.............................................................................................................. 65 
5.3.8 Configuration and Management........................................................................................................ 69 
5.3.9 Data packet structures ....................................................................................................................... 69 
5.3.10 Certification ......................................................................................................................................... 72 
5.4 Clause 5: Routing ............................................................................................................................... 72 
5.4.1 Scope ................................................................................................................................................... 72 
5.4.2 KNXnet/IP Routing of KNX telegrams............................................................................................... 73 
5.4.3 Implementation rules and guidelines ............................................................................................... 78 
5.4.4 Configuration and Management........................................................................................................ 80 
5.4.5 Data packet structures ....................................................................................................................... 81 
5.4.6 Certification ......................................................................................................................................... 82 
Annex A (normative) List of codes.................................................................................................................. 84 
A.1 Common constants ............................................................................................................................ 84 
A.2 KNXnet/IP services ............................................................................................................................. 84 
A.2.1 Service type number ranges.............................................................................................................. 84 
A.2.2 Core KNXnet/IP services.................................................................................................................... 85 
A.2.3 Device Management services............................................................................................................ 85 
A.2.4 Tunneling services ............................................................................................................................. 86 
A.2.5 Routing services................................................................................................................................. 86 
A.2.6 Remote Logging services .................................................................................................................. 86 
A.2.7 Remote Configuration and Diagnosis .............................................................................................. 86 
A.2.8 Object Server services ....................................................................................................................... 86 
A.3 Connection types................................................................................................................................ 86 
A.4 Error codes.......................................................................................................................................... 87 
A.4.1 Common error codes ......................................................................................................................... 87 
A.4.2 CONNECT RESPONSE status codes................................................................................................ 87 
A.4.3 CONNECTIONSTATE_RESPONSE status codes............................................................................. 87 
A.4.4 Tunnelling CONNECT_ACK error codes .......................................................................................... 88 
A.4.5 Device Management DEVICE_CONFIGURATION_ACK status codes ........................................... 88 
A.5 Description Information Block (DIB)................................................................................................. 88 
A.6 Host protocol codes ........................................................................................................................... 89 
A.7 Timeout constants.............................................................................................................................. 89 
A.8 Internet Protocol constants ............................................................................................................... 89 
Annex B (informative) Binary examples of KNXnet/IP IP frames ................................................................. 90 
B.1 SEARCH_REQUEST ........................................................................................................................... 90 
B.2 SEARCH_RESPONSE......................................................................................................................... 90 
B.3 DESCRIPTION_REQUEST.................................................................................................................. 93 
B.4 DESCRIPTION_RESPONSE ............................................................................................................... 93 
B.5 CONNECT_REQUEST......................................................................................................................... 96 
B.6 CONNECT_RESPONSE ...................................................................................................................... 97 
B.7 CONNECTIONSTATE_REQUEST ...................................................................................................... 98 
B.8 CONNECTIONSTATE_RESPONSE.................................................................................................... 98 
B.9 DISCONNECT_REQUEST................................................................................................................... 99 
B.10 DISCONNECT_RESPONSE ................................................................................................................ 99 
B.11 DEVICE_CONFIGURATION_REQUEST........................................................................................... 100 
B.12 DEVICE_CONFIGURATION_ACK .................................................................................................... 100 
B.13 TUNNELING_REQUEST ................................................................................................................... 101 
B.14 TUNNELING_ACK ............................................................................................................................. 101 
B.15 ROUTING_INDICATION .................................................................................................................... 102 
B.16 ROUTING_LOST_MESSAGE............................................................................................................ 102 
Bibliography................................................................................................................................................... 103 
 


		2026-05-11T17:14:11+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




