
 

   
- 1 -

DIN EN ISO 16484-5:2004-08 (E) 
 
 
Building automation and control systems - Part 5: Data communication protocol (ISO 
16484-5:2003); English version EN ISO 16484-5:2003 
 

CONTENTS
FOREWORD ………………………………………………………………………………………………………………….vii 
1 PURPOSE............................................................................................................................................................................1
2 SCOPE.................................................................................................................................................................................1
3 DEFINITIONS ....................................................................................................................................................................1

3.1 Terms Adopted from International Standards...........................................................................................................1
3.2 Terms Defined for this Standard...............................................................................................................................2
3.3 Abbreviations and Acronyms Used in this Standard ................................................................................................5

4 BACnet PROTOCOL ARCHITECTURE...........................................................................................................................8
4.1 The BACnet Collapsed Architecture ........................................................................................................................9
4.2 BACnet Network Topology....................................................................................................................................11
4.3 Security...................................................................................................................................................................13

5 THE APPLICATION LAYER ..........................................................................................................................................14
5.1 The Application Layer Model.................................................................................................................................14
5.2 Segmentation of BACnet Messages .......................................................................................................................18
5.3 Transmission of BACnet APDUs ...........................................................................................................................19
5.4 Application Protocol State Machines......................................................................................................................23
5.5 Application Protocol Time Sequence Diagrams.....................................................................................................37
5.6 Application Layer Service Conventions .................................................................................................................45

6 THE NETWORK LAYER ................................................................................................................................................47
6.1 Network Layer Service Specification .....................................................................................................................47
6.2 Network Layer PDU Structure ...............................................................................................................................48
6.3 Messages for Multiple Recipients...........................................................................................................................53
6.4 Network Layer Protocol Messages .........................................................................................................................54
6.5 Network Layer Procedures .....................................................................................................................................56
6.6 BACnet Routers......................................................................................................................................................58
6.7 Point-To-Point Half-Routers...................................................................................................................................63

7 DATA LINK/PHYSICAL LAYERS: ISO 8802-3 ("Ethernet") LAN...............................................................................68
7.1 The Use of ISO 8802-2 Logical Link Control (LLC).............................................................................................68
7.2 Parameters Required by the LLC Primitives ..........................................................................................................68
7.3 Parameters Required by the MAC Primitives.........................................................................................................68
7.4 Physical Media .......................................................................................................................................................68

8 DATA LINK/PHYSICAL LAYERS: ARCNET LAN......................................................................................................70
8.1 The Use of ISO 8802-2 Logical Link Control (LLC).............................................................................................70
8.2 Parameters Required by the LLC Primitives ..........................................................................................................70
8.3 Mapping the LLC Services to the ARCNET MAC Layer......................................................................................70
8.4 Parameters Required by the MAC Primitives.........................................................................................................70
8.5 Physical Media .......................................................................................................................................................70

9 DATA LINK/PHYSICAL LAYERS: MASTER-SLAVE/TOKEN PASSING (MS/TP) LAN ........................................72
9.1 Service Specification ..............................................................................................................................................72
9.2 Physical Layer ........................................................................................................................................................74
9.3 MS/TP Frame Format .............................................................................................................................................76
9.4 Overview of the MS/TP Network...........................................................................................................................77
9.5 MS/TP Medium Access Control.............................................................................................................................78
9.6 Cyclic Redundancy Check (CRC) ..........................................................................................................................94
9.7 Interfacing MS/TP LANs with Other BACnet LANs.............................................................................................95
9.8 Responding BACnet User Processing of Messages from MS/TP...........................................................................95
9.9 Repeaters ................................................................................................................................................................95

10 DATA LINK/PHYSICAL LAYERS: POINT-TO-POINT (PTP).................................................................................97
10.1 Overview ................................................................................................................................................................97
10.2 Service Specification ..............................................................................................................................................97
10.3 Point-to-Point Frame Format ................................................................................................................................102
10.4 PTP Medium Access Control Protocol .................................................................................................................104

11 DATA LINK/PHYSICAL LAYERS: EIA/CEA-709.1 ("LonTalk") LAN .................................................................125
11.1 The Use of ISO 8802-2 Logical Link Control (LLC)...........................................................................................125
11.2 Parameters Required by the LLC Primitives ........................................................................................................125



 
 
- 2 - 

11.3 Mapping the LLC Services to the LonTalk Application Layer ............................................................................125
11.4 Parameters Required by the Application Layer Primitives...................................................................................125
11.5 Physical Media .....................................................................................................................................................126

12 MODELING CONTROL DEVICES AS A COLLECTION OF OBJECTS...............................................................127
12.1 Analog Input Object Type ....................................................................................................................................130
12.2 Analog Output Object Type..................................................................................................................................135
12.3 Analog Value Object Type ...................................................................................................................................140
12.4 Averaging Object Type.........................................................................................................................................145
12.5 Binary Input Object Type .....................................................................................................................................148
12.6 Binary Output Object Type...................................................................................................................................153
12.7 Binary Value Object Type ....................................................................................................................................159
12.8 Calendar Object Type ...........................................................................................................................................164
12.9 Command Object type ..........................................................................................................................................166
12.10 Device Object Type ..............................................................................................................................................169
12.11 Event Enrollment Object Type .............................................................................................................................175
12.12 File Object Type ...................................................................................................................................................180
12.13 Group Object Type ...............................................................................................................................................182
12.14 Life Safety Point Object Type ..............................................................................................................................184
12.15 Life Safety Zone Object Type ..............................................................................................................................190
12.16 Loop Object Type.................................................................................................................................................196
12.17 Multi-state Input Object Type...............................................................................................................................203
12.18 Multi-state Output Object Type............................................................................................................................207
12.19 Multi-state Value Object Type .............................................................................................................................211
12.20 Notification Class Object type..............................................................................................................................216
12.21 Program Object Type............................................................................................................................................219
12.22 Schedule Object Type...........................................................................................................................................224
12.23 Trend Log Object Type ........................................................................................................................................227

13 ALARM AND EVENT SERVICES............................................................................................................................233
13.1 Change of Value Reporting ..................................................................................................................................234
13.2 Intrinsic Reporting ................................................................................................................................................236
13.3 Algorithmic Change Reporting.............................................................................................................................239
13.4 Alarm and Event Occurrence and Notification.....................................................................................................245
13.5 AcknowledgeAlarm Service .................................................................................................................................248
13.6 ConfirmedCOVNotification Service ....................................................................................................................250
13.7 UnconfirmedCOVNotification Service ................................................................................................................252
13.8 ConfirmedEventNotification Service....................................................................................................................253
13.9 UnconfirmedEventNotification Service................................................................................................................256
13.10 GetAlarmSummary Service..................................................................................................................................258
13.11 GetEnrollmentSummary Service ..........................................................................................................................260
13.12 GetEventInformation Service ...............................................................................................................................263
13.13 LifeSafetyOperation Service.................................................................................................................................265
13.14 SubscribeCOV Service .........................................................................................................................................267
13.15 SubscribeCOVProperty Service ...........................................................................................................................269

14 FILE ACCESS SERVICES .........................................................................................................................................272
14.1 AtomicReadFile Service .......................................................................................................................................273
14.2 AtomicWriteFile Service ......................................................................................................................................276

15 OBJECT ACCESS SERVICES...................................................................................................................................278
15.1 AddListElement Service.......................................................................................................................................278
15.2 RemoveListElement Service.................................................................................................................................280
15.3 CreateObject Service ............................................................................................................................................282
15.4 DeleteObject Service ............................................................................................................................................284
15.5 ReadProperty Service ...........................................................................................................................................285
15.6 ReadPropertyConditional Service.........................................................................................................................287
15.7 ReadPropertyMultiple Service..............................................................................................................................292
15.8 ReadRange Service...............................................................................................................................................295
15.9 WriteProperty Service ..........................................................................................................................................299
15.10 WritePropertyMultiple Service.............................................................................................................................301



   - 3 -

16 REMOTE DEVICE MANAGEMENT SERVICES....................................................................................................304
16.1 DeviceCommunicationControl Service ................................................................................................................304
16.2 ConfirmedPrivateTransfer Service .......................................................................................................................306
16.3 UnconfirmedPrivateTransfer Service ...................................................................................................................308
16.4 ReinitializeDevice Service....................................................................................................................................309
16.5 ConfirmedTextMessage Service...........................................................................................................................311
16.6 UnconfirmedTextMessage Service.......................................................................................................................313
16.7 TimeSynchronization Service...............................................................................................................................314
16.8 UTCTimeSynchronization Service.......................................................................................................................315
16.9 Who-Has and I-Have Services..............................................................................................................................316
16.10 Who-Is and I-Am Services ...................................................................................................................................318

17 VIRTUAL TERMINAL SERVICES...........................................................................................................................320
17.1 Virtual Terminal Model........................................................................................................................................320
17.2 VT-Open Service ..................................................................................................................................................324
17.3 VT-Close Service..................................................................................................................................................326
17.4 VT-Data Service ...................................................................................................................................................327
17.5 Default-terminal Characteristics ...........................................................................................................................329

18 ERROR, REJECT, and ABORT CODES....................................................................................................................333
18.1 Error Class - DEVICE ..........................................................................................................................................333
18.2 Error Class - OBJECT ..........................................................................................................................................333
18.3 Error Class - PROPERTY ....................................................................................................................................333
18.4 Error Class - RESOURCES..................................................................................................................................334
18.5 Error Class - SECURITY .....................................................................................................................................334
18.6 Error Class - SERVICES ......................................................................................................................................335
18.7 Error Class - VT ...................................................................................................................................................336
18.8 Reject Reason .......................................................................................................................................................336
18.9 Abort Reason ........................................................................................................................................................336

19 BACnet PROCEDURES .............................................................................................................................................338
19.1 Backup and Restore ..............................................................................................................................................338
19.2 Command Prioritization........................................................................................................................................341

20 ENCODING BACnet PROTOCOL DATA UNITS....................................................................................................345
20.1 Encoding the Fixed Part of BACnet APDUs........................................................................................................345
20.2 Encoding the Variable Part of BACnet APDUs ...................................................................................................355

21 FORMAL DESCRIPTION OF APPLICATION PROTOCOL DATA UNITS ..........................................................369
22 CONFORMANCE AND INTEROPERABILITY ......................................................................................................409

22.1 Conformance to BACnet ......................................................................................................................................409
22.2 BACnet Interoperability .......................................................................................................................................410

23 EXTENDING BACnet TO ACCOMMODATE VENDOR PROPRIETARY INFORMATION ...............................412
23.1 Extending Enumeration Values ............................................................................................................................412
23.2 Using the PrivateTransfer Services to Invoke Non-Standardized Services ..........................................................412
23.3 Adding Proprietary Properties to a Standardized Object ......................................................................................413
23.4 Adding Proprietary Object Types to BACnet .......................................................................................................413
23.5 Restrictions on Extending BACnet.......................................................................................................................414

24 NETWORK SECURITY.............................................................................................................................................415
24.1 Security Architecture ............................................................................................................................................415
24.2 Authentication Mechanisms .................................................................................................................................416
24.3 Data Confidentiality Mechanism ..........................................................................................................................418
24.4 RequestKey Service..............................................................................................................................................419
24.5 Authenticate Service.............................................................................................................................................420

25 REFERENCES ............................................................................................................................................................423
ANNEX A - PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENT (NORMATIVE) ...............................425
ANNEX B - GUIDE TO SPECIFYING BACnet DEVICES (INFORMATIVE) ...................................................................427
ANNEX C - FORMAL DESCRIPTION OF OBJECT TYPE STRUCTURES (INFORMATIVE) .......................................428
ANNEX D - EXAMPLES OF STANDARD OBJECT TYPES (INFORMATIVE)...............................................................439

D.1 Example of an Analog Input Object .....................................................................................................................439
D.2 Example of an Analog Output Object...................................................................................................................439
D.3 Example of an Analog Value Object ....................................................................................................................440



 
 
- 4 - 

D.4 Example of an Averaging Object..........................................................................................................................440
D.5 Example of a Binary Input Object ........................................................................................................................440
D.6 Example of a Binary Output Object......................................................................................................................442
D.7 Example of a Binary Value Object .......................................................................................................................443
D.8 Example of a Calendar Object ..............................................................................................................................443
D.9 Example of a Command Object............................................................................................................................444
D.10 Example of a Device Object .................................................................................................................................445
D.11 Example of an Event Enrollment Object ..............................................................................................................446
D.12 Example of a File Object ......................................................................................................................................448
D.13 Example of a Group Object ..................................................................................................................................448
D.14 Example of a Life Safety Point Object .................................................................................................................449
D.15 Example of a Life Safety Zone Object .................................................................................................................449
D.16 Example of a Loop Object ....................................................................................................................................450
D.17 Example of a Multi-state Input Object..................................................................................................................451
D.18 Example of a Multi-state Output Object...............................................................................................................452
D.19 Example of a Multi-state Value Object ................................................................................................................453
D.20 Example of a Notification Class Object................................................................................................................453
D.21 Example of a Program Object...............................................................................................................................454
D.22 Example of a Schedule Object..............................................................................................................................455
D.23 Example of a Trend Log Object ...........................................................................................................................456

ANNEX E - EXAMPLES OF BACnet APPLICATION SERVICES (INFORMATIVE)......................................................457
E.1 Alarm and Event Services ....................................................................................................................................457
E.2 File Access Services .............................................................................................................................................461
E.3 Object Access Services.........................................................................................................................................462
E.4 Remote Device Management Services .................................................................................................................470
E.5 Virtual Terminal Services.....................................................................................................................................473
E.6 Security Services ..................................................................................................................................................474

ANNEX F - EXAMPLES OF APDU ENCODING (INFORMATIVE) .................................................................................476
F.1 Example Encodings for Alarm and Event Services ..............................................................................................476
F.2 Example Encodings for File Access Services.......................................................................................................485
F.3 Example Encodings for Object Access Services ..................................................................................................487
F.4 Example Encodings for Remote Device Management Services...........................................................................501
F.5 Example Encodings for Virtual Terminal Services ..............................................................................................506
F.6 Example Encodings for Security Services ............................................................................................................508

ANNEX G - CALCULATION OF CRC (INFORMATIVE)..................................................................................................510
G.1 Calculation of the Header CRC ............................................................................................................................510
G.2 Calculation of the Data CRC ................................................................................................................................516

ANNEX H - COMBINING BACnet NETWORKS WITH NON-BACnet NETWORKS (NORMATIVE) ..........................521
H.1 Mapping Non-BACnet Networks onto BACnet Routers......................................................................................521
H.2 Multiple 'Virtual' BACnet Devices in a Single Physical Device ..........................................................................521
H.3 Using BACnet with the DARPA Internet Protocols .............................................................................................521
H.4 Using BACnet with the IPX Protocol...................................................................................................................522

ANNEX I - COMMANDABLE PROPERTIES WITH MINIMUM ON AND OFF TIMES (INFORMATIVE)..................524
ANNEX J - BACnet/IP (NORMATIVE) ................................................................................................................................526

J.1 General .................................................................................................................................................................526
J.2 BACnet Virtual Link Layer ..................................................................................................................................526
J.3 BACnet/IP Directed Messages .............................................................................................................................530
J.4 BACnet/IP Broadcast Messages ...........................................................................................................................530
J.5 Addition of Foreign B/IP Devices to an Existing B/IP Network ..........................................................................532
J.6 Routing Between B/IP and non-BP/IP BACnet Networks ...................................................................................533
J.7 Routing Between Two B/IP BACnet Networks ...................................................................................................534
J.8 Use of IP Multicast within BACnet/IP .................................................................................................................536
J.9 Sources for Internet Information...........................................................................................................................537

ANNEX K - BACnet INTEROPERABILITY BUILDING BLOCKS (BIBBs) (NORMATIVE)..........................................538
K.1 Data Sharing BIBBs .............................................................................................................................................538

K.1.1 BIBB - Data Sharing - ReadProperty - A (DS-RP-A)......................................................................................538
K.1.2 BIBB-Data Sharing-ReadProperty-B (DS-RP-B)............................................................................................538



   - 5 -

K.1.3 BIBB - Data Sharing-ReadPropertyMultiple-A (DS-RPM-A) ........................................................................538
K.1.4 BIBB - Data Sharing-ReadPropertyMultiple-B (DS-RPM-B).........................................................................538
K.1.5 BIBB - Data Sharing-ReadPropertyConditional-A (DS-RPC-A) ....................................................................538
K.1.6 BIBB - Data Sharing-ReadPropertyConditional-B (DS-RPC-B).....................................................................539
K.1.7 BIBB - Data Sharing-WriteProperty-A (DS-WP-A)........................................................................................539
K.1.8 BIBB - Data Sharing-WriteProperty-B (DS-WP-B)........................................................................................539
K.1.9 BIBB - Data Sharing-WritePropertyMultiple-A (DS-WPM-A) ......................................................................539
K.1.10 BIBB - Data Sharing-WritePropertyMultiple-B (DS-WPM-B).......................................................................539
K.1.11 BIBB - Data Sharing-COV-A (DS-COV-A) ...................................................................................................539
K.1.12 BIBB - Data Sharing-COV-B (DS-COV-B)....................................................................................................540
K.1.13 BIBB - Data Sharing-COVP-A (DS-COVP-A) ...............................................................................................540
K.1.14 BIBB - Data Sharing-COVP-B (DS-COVP-B) ...............................................................................................540
K.1.15 BIBB - Data Sharing-COV-Unsolicited-A (DS-COVU-A).............................................................................540
K.1.16 BIBB - Data Sharing-COV-Unsolicited-B (DS-COVU-B) .............................................................................540

K.2 Alarm and Event Management BIBBs..........................................................................................................................540
K.2.1 BIBB - Alarm and Event-Notification-A (AE-N-A)........................................................................................541
K.2.2 BIBB - Alarm and Event-Notification Internal-B (AE-N-I-B) ........................................................................541
K.2.3 BIBB - Alarm and Event-Notification External-B (AE-N-E-B)......................................................................541
K.2.4 BIBB - Alarm and Event-ACK-A (AE-ACK-A).............................................................................................541
K.2.5 BIBB - Alarm and Event-ACK-B (AE-ACK-B) .............................................................................................541
K.2.6 BIBB - Alarm and Event-Alarm Summary-A (AE-ASUM-A)........................................................................541
K.2.7 BIBB - Alarm and Event-Alarm Summary-B (AE-ASUM-B) ........................................................................542
K.2.8 BIBB - Alarm and Event-Enrollment Summary-A (AE-ESUM-A) ................................................................542
K.2.9 BIBB - Alarm and Event-Enrollment Summary-B (AE-ESUM-B).................................................................542
K.2.10 BIBB - Alarm and Event-Information-A (AE-INFO-A) .................................................................................542
K.2.11 BIBB - Alarm and Event-Information-B (AE-INFO-B)..................................................................................542
K.2.12 BIBB - Alarm and Event-LifeSafety-A (AE-LS-A) ........................................................................................542
K.2.13 BIBB - Alarm and Event-LifeSafety-B (AE-LS-B).........................................................................................542

K.3 Scheduling BIBBs.........................................................................................................................................................543
K.3.1 BIBB - Scheduling-A (SCHED-A)..................................................................................................................543
K.3.2 BIBB - Scheduling-Internal-B (SCHED-I-B) ..................................................................................................543
K.3.3 BIBB - Scheduling-External-B (SCHED-E-B)................................................................................................543

K.4 Trending BIBBs............................................................................................................................................................543
K.4.1 BIBB - Trending-Viewing and Modifying Trends-A (T-VMT-A)..................................................................543
K.4.2 BIBB - Trending-Viewing and Modifying Trends Internal-B (T-VMT-I-B) ..................................................543
K.4.3 BIBB - Trending-Viewing and Modifying Trends External-B (T-VMT-E-B) ................................................543
K.4.4 BIBB - Trending-Automated Trend Retrieval-A (T-ATR-A)..........................................................................544
K.4.5 BIBB - Trending-Automated Trend Retrieval-B (T-ATR-B) ..........................................................................544

K.5 Device and Network Management BIBBs....................................................................................................................544
K.5.1 BIBB - Device Management-Dynamic Device Binding-A (DM-DDB-A)......................................................544
K.5.2 BIBB - Device Management-Dynamic Device Binding-B (DM-DDB-B) ......................................................544
K.5.3 BIBB - Device Management-Dynamic Object Binding-A (DM-DOB-A) ......................................................545
K.5.4 BIBB - Device Management-Dynamic Object Binding-B (DM-DOB-B).......................................................545
K.5.5 BIBB - Device Management-DeviceCommunicationControl-A (DM-DCC-A)..............................................545
K.5.6 BIBB - Device Management-DeviceCommunicationControl-B (DM-DCC-B) ..............................................545
K.5.7 BIBB - Device Management-Private Transfer-A (DM-PT-A) ........................................................................545
K.5.8 BIBB - Device Management-Private Transfer-B (DM-PT-B).........................................................................545
K.5.9 BIBB - Device Management-Text Message-A (DM-TM-A)...........................................................................546
K.5.10 BIBB - Device Management-Text Message-B (DM-TM-B) ...........................................................................546
K.5.11 BIBB - Device Management-TimeSynchronization-A (DM-TS-A)................................................................546
K.5.12 BIBB - Device Management-TimeSynchronization-B (DM-TS-B) ................................................................546
K.5.13 BIBB - Device Management-UTCTimeSynchronization-A (DM-UTC-A) ....................................................546
K.5.14 BIBB - Device Management-UTCTimeSynchronization-B (DM-UTC-B).....................................................547
K.5.15 BIBB - Device Management-ReinitializeDevice-A (DM-RD-A)....................................................................547
K.5.16 BIBB - Device Management-ReinitializeDevice-B (DM-RD-B) ....................................................................547
K.5.17 BIBB - Device Management-Backup and Restore-A (DM-BR-A) .................................................................547
K.5.18 BIBB - Device Management-Backup and Restore-B (DM-BR-B)..................................................................547



 
 
- 6 - 

K.5.19 BIBB - Device Management-Restart-A (DM-R-A).........................................................................................548
K.5.20 BIBB - Device Management-Restart-B (DM-R-B) .........................................................................................548
K.5.21 BIBB - Device Management-List Manipulation-A (DM-LM-A) ....................................................................548
K.5.22 BIBB - Device Management-List Manipulation-B (DM-LM-B).....................................................................548
K.5.23 BIBB - Device Management-Object Creation and Deletion-A (DM-OCD-A)................................................548
K.5.24 BIBB - Device Management-Object Creation and Deletion-B (DM-OCD-B) ................................................549
K.5.25 BIBB - Device Management-Virtual Terminal-A (DM-VT-A).......................................................................549
K.5.26 BIBB - Device Management-Virtual Terminal-B (DM-VT-B) .......................................................................549
K.5.27 BIBB - Network Management-Connection Establishment-A (NM-CE-A) .....................................................549
K.5.28 BIBB - Network Management-Connection Establishment-B (NM-CE-B)......................................................549
K.5.29 BIBB - Network Management-Router Configuration-A (NM-RC-A).............................................................550
K.5.30 BIBB - Network Management-Router Configuration-B (NM-RC-B) .............................................................550

ANNEX L - DESCRIPTIONS AND PROFILES OF STANDARDIZED BACnet DEVICES (NORMATIVE)...................551
L.1 BACent Operator Workstation (B-OWS).............................................................................................................551
L.2 BACnet Building Controller (B-BC)....................................................................................................................551
L.3 BACnet Advanced Application Controller (B-AAC)...........................................................................................552
L.4 BACnet Application Specific Controller (B-ASC)...............................................................................................552
L.5 BACnet Smart Actuator (B-SA) ...........................................................................................................................553
L.6 BACnet Smart Sensor (B-SS)...............................................................................................................................553
L.7 Profiles of the Standard BACnet Devices.............................................................................................................554

HISTORY OF REVISIONS.....................................................................................................................................................555


		2026-06-29T17:15:18+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




