
 

 - 1 -

DIN EN 13321-2:2013-03 (E) 
 
 
Open Data Communication in Building Automation, Controls and Building 
Management - Home and Building Electroni c Systems - Part 2: KNXnet/IP 
Communication 
 
 

Contents            Page 
 
 
Foreword  .......................................................................................................................................................... 4 
 
Introduction  ...................................................................................................................................................... 5 
 
1 Scope  ............................................................................................................................................... 7 
 
2 Normative references  .................................................................................................................... 8 
 
3 Terms and definitions  .................................................................................................................... 8 
 
4 Symbols and abbreviations  ........................................................................................................ 10 
 
5 Requirements  ............................................................................................................................... 11 
5.1 Clause 1: Overview  ...................................................................................................................... 11 
5.1.1 KNXnet/IP Document Clauses  .................................................................................................... 11 
5.1.2 Mandatory and optional implementation of IP protocols ......................................................... 13 
5.1.3 Security considerations  .............................................................................................................. 15 
5.2 Clause 2: Core  .............................................................................................................................. 17 
5.2.1 Scope  ............................................................................................................................................. 17 
5.2.2 KNXnet/IP frames  ......................................................................................................................... 17 
5.2.3 Host protocol independence  ....................................................................................................... 19 
5.2.4 Discovery and self description  ................................................................................................... 20 
5.2.5 Communication Channels  ........................................................................................................... 21 
5.2.6 General implementation guidelines  ........................................................................................... 24 
5.2.7 Data Packet structures  ................................................................................................................ 28 
5.2.8 IP Networks  ................................................................................................................................... 42 
5.2.9 Certification  .................................................................................................................................. 47 
5.3 Clause 3: Device Management Specification  ............................................................................ 48 
5.3.1 Scope  ............................................................................................................................................. 48 
5.3.2 KNXnet/IP Device Management  .................................................................................................. 48 
5.3.3 Implementation rules and guidelines  ......................................................................................... 60 
5.3.4 Data packet structures  ................................................................................................................ 62 
5.3.5 Certification  .................................................................................................................................. 65 
5.4 Clause 4: Tunnelling  .................................................................................................................... 66 
5.4.1 Scope  ............................................................................................................................................. 66 
5.4.2 Tunnelling of KNX telegrams  ...................................................................................................... 66 
5.4.3 Configuration and Management  ................................................................................................. 70 
5.4.4 Frame structures  .......................................................................................................................... 70 
5.4.5 Certification  .................................................................................................................................. 72 
5.5 Clause 5: Routing  ......................................................................................................................... 73 
5.5.1 Scope  ............................................................................................................................................. 73 
5.5.2 KNXnet/IP Routing of KNX telegrams  ........................................................................................ 73 
5.5.3 Implementation rules and guidelines  ......................................................................................... 80 
5.5.4 Configuration and Management  ................................................................................................. 83 
5.5.5 Data packet structures  ................................................................................................................ 83 
5.5.6 Certification  .................................................................................................................................. 85 
5.6 Clause 6: Remote Diagnosis and Configuration  ....................................................................... 86 
5.6.1 Scope  ............................................................................................................................................. 86 
5.6.2 Remote Diagnosis of KNXnet/IP devices  ................................................................................... 87 



 
 - 2 -

5.6.3 Configuration and Management ................................................................................................. 87 
5.6.4 Data packet structures  ................................................................................................................ 88 
5.6.5 Certification  .................................................................................................................................. 93 
 
Annex A (normative) List of codes  ............................................................................................................. 94 
 
Annex B (informative) Binary examples of KNXnet/IP IP frames  .......................................................... 103 
 
Annex C (normative) KNXnet/IP Parameter Object  ................................................................................. 122 
 
Annex D (normative) Common External Messaging Interface (cEMI)  ................................................... 125 
 
Annex E (normative) Coupler Resources  ................................................................................................. 158 
 
Bibliography  ................................................................................................................................................ 170 
 


		2026-05-11T17:20:20+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




