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Event detection process: Guidelines for water and wastewater utilities
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Foreword
Introduction

Scope

Normative references
Terms and definitions

Principles of an event detection process

Design phase

General

Influence matrix table and EDP
EDP inputs

EDP design

EDP target service level design
Detection phase

General

Validation process

Further event monitoring
Ongoing activities

Post-event EDP evaluation
Periodic reviews

Validation of links between phenomena and risk materialization
Estimation

Decision-making

Guidance on interpretation

The event detection cycle and the role of the EDP

The EDP's application of the event detection cycle (the EDP cycle)
Development and regular review of an EDP-based event detection capability
General

Listing of possible event indicators

IMT establishment

EIT establishment

IMT and EIT periodic review

Deployment of an event detection procedure

General

Defining the possibility of an event's occurrence

Nature of water/wastewater measurement sampling considerations
Results assessment

Missing inputs

Unfamiliar combination of inputs

Deviation from normal frequency detection

Measurement grouping

Classification of events and evaluation of the classification procedure
General

Process-based classification

Actual classification

Assignment of weights

Frequency calculations

Classification efficiency estimation

Classification evaluation

Notification to relevant personnel/systems
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Documentation of events

General

Time stamps

Subsequent documentation

Responsible person documentation

Documentation authority

Data security

Validation process — Periodic evaluation of the detection process
General

Confidence-level assignment

Periodic system evaluation — System functionality

EDP development — General principles and governance
EDP operation

Access to the EDP

User training and qualification

Testing and certification

EDP output expression

EDP output presentation

Annex A (informative) Examples of typical event indicators that could be used as EDP inputs

A1
A.2
A3
A4
A41
A411
A.4.1.2
A413
A414
A415
A.4.1.6
A41.7
A4.138
A4.1.9
A4.2
A.4.21
A.4.2.2
A.4.23
A4.24
A.4.25
A.4.2.6

A.4.27
A4.238

General

Potential event indicators — Water

Potential event indicators — Wastewater
Examples of detection methodologies, monitoring, processes and test methods
Examples primarily for drinking water

General

Toxicity monitoring

Bulk parameter monitoring

Gas chromatography

Ultraviolet absorbance and fluorescence
Optical methods

Tests for microbial indicators of contamination
Tests for specific chemicals or pathogens
Syndromic surveillance

Examples primarily for wastewater

General

Flow

Toxicity

Dissolved oxygen (DO)

Respirometery

Oxidizible material: biological oxygen demand (BOD), chemical oxygen demand (COD)
and total organic carbon (TOC)

Nutrients

Bulk parameter monitoring

Annex B (informative) Influence matrix table (IMT)

B.1
B.2
B.3
B.3.1
B.3.1.1
B.3.1.2
B.3.1.3
B.3.2
B.3.2.1
B.3.2.2
B.3.2.3

General

IMT structure

Examples for drinking water and wastewater

Simulation system to predict a water source pollutant’s arrival time at an intake
General

Simulation system principle

Simulation system practical use

Simulation system to predict the rainwater inflow amount to a wastewater system
General

Simulation system principle

Simulation system practical use

Annex C (informative) Event identification table (EIT)

CA
C.2
C3
C.31
C.3.2

General

EIT structure

Examples of preliminary conclusions drawn
General

Example 1



C.3.3 Example 2
C.34 Example 3
C4 Measurements of change
Cc.41 General
C.4.2 Manual sampling versus automatic sampling
C4.3 Site selection
C44 Frequency of monitoring
C.4.5 Importance of baseline
C.4.6 Recommended parameters for drinking water
c.4.7 Recommended parameters for wastewater
Annex D (informative) Examples of statistical methods for the evaluation of event classification within
the EDP
DA General
D.2 Types of event
D.3 Event identification
D.3.1 General
D.3.2 Simple level
D.3.3 Intermediate level
D.3.4 Sophisticated level
D.4 Event classification by similarity
D.5 Numerical example for similarity calculations
D.6 Human classification and quality of detection
Annex E (informative) Signal measurements' grouping
E.A General
E.2 Nearest neighbour
E.3 Local density
E.4 Numerical prediction
Annex F  (informative) Verifying the EDP’s response to potential types of events
FA The importance of verification testing
F.2 Verifying the integrity of data streams
F.2.1 General
F.2.2 Verifying the integrity of data streams for traditional online water quality physical and
chemical sensors
F.2.3 Verifying the integrity of data streams from laboratory or field analysis
F.2.4 Verifying the integrity of data streams from non-traditional sources (e.g. hospital
admissions, emergency service calls, pharmacy sales, customer complaints)
F.3 Verifying EDPs through the use of artificial data file
F.4 Verifying EDPs through the introduction of surrogate test agents
Annex G (informative) Classification of potential events detected
GA1 General
G.2 Determining if a detected event is worthy of investigation
G.3 The sensor system
G4 The sampling system
G.5 Laboratory test
G.6 Reference to upstream and downstream monitoring stations
G.7 The event detection system
G.8 Classifying possible water-quality causes of a detected event
G.8.1 Operational causes
G.8.2 Forensic analysis of unknown event causes
G.8.2.1 General
G.8.2.2 Rapid field screening of samples
G.8.2.3 Laboratory testing of samples
Annex H (informative) Event classification performance guide
H.A1 General
H.2 Event classification definition
H.2.1 General
H.2.2 Event end status
H.2.3 Event credibility
H.2.4 Event severity



H.2.5
H.2.6
H.3
H.4
H.5
H.6

Event possible causation
Classification rules
Learning policy
Unclassified events
Classification review
Events' early classification
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