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Contents Page
0T =T o '
L Yo 11T o vi
1 8T o o1 1
2 Normative referenCes ... 1
3 TermsanddefinitioNs ... e 1
4 Context of the organization ... s 2
4.1 Understanding the organization and its context ... 2
4.2 Understanding the needs and expectations of interested parties ......c.cccccoeeccvvcerrriiiiccccccneennns 3
421 (7= 1= - 1 Y 3
4.2.2 Legal and regulatory reqUIiremMents ........cccccceiecccccceieniinssccssscrre s ss s sssss s s sase s e e e s s s nmn e e e 3
4.3 Determining the scope of the business continuity management system ..........c.cccoccniiiiennnn. 4
4.31 (€71 4 =T - T 4
4.3.2 Scope of the business continuity management system ...........cccociiniisii s 4
4.3.3 Lo e LT E=T T g E= R o =T oo o 1= S 4
44 Business continuity management System .........ccccooiim - 5
5 1= T (= = o Vo 5
5.1 Leadership and commitment ... ————————— 5
511 (7= 1= - 1 Y 5
5.1.2 B e o 38 1= 1B Vo 1= 171 4L SR 5
5.1.3 Other Managerial FOIES ... r e sser e e e e e s s s sasmn e e e e e ee s s mnnn e e neennnnnnnnn 6
5.2 o T 6
5.21 Establishing the business continuity poliCy ........ccccciiiiiniinnn s 6
5.2.2 Communicating the business continuity PoliCy ........ccccoiiiiciiniiicc s 7
5.3 Roles, responsibilities and authorities ... —————— 7
6 - 1110 T ' 9
6.1 Actions to address risks and opportunities ...........ccccccccrrrrrrrrrrrssrrsr s 9
6.1.1 Determining risks and opportunities ...........cciicrc e ———— 9
6.1.2 Addressing risks and opportuNities ... ——— 9
6.2 Business continuity objectives and planning to achieve them ..........cccccoooeiiesccccceeenes 10
6.2.1 Establishing business continuity objectives ..o 10
6.2.2 Determining business continuity 0bJectives ........cccccoiiiiiiciiiriins e 10
6.3 Planning changes to the business continuity management system ...........cccccceiiiiicnniiiennn, 10
7 8T 1T o T o 1
71 =T oL T T o= 1
711 1.7 4 =T - | 1
71.2 BCMS FESOUICES .....coeeiicmreriremrerisssmrerssssmnerssssneessssnneessssnnesssssmeessssmsesssssmsesasssnnesssssnnesssssnnenssssnnnnns 11
7.2 (007 40 (=1 o Vo - OSSR 1
7.3 T T =T 4 =T 13
7.4 COMMUNICALION ...t s s s e san e e s e san e e s e mme e e e e e s enamn e s nnnans 14
7.5 Documented information ... 15
7.51 7= 1= - | 15
7.5.2 Creating and updating .........ccccoiiiiiic e ———————— 16
7.5.3 Control of documented information ... 16



8 (0. o T=T -1 oo 17
8.1 Operational planning and CONtrol ... 17
8.1.1 (€7 4 =T - | 17
8.1.2 Business continuity management ... 18
8.1.3 Maintaining business continuUIty ..o ——— 19
8.2 Business impact analysis and risk assessment ... ——— 20
8.21 1= =T | 20
8.2.2 Business impact analySis .......ccccciiiiiiiiiimmiriniisssssscerer s sssmer s e nn e e e e e e nn e nnnnnes 20
8.2.3 RiSK @SSE@SSMENL ... e nm e e s e anmn e e s T 23
8.3 Business continuity strategies and solutions ...........ccccciiiiiicc e ———————— 25
8.3.1 (€7 4 =T - | 25
8.3.2 Identification of strategies and solUtiONS .........cccccriiiiiiicc e ———— 25
8.3.3 Selection of strategies and SOIUtIONS ... ————— 28
8.3.4 ReSoUrce reqUIreMENtS .......ccccccciiiiiiiiririrrsrsrssssssssssssssss s s s s s s s s s s s s s s s s s s sssssssssssnsssssnsnsnsnsnsnsnsnsnnnnnnnnnns 28
8.3.5 Implementation of SOIULIONS ........cooiii e sne e e nmnnes 34
8.4 Business continuity plans and procedures ... ———— 35
8.4.1 1= =T 35
8.4.2 RESPONSE SIIUCIUIE ......cooiiieeceiir e icr s e s s s s e e e e s s s s sm e e e e e e e s s s nmn e e e e e eesn s snnnneenesansssnnnnnns 35
8.4.3 Warning and communiCatioN .........ccccccciiiiiiiiicccccerrr s sssssrr e e ss e n e e s s s s e n e e e e s sn s s nnmnnes 36
8.4.4 Business continuity plans ... —————— 38
8.4.5 T o = 43
8.5 [0 (=Y T E=T=T o o |- 14T - 44
8.5.1 (€7 4 =T - | 44
8.5.2 Design of the exercise programme ..o —————— 44
8.5.3 Exercising business continuity plans .........ccccoviii e —————— 45
8.6 Evaluation of business continuity documentation and capabilities .........cccccceecmrriccenrncnneenn. 48
8.6.1 (7= 1= - | 48
8.6.2 Measuring effeCtiVenNeSS ..o i 49
8.6.3 L0 LT e 1T 49
9 Performance evaluation ... s e nmnn s 50
9.1 Monitoring, measurement, analysis and evaluation ...........cccccovcmiiriicncc 50
9.1.1 (€71 4 =T - T 50
9.1.2 Retention of eVIAeNCe ... e e 50
9.1.3 Performance evaluation ... e 50
9.2 Internal Uit ... e n e nmnnns 51
9.21 (7= 1= - 1 51
9.2.2 W aXT T 11 o] oY =T 0] 4 T ) 51
9.3 ManagemMEeNt FEVIEW ... s e e e s mmn e e e e e n s 51
9.3.1 1= =T | 51
9.3.2 Management reVIieW iNPUL ... ssssser e e s s s s e e e e s s s s ssmne e e e e e e sa s s s smnneneensnnnnnn 51
9.3.3 Management revVieW OULPULS .......cooiiiccicciimiiiiiicccecere s s ssce s s s s e s s s s s sssmn e e e s s es s s smmmn e e e e e snsnnnmnnes 52
10 IMPrOVEMENL ...t e e E e e R e e e R e s e am e e e e ann e 52
101 Nonconformity and corrective action ..........ccccviiniiicni e ——————— 52
10.1.1 =TT - 52
10.1.2 Occurrence of NONCONTFOrMItY .......cccciiiiiiiiiii e ——————— 53
10.1.3 Retention of documented information ... ———— 53
10.2 Continual iMProvemMeENt ... ssrr s mn s e e e e s s s s smne e e e e e e sa s smnn e e e eesnnnnnn 53
=1 1 [0 Yo - o] 47/ 55



		2026-07-12T06:29:59+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




