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Secure storage units - Classification for high security locks according to their
resistance to unauthorized opening - Distributed systems

Contents Page
EUropean fOr@WORId ............uciiiiiiiicccincirirs s ss s s sssne e e s s s s s s san e e e e e e s e s s sms e e e e eesea s smnneeeeessae s ssnnnneenessassssnnnnnnnnnsnnn 4
1 £ o o o - OSSP 5
2 Normative references ... —————————————————— 5
3 Terms and definitioNs ... 5
4 Symbols and abbreviations ... ————————— 8
5 ClasSIfiCation ... n e e 8
6 LYo [T = .4 L= o 8
6.1 =Y =T T 8
6.1.1 (7= 1= - | Y 8
6.1.2 L0704 =3 ¥ T 1o N 9
6.2 System adminiStration .............oc i s 10
6.2.1 Administrative ProCedUIeS ..........cicccccciiiiii e s sssnr e s s s ssse s e e e s s s s s smnnn e e e e e sas s nnmnnenees 10
6.2.2 Confirmation of remotely initiated security relevant operating procedures ..............cceuu..en. 10
6.2.3 Information processing system as central operation/administration instance ..................... 1
6.2.4 Authentication of COMPONENLS ... 1
6.2.5 Software and fIMMWAre ... s 1
6.2.6 Administration INterfaces ... ——— 13
6.2.7 Authentication Of USErS ... e mn e e n e e e ean 13
6.2.8 Indication of the blocking Status ..........ccccerciirirrceir e e s 14
6.2.9 L= oo o 114 Yo TR0 = | = 15
6.2.10 Data traffic in the secured state ...........ccccvvimiriiini s ———— 17
6.2.11 Detection of Manipulations ..........coocccciiiiiiccccccecrrrr e e 17
6.2.12 Indication of BIOCKING tIMES .....cccoviiiiicciir et smme e e e e mnnns 17
6.2.13 ReSIStance tO SPYING ..ccceeiiiiiiiiiiir i 17
6.3 INfOormation SECUNItY ... ————— 19
6.3.1 General protection @imMs ... ————————————— 19
6.3.2 Requirements on Cryptography ... 19
6.3.3 Other information security MEAsSUres ..........ccccciiiriir - 22
6.4 Security requUIremMeNts ... ————————————————————— 22
6.4.1 Negative impact by power SUPPIY ... ———— 22
6.4.2 Resistance against electrical and electromagnetic influences .........ccccocoecmiiicecrnrcccceernccceeen. 22
6.4.3 Resistance against physical environmental influences ..........ccccoomrroeciriccecernccccerr e 23
6.4.4 Temperature reSiStANCE .........oiiccccicciiriii e ss s e e e e s s s s s sssm s e e e e e e s s s s s ssmn e e e e e eesnssnmnneeenesnnnen 23
6.4.5 =] T o 11 23
6.5 EXtraneous COMPONENES ........cciiiiiiiiiiiieiriiir s mn e e ann s 23
6.5.1 Use of extraneous COMPONENLS ........ccccciiiinieimiiiirir s s 23
6.5.2 Additional componNeNts ... —————————————— 23
7 Technical documentation ... 23
71 =TT - 23
7.2 Required technical documentation ... ——— 23
7.3 Operating iNStIUCLION .........oo e e smn e e mn e e e e e e s 25
8 B3 =T T 1] o LTSS 26



9 1T T ] 3V S 26

Annex A (normative) Determination of burglary resistance due to design requirements .................... 27
A1 L€ =T 4= | 27
A.2 Electronic HSL as a part of a distributed system ........cccccovciiiiiisi e, 27
=71 o1 T o T | o 13/ 28



		2026-04-26T15:26:54+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




