DIN EN ISO 19014-4:2021-01 (E)

Earth-moving machinery - Functional safety - Part 4: Design and evaluation of
software and data transmission for safety-related parts of the control system (ISO
19014-4:2020)

Contents Page
EUropean fOr@WOId ......... ... s e e s e e e e e s e e mmn e e e ee s aa s ammnne e e e s sa s nmnnnneeenaas 3
0T =T o 4
L Yo 11T T 5
1 15 o o o - S 6
2 NOIrMAtive refErEeNCEeS .......coi i s e e e e 6
3 TermsanddefinitioNs ... nan 6
4 Software development ...... ... s 9
4.1 7= T - N 9
4.2 [ F= 1010 T ' 10
4.3 o g ] - Vo = 11
4.4 Software safety requirements specification ............cccoeeoiriircciiescce s 12
4.5 Software architecture deSign ..o 13
4.6 Software module design and COdiNg .......cccccciiiriiiiiicissceirr e e e 13
4.7 =1 Yo [UE: Yo T=R=T T R oY IR-T=1 (= e i oo S 14
4.8 Software module teStiNg ..o —————————— 15
4.9 Software module integration and testing .........cccccvciiiiiis i —————— 16
4.10 Software validation ... e 17
5 Software-based parameterization ... ———— 17
51 7= T - 17
5.2 Data integrity ..o 18
5.3 Software-based parameterization verification ... ————— 18
6 Transmission protection of safety-related messages on bus systems ............ccccovccmvrernnnne. 18
7 Independence by software partitioning ..........cccccciiiiiircccccr e ———— 19
71 7= T - 19
7.2 Several partitions within a single microcontroller ............ccooeoiiiiiicinn 20
7.3 Several partitions within the scope of an ECU network ..o 21
8 INFOrMAtion FOr USE ... e 22
8.1 7= T - 22
8.2 Instruction handbooK ... ———————————————— 22
Annex A (informative) Description of software methods/measures ........ccccccveicccisereninsccccsscee s 23
Annex B (normative) Software validation test environments ..........c.cccooviiriii s, 36
Annex C (informative) Data integrity assurance calculation ............cccccoiiiiicnincccc 39
Annex D (informative) Methods and measures for transmission protection ............ccccciviiniiniisnniniinnns 4
Annex E (informative) Methods and measures for data protection internal to microcontroller ........... 43

=70 o 1o - o /N 45



		2026-06-12T09:31:36+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




