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Health informatics_- Guidance for handling personal health data in international applications
in the context of the EU data protection directive; German version EN_14485:2003, text in English

Contents Page
0T =LY o o 5
Lo Yo 1T o o T 6
1 85 o7 o 1 = 9
2 NOIrmative referenCes. ... ..o 9
3 Terms and definitioNS ... ..o s e e e e e e e e e n e annns 9
4 Abbreviated termS........ .. s 1
5 General solutions to exchanging personal health data between compliant and non-compliant

COUNTIIES ..o ie e e s e e s e e msmnssnsasssssnsnssssssssnsssssssssssssssssssssssssssssssssssssssssssnnnnnnsnsnsnnnnnsnnnnnnn 1
5.1 (€7=1 1= = I T o] ] o Y- T TN 1
6 Judging the adequacy of data protection...........cccccciirriiiiinni e ——— 12
6.1 7= 4 =T - 12
6.2 {00 01 =Y 0 1 2 8 2T o1 L= 12
6.3 Procedural/Enforcement MechaniSms............oo i 14
6.4 Third Countries that have ratified the Council of Europe Convention 108............cccccccererereeeeenene. 14
6.5 Industry self-regulation ........... i —————————— 15
7 Making adequate ProViSIiONS..........ciii i s sanmn e 16
71 1o T LW T o o P 16
7.2 Meeting the "Content PrinCiples” ... 16
7.3 Providing for the "Procedural/Enforcement Mechanisms™ ..........cccoooiiiiiisicinnees e 17
7 N € 7Y o - - | 17
7.3.2  Providing redresSsS... ... e 17
7.3.3 Support and help to data SUDbJEcts ...........ccceiriiiii e ——————— 17
7.3.4 Adequate COMPIIANCE ... s s s s s s e s e s s srm s s nnnnnn 18
7.3.5 ONWArd transfers...... ..o s e 18
7.3.5 Direct marketing and sale of data...........ccooemii i ———— 18
7.4 [0 1YY g T [T T T - 1 18
8 Permissible derogations, Articles 26.1 and 26.2...............ccooooiiiiiniiccirr e 19
8.1 o T o2 L= e 19
<t T N € 7Y o =Y - | 19
T 0 4 £ =Y o | P 20
8.2 o T2 L= PSSR 20
9 ANONYMISALION ... s 20
9.1 Definition of personal data.........ccccoo i 20
9.2 Rendering personal data anONYMOUS...........ooiiicceimiiiiriniiccccnnrr e ss s sssmn e e e s s ssmn e e s e e s n e eas 21
10 Notification to Supervisory AUthorities ... 21
10.1 o Y 1T o o 21
10.2 Implementation of Articles 18 t0 20..........ccicicrrrr s e 21
1 Steps in establishing an international application with adequate data protection safeguards

from the view point of an EU data controller..............ooiiiiiiicii e 22
1.1 o Y 1T o oY 22
11.2  Step One: Can the data be NON-Personal? ... 22
11.3  Step Two: Is the recipient third country an EEA country? .........cccoiiiiinninnemnnnssesn e 23
11.4  Step Three: Is the recipient country recognised by the Commission as having adequate

data protection ProViSiONS? ... 23
11.5  Step Four: Is the recipient organisation in compliance with arrangements formally recognised

by the Commission as providing adequate data protection provisions?.........cccccceeiiiiiccciiiicennns 24



Page

11.6  Step Five; If the recipient third country is not EEA, has it signed the Council of Europe

L0 o =Y o Lo o e 111 R 24
11.7  Step Six: Is the recipient country applying to become a member of the EU?..............cmee 24
11.8  Step Seven: Can adequacy of data protection be established?...........cccoiiiiiiiiiiiees 24
11.9  Step Eight: If adequacy of data protection cannot be established can the derogations in

Article 26.1 provide @ SOIULIONT ... e 24
11.10 Step Nine: If adequacy of data protection cannot be established can the derogation in

Article 26.2 regarding contractual clauses provide a solution?............ccoooiiiiiiccciics s 26
11.11 Step Ten: If transfer of personal data health data to the recipient third country is permissible has

the recipient implemented adequate security measures and can the application proceed? ........... 26
12 Steps in establishing an international application with adequate data protection safeguards

from the viewpoint of a non-EU data controller...............cccccoiiiiiiii s 26
121 Establishing data protection adequacy in the EU ............. i ee e e e e e e s n e e eneneees 26
13 Model CONtract ClaUSES .........eeeiiiiiiiierr s 27

Published MOdElS ... e e mn e n e 27
14 SECUNILY MEASUIES .....eeiiiiiie it r e s e ne e s ean e e s e e ae e e brane e eaan e e e nnans 27
14.1 o Yo LU T o2 oY T 27
N € 1= T = L= - o 28
14.3  Security contracts with processors and with controllers in non-compliant countries............... 28
14.4  SeCUIItY POLICY 1uueiiiiiiiiiiiiir iR e R e R R R 28
L 35 T &= Q=1 T 1 V£ 1 29
14.6  Security organisation and allocation of duties........cccccccvvecciieimiini e ———— 29
14.7 Reporting of security incidents or breaches .........ccccceiiccccieirrcicc e 29
14.8  Staff and contractor CONtracts...........ccoceoiiiiiciiin 29
I 3 T I = 11 10 T =T Lo =N, T =Y o 1T 30
14.10 TransmisSion Of data..........cooiiiiiiiiriiii e e 30
14.11 Limitations of purpose and aCCeSS........ i e 30
B I 0 14T 1 IR 1 = 14 =3 = 30
7 e o - VU T 11 38 - T 31
14.14 Loss, damage and destruCtion........ ... s s 31
14.15 Business Continuity Plans..........cccocoiiiiiiiii s s 31
14.16  NetWOrk SECUFItY....cciiiiiiiiiiii i 31
L TS I A - 1 =Y 1 =30 34T | £ 31
B0 TR o 1 o =T T o P 32
I g e T 14 o F=T o 32
15 Declaration of grounds on which transfers are to take place.......ccccccceivicccivemriir s, 32
15.1  Statement of GroUNAS ... e e s s s s smn e e e e e e s sa s s s sameeesens s nmnnnnens 32
Annex A (informative) Key primary international documents on data protection.............cccccccvrrrrrrnnnee. 33
A1 EU Data Protection DIreCtive ... s amn s 33
/W0 e T €T 4 - - 1 33
N I 0 o3 T - T [ N 33
A.1.3 Rules for lawfulness of Processing ........ccccuviiriiniinni i ———————— 33
A.1.4 Special categories of ProCeSSING.......cucvvrriiiiiiriiiiisnri s ——————— 34
A.1.5 Data subject's rights........cccccviiiiiiii e —————————— 34
A.1.6  Security Of ProCESSING ....cccccicririiiiiiiicseeirr e rs s e e rs s s sssn s e e e ee s s s s s ssnmn e e e e e eesasssnnnesenensssnnmnnnnnnnsnnn 35
A7 SUupPervisory AULhOIItIES .......ccccviiiiiiccicciiri s e s ne e e e e e s s s nmn e s e e ea s nmnnnnennnnan 35
A.1.8 Remedies and SANCLIONS..........coiiiiiiiiineiii e 35
A.1.9 Transfer of personal data to third countries ............cccovcmmiiiiiiiccc s 35
A.2 Organisation for Economic Co-operation and Development (OECD)..........cccoovvmrmmerrriiisccscsnnnenns 36
A.3 COUNCIl Of EUFOPE ....oueeciiiiiiiiiicciesrieesrssssssssmsse s e s s s ss s s s ssssn e s e e s sas s s ssms s s e e e essasssnnmaneseeesansssnanssnssnsssnnnnnnns 36
A4 United Nations General ASsembly .........cccovimiiiiiniii 37
N B T €T 4 =Y - 1 37
A.4.2 Principles concerning minimum guarantees that should be provided in any national

EGISIALION .. ——————— 37



A.4.3 Application of the Guidelines to personal data files kept by governmental international

L0 o F= 1017 1o T 38
Annex B (informative) Text of Articles 25 and 26 of the EU Data Protection Directive............cccccoeenennnn. 39
B.1 Article 25: PriNCIPIeS.... oo s s s 39
B.2 Article 26: Derogations ........ccccciiiiiicciisirirr i sssmr e e e s s ssmme e s e s s e e e s aa s e n e e e e e nmnneeeeeenannn 39
Annex C (informative) Text of Article 28 of the EU Data Protection Directive...........ccceeciiiiiicnniiiicnnnnnnes 41
Annex D (informative) Questionnaire for Assessing Data Protection Adequacy ........cccccceeerriecccinnceenenn. 43
Annex E (informative) Safe harbour privacy principles........cccooiiiiiiiinncsn s 49
Annex F (informative) Standards and sources of advice ..........cccciciiiiiiniiinc s 52
F.1 EU SeCurity ProjJECES ......cccciiiiiiiii i s 52
F.2 L0 1 T3 52
F.3 L\ oY B 0 = VIS = T 3 Lo L= T - 52
F.4 B0T =Y (o3 =T =Y o TR | = O 53
Annex G (informative) Model Declaration of Grounds upon which Transfer of Personal Health Data

is Regarded as in Compliance with the EU Data Protection Directive .........cccccooiiiiiiiiiiiiicennnnnnn. 54
Annex H (informative) Model contractual clauses for controller to controller transfers to a country

with inadequate data protection provisSions..........cccciiiiiciiincr e —— 56
H.1 0} o o 11 e 4 oY 56
H.2 Model standard contractual ClaUSES ..........ciiiiiiieceiiiiii it rrr e e e e e s s asa e e e e e e s an s e e e e e e nnnnnnnsnnn 57
Annex | (informative) Model contractual clauses for controller to processor transfers to a country

with inadequate data protection ProvisSions.........cccciiiiiin i ——————— 67
1.1 Y o o 11 e 4 oY 67
1.2 Model standard contractual ClAUSES .........c..ciiiieiiiiieiiir s e rss s s aa s s e ana s e snnssssrenn 68
21 o1 e T T T o1 V7 76



		2026-07-07T05:46:54+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




