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Health informatics - Audit trails for electronic health records

Contents Page
0T =T o iv
0 Yo 11T T o \'
1 £ T o - S 1

2 NOIrMAtive refErE@NCES ......oooi i e e e mnn e nas 1

3 TermsanddefinitioNs ... 1

4 Symbols and abbreviated terms ... ——————— 4
5 Requirements and uses of audit data ... —— 5
5.1 Ethical and formal requirements ... 5
5.2 Uses of audit data ..o e 6
6 TrHQOEr @VENLS ...eeeiiiieie it ———— 7
6.1 7= o 1= T 7
6.2 Details of the event types and their contents ..........ccocccciiiicccccrerrr e 7
7 Audit record details .........cccovmmiiiiii e ————————————— 8
71 The general record fOrmat ...........ccccceiiiiiiiiiccisecrrr e ssn e e e e e s s s snme e e eessn s nn e e e essannnn 8
7.2 Trigger event identification ... 9
7.3 User identification ... s 1

7.4 Access point identification ... ————— 14
7.5 Audit source identification ... ———————— 15
7.6 Participant object identification ..........ccccc i —————— 17
8 Audit records for individual @Vents ... ——— 23
8.1 ACCESS BVENTS ...cueeeeiiiiiiiiiiier iR R E s 23
8.2 LT 1Y oY Y 1 | 24
9 Secure management of audit data ..........cccccceeriiiiicccsiiir e ——— 26
9.1 Security conSiderations .........ccccccciiiiiiiccircrrr e e e e a s annne 26
9.2 Securing the availability of the audit system ... ——— 27
9.3 Retention reqUIrements ... s 27
9.4 Securing the confidentiality and integrity of audit trails ..........ccccoiiiiiiiniici s 27
9.5 Access to audit data ... 27
Annex A (informative) Audit SCENAIIOS ........cccceiiiiiiiiicr e ——————— 28
Annex B (informative) Audit 10g SEIVICES ......ccciiiiiiciiieiiiirii s ccsssrr e s sssse s s s s sssmn e e e s s s smnnn e e eesnnnnn 35
=1 o7 [T Yo | = T o 137/ 44



		2026-04-29T02:25:41+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




