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Health informatics - Security requirements for archiving of electronic health records -
Principles

Contents Page
0T =T o iv
o X0 11T T o v
1 £ o - PSS 1

2 Normative referenCes ... e 2
3 Terms and definitioNs ... 2
3.1 LY 4T T IR = o TS 2
3.2 Security SErviCes tErMS ... ————————————— 5
4 Abbreviated terms ... ———————————————— 8
5 =Y o 1= T 9
6 EHR-archive and eArchiving ProCess ... s s s s sssssssssssssssssssssssssssssssnene 10
6.1 = 1= T T I = o 10
6.2 AFCRIVING i 12
6.3 L 1T T e 3 T = 13
6.4 Backup versus EHR-Archive ... s 14
6.5 Elements of the EHR-Archive .......... e s 14
6.6 Types of EHR-Archive ... s s s s s sans 15
6.7 [0 10115 T3 o - Vo =SS 17
6.8 The eArchiving process for EHRS ... sssms e s s s ssss s s s smmmn e e e s nenes 17
6.9 eArchiving process and records management ...........cccccceeeevieeienessesssssssssss s sn——————————_- 19
7 Environment of the EHR-archive ... 21

8 Policies and responsibilities ... ——— 22
8.1 ReSPONSIDIlILIES ... 22
8.2 o T = 24
9 Security and privacy protection architecture ..........cccovciiniicinni e —————— 25
10 Security and privacy protection requirements for the eArchiving process .......cccccceviiiccnnees 25
10.1 L0 = T 25
10.2 Policies and responsibilities ... —————— 26
10.3 Requirements derived from legislation ...........cccoocmiimiiiiiccciiecriir e 27
10.4 Requirements for availability .........ccccccoooimmiiiiiicccccerrr e 30
10.5 Requirements for integrity ... ——————— 34
10.6 Requirements for confidentiality ..........ccccvviiiminiimii s ————— 36
10.7 Requirement for non-repudiation ... 37
Annex A (informative) Framework for long-term archiving of EHRs in Finland ............cccccciiniiiininninns 39
Annex B (informative) Framework for digital archiving of health records in the UK ..............ccc........... 45
Annex C (informative) Framework for digital archiving of health records in Japan .........ccccccccerverrnnnee. 53



Annex D (informative) Framework for digital archiving of health records in the USA -- Rules and

requirements derived from HIPAA ... e 56
archiving of electronic health records ..........ccconiimiinri e —————— 59
Annex F (normative) Summary of normative requirements ...........ccccocciinniin 7
=1 o7 [T Yo = T o 17/ 76



		2026-07-28T20:25:30+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




