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Health informatics - Information security management for remote maintenance of

medical

devices and medical information systems - Part 2: Implementation of an

information security management system (ISMS)

Contents Page
0T =TT o iv
0 Yo 11T T o '
1 T o - 1
2 Terms and definitioNs ... 1
3 Abbreviated termsS ... ————————————— 3
4 Application of ISMS to remote maintenance ServiCes ........cccovicciirmrmrrniinsscssssseer e sseeeeees 3
4.1 L0 Y=Y - 3
4.2 (00T 0T - T o= = oo o - S 5
4.3 SECUNItY POLICY .ueeiiiiieiiiiiiir it 6
4.4 ASSESSING FISKS ..uueiiiiiiiiiiiiiiir i 6
4.5 Risks t0 be Managed ... ————————— 7
4.6 Identification of risks that are not described in this part of ISO/TR 11633 ......cccccoiiiiiiiiiienens 8
4.7 LI C== LT Lo T LT 8
5 Security management measures for remote maintenance ServiCes .........cccccvvvverreerniiessssneenns 9
6 Approving residual FiSKS ... s s s sssssssssssssssssssssssssssssssssssssssssnns 9
7 SeCUrity QUL ...ceeiiiii i —————————— 10
71 Security audit of remote maintenance Services ... ——————— 10
7.2 Recommendation of security audit by third parties ...........cccccniiminiiii 10
Annex A (informative) Example of risk assessment in remote maintenance services ............ccccvineeen 1
=71 o7 [T Yo | = T o 137/ 66



		2026-06-16T05:50:55+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




