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Web-service-based application programming inter face (WAPI) in financial services

Contents Page
0T =T o v
L Yo 11T T ) o Vi
1 £ o o o - OSSR 1
2 NOIrMAtive refEreNCEeS .......coi i mmn e 1
3 Terms and defiNitionNs ... e 1
4 DeSigN PriNCIPIES .....ooiiieiiiiiiii iR 3
4.1 7= T - N 3
4.2 Standards compatibility .........ccccciiiiimiii e ————————— 3
4.3 EXLeNSIDIlity ..cccceviiieeiiiiiiie i ————— 3
44 NON-FePUAIAtION ... s s e e s nmn e e e e e e e s mmmnn e 3
4.5 Web resource unique identifiers (ID fields) .......ccccoeocerircecimircssrr e 3
4.6 0 1= 4 01 1= 1o 3
4.7 85 = 1= SR 3
5 (R F=1 L= IR = o] T To e o Y SN 3
5.1 7= T - SN 3
5.2 Representational state transfer (REST) and simple object access protocol (SOAP) ............. 3
5.21 (€71 4 =T - T 3
5.2.2 3 4
5.2.3 8510 Y R 4
5.3 WebSocket and WebhooK ........... e s 5
5.3.1 (7= 1= - 1 Y 5
5.3.2 L0 L= <1 T o X =1 5
5.3.3 L0 £ ¢ 4 o T 5
5.4 0 I o 6
5.5 B0 1510 1 T3 o R 6
5.5.1 1071 1= - 1 Y 6
5.5.2 Y10 SRS 6
5.5.3 D SRS 6
5.6 Content Negotiation ... —————————————— 7
5.7 RESTful APl description [anguages .......cccccceiriimiminsms s s 7
6 Naming CONVENLIONS ......coiiiiiiiiiiir i 7
7 LY o T T o - 1 1 o 8
71 =Y =T | 8
7.2 [T 0T U] o7 =30 Lo o Y- SRS 8
7.3 Single resource versus collections Of reSOUICES ........ccccceiriiiiccissceirre s 9
8 LA o =3 Y/ (=N 9
8.1 7= T - PN 9
8.2 8 10
8.21 1.7 4 =T - T 10
8.2.2 UNIform INtEIrface ... e e 1
8.2.3 Apply the standard HTTP methods ...........o e 12
8.24 StateleSS SESSIONS ....coiiiiciiiiiicrr e rrrr e s s s s n e s s n e e e s ne e r e ne e e e nr e e e nnn e e e e annenennans 13
8.2.5 0 1= 4T 0 1= 1 13



8.2.6 Composition of the URI ... 14
8.2.7 Handling associations between resources ..........cccoiiii e ——— 14
8.2.8 Request Parameter USQAQE ... se s sms s s sms s e s s s smmn s e ea s nmmnnes 14
8.2.9 o T=3 T L7 o T 17
8.2.10 I8 1 L= = oo 4 == 18
8.3 Asynchronous messaging and Server PUSh ... 21
8.3.1 Bidirectional communication Model ... ——— 22
8.3.2 [ F=X1-F= T TS U1 o X3 od g ] o1 e o 23
8.3.3 Message PUDLiSh ... ————— 24
9 Data payload SYNtaX ... ————————— 24
9.1 05T | 24
9.1.1 (7= 1= - | 24
9.1.2 Syntax and STUCLUIE ... e s s s s e e e s s e e e snn e nnnsnnnenannn 24
9.1.3 D T = I8 4T o =Y. 26
9.2 D 26
9.21 1= 3T 26
9.2.2 Syntax and SrUCLUre ... 26
9.2.3 D T T 4 o 1= 28
10 Security and authentication ... ———————— 30
10.1 7= 1T o 30
10.2 L 30
10.2.1 Certificate issuance and verification ... 31
10.3 Application and access layer SECUNtY ..........cccciiieiiiiiiiiiisr s 32
10.3.1 0 e T 11 o) 32
10.3.2 Overview of the OAUth 2.0 ProtoCol ... s mne e e e ee e nnn 33
10.4 Read-only security Profile ... s s nmnnes 33
10.5 Read and write security profile ... 33
10.6 Message level integrity, source authentication and non-repudiation ...........cccccccvrrriiiiciinnens 34
10.6.1 7= T - 34
10.6.2 Signing HTTP requests and reSPONSES ........cccccviiiieimininisinnsis s s s sssssss s 34
10.6.3 Signing JSON Payload ... s s s s 34
10.6.4 HTTP SIGNAtUre ......coiiiiei et e 35
10.7 Message level eNCryption ... s s 35
10.8 Version CONEIOl ... s s e s e e s e e s mmmnn e 35
11 LTI o 1= 36
1.1 ISO 20022 Web SErVICES .....ccciiiiriiiniiiirinsie s s s an e 36
11.1.1 INTrOAUCHION .ot —————— 36
11.1.2 Modelling gUIdelines ... 36
11.2 MappPing FUIES ... e 39
11.21 RePOSItOryCONCEPL ...t e 39
11.2.2 MessageDefinition ... —————————— 39
11.2.3 MessageBuildingBIOCK .........ccciiiiiiiii s ————— 40
11.2.4 MessSageComMPONENt ........coiciiiiiirr i ———————— 40
11.2.5 03 dToTTe7=1020 4 4T'o Yo 0 1= 4| A OSSP 41
11.2.6 MeSSAQEEIEMENL ... e 42
11.2.7 ISO 20022 DataType transformation to JSON Schema ........cccccccmiriccirrrccsrer s 43
Annex A (informative) Approach to FX trading .......cccccccmiiiicccismmmiiniinscccsssees s sssssssssess e s s s ssssssmsss e e sssssssns 49
S0 o 1T o - o 1 /N 52



		2026-06-15T15:48:24+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




