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Road vehicles - Diagnostics on Controller Area Networks (CAN) - Part 3:
Implementation of unified diagnostic services (UDS on CAN)

Contents Page
0T =T o v
L T 11T T o vi
1 £ o - PSS 1
2 Normative referenCes ... e 1
3 Terms, definitions and abbreviated terms ... 2
4 L0 1 V=T 0o o TS 2
5 Unified diagnostic services (UDS) applicability to OSI model ........ccccereiiiccciemeene e 2
6 Application and SeSSION [aYers ... s s s s nnnnnnn 2
6.1 Application [ayer SEIVICES .......cccccciiiiiiiiiiisisisisssssssss s s s sssssssssssssssssssssssssssssnsssssnsnsnns 2
6.2 Application layer ProtoCol .......... s 2
6.3 Application layer and diagnostic session management timing ..........ccccceoniiiinnnniinenen, 2
6.3.1 (7= T - 2
6.3.2 Application layer timing parameter definitions ... 4
6.3.3 Session layer timing parameter definitions ..........cccocviirii i ——— 6
6.3.4 Client and server timer resource requIiremMents ... 6
6.3.5 Detailed timing parameter descriptions ... 9
6.3.6 o g £ = Lo | 11 4V X 27
7 Network layer iNterface ... e e sssn e e e e e s s mnm e e e e e e e s s annns 29
71 General information ... 29
7.2 FlowControl N_PCI parameter definition ..........ccccoiiiiicccisceiini s cssssse s smnnns 29
7.3 Mapping of A_PDU onto N_PDU for message transmission ...........cccccccrmrrriiiccssncennnnnssssssnnnes 29
7.4 Mapping of N_PDU onto A_PDU for message reception ...........ccccoceeeinimmrriinisscssmnnss e 29
8 Standardized diagnostic CAN identifiers ..........cccccniiiininiin 30
8.1 Legislated 11 bit OBD CAN identifiers .........ccccviimminiimmir s e 30
8.2 Legislated 29 bit OBD CAN identifiers .........ccccovimminnimmmnir e 30
8.3 Enhanced diagnostics 29 bit CAN identifiers ..........cccooccmiiiiiiccccsseerrer e e 30
8.3.1 General information ... 30
8.3.2 Structure of 29 bit CAN identifier ..........ccoi i 31
8.3.3 Structure of address ..o e 33
8.34 MeSSAQe retrieVal ......cooiiiiiiiiiiiiiie e 35
8.3.5 o T U 1 3 T 36
9 Diagnostic services implementation ..o —————— 40
9.1 Unified diagnostic SErvices OVEIrVIEW ..........cccceimminsimisssss s s s snes 40
9.2 Diagnostic and communication control functional unit ..........cccoccveiinrii 42
9.21 DiagnosticSessionControl (10 hex) Service ..o ——— 42
9.2.2 ECUReSset (11 heX) SEIVICE .....oviiiieiiiiiisiriines s s s s s s 42
9.2.3 SecurityAcCess (27 heX) SEIVICE ....oiiiiiiiiiiiciiririiiscisssserrre s rs s ssssssre s e s s s s s s s smse e e e e e sssssssmnesesesssnssnnnns 43
9.24 CommunicationControl (28 heX) SErViCe .........cccccccririiiriciissmrrrrr s sssssssere e s s s ssnne e e e s essssssnnnns 43
9.2.5 TesterPresent (3E heX) SEIVICEe ......cccceiiiiiiiccciecrir s csssserr e s s s s e s s s ssnse e e s s s s smnne e e e e snnnn 43
9.2.6 SecuredDataTransmission (84 heX) SErViCe ........cccvcimrriiiiicsissmerer s sssse s s snes e e e s s s ssanns 44
9.2.7 ControlDTCSetting (85 heX) SEIVICE ......cccccciiiiiiiicciierirrr s csssserr e s s s s sssere e e s ss s s ssmsne e e eessnsnnnns 44



9.2.8 ResponseOnEvent (86 heX) SErviCe ... s 44
9.2.9 LinkControl (87 heX) SErviCe ... 47
9.3 Data transmission functional unit ............coo i ——— 47
9.3.1 ReadDataByldentifier (22 hex) SErvice ......ccccoiimiiiiin s 47
9.3.2 ReadMemoryByAddress (23 heX) ServiCe ... s s 47
9.3.3 ReadScalingDataByldentifier(24 hex) service ... 48
9.34 ReadDataByPeriodicldentifier (2A heX) ServiCe .......cccoiiciiimmiimiiisccssssrere s e s s ssnmnens 48
9.3.5 DynamicallyDefineDataldentifier (2C hex) Service .........cccovmimmiriiicsssmmreressssssssssssees e e s sssssssnseens 54
9.3.6 WriteDataByldentifier (2E heX) SEIVICe ........oiiicciimiiriiicccrseerrs s sssssrr s sssn e e e sn s mnnes 54
9.3.7 WriteMemoryByAddress (3D heX) SEIVICEe .......ccccceiiiiiiccissecerrer i ssssssssssesssssssssssssssssssessssssssnmnnns 54
9.4 Stored data transmission functional unit ............ccooiiiiirccc e ———— 54
9.4.1 ReadDTCInformation (19 heX) SErviCe .........ciiciiriimiiiiiccccnerrr s sssse e s e ssnne e e e s sss s s nnnes 54
9.4.2 ClearDiagnosticinformation (14 hexX) Service ... 56
9.5 Input/Output control functional unit ... 56
9.5.1 InputOutputControlByldentifier (2F hex) service ........cccovvmiiiiii e 56
9.6 Remote activation of routine functional unit ... 56
9.6.1 RoutineControl (31 heX) SErviCe ... 56
9.7 Upload/Download functional unit ... s 57
9.7.1 RequestDownload (34 heX) SEIrVICE .....cccciiiiiiiccirscirrrriissscssssee s s e ss s sssse s e s s s snnns e e e e sns s s nnnes 57
9.7.2 RequestUpload (35 heX) SEIVICEe .....ccccccciiiiiiiiiccieeirrs s ccsssser s se s s s sss e e e e s s s smnn e s e e e sensssnnmenes 57
9.7.3 TransferData (36 heX) SEIVICE .......ccccciiiiiiiiicciiecrrr s sssssr e sssnr e e e s smnnn e e e e se s s samnnn e e nenan 57
9.74 RequestTransferExit (37 heX) SEIVICe .....ccccviiiiiiccciiiiiiiisccseere s ssss e s mse e e s e s ss s snmnenes 57
10 Non-volatile server memory programming ProCess .........ccccouvmrriisssmsmissssssisssssssssanns 58
10.1 General INfOrmMation ... e 58
10.2 Detailed programming SEQUENCE ......cccceviiiimeriiiimmriisisrr s s ss s s ans s snne s 61
10.2.1 Programming phase #1 -- Download of application software and/or application data ........ 61
10.2.2 Programming phase #2 -- Server configuration .........cccccvvcmiiiiicnnii 66
10.3 Server reprogramming reqUIreMENLtS .........occcereiiiisremismrs s ——————— 69
10.3.1 Programmable servers and their categories ... ————— 69
10.3.2 Requirements for all servers to support programming ..........cccccceemmerrinnnsscsssssseressessssssssssseens 70
10.3.3 Requirements for programmable servers to support programming ........ccccccceeeereinssscssssnneenns 70
10.3.4 Software, data identification and fingerprints .........ccccoiiiicccccc e ————————— 74
10.3.5 SEerver roUtiNG @CCESS ....cccciiiiiiirriirir it e s ss e s s s s me e s me e s s ane e s s sane e s e nne s snamn e s nnnnnes 77
10.4 Non-volatile server memory programming message flow examples ...........cccoecmrrrrriiccincenns 78
10.4.1 General iINformMation ... 78
10.4.2 Programming phase #1 -- Pre-Programming Step .........ccccceiinimmiinismnssnsse s 78
10.4.3 Programming phase #1 -- Programming Step .........ccccciiimninimess s e 79
10.4.4 Programming phase #1 -- Post-Programming step ..........cccoiismminimnmnss e 86
Annex A (normative) Network configuration dataldentifier definitions .........ccoccoiiiiiniiniiciiines 87
=1 o7 [T Yo = T o 17/ 92



		2026-05-01T01:54:22+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




