DIN EN ISO 21177:2024-06 (E)

Intelligent transport systems - ITS station security services for secure session
establishment and authentication between trusted devices (ISO 21177:2024); English
version EN ISO 21177:2024

Contents Page
20 o) o vi
0010 o010 L0 o ) vii
1 SCOPI .t 1
2 NOTIMATIVE FEECTEIICES ..........oooooo ettt oottt sttt 1
3 Terms and AefIITTIONIS ................ooo ettt 1
4 PN oY 0 WS TA B T B =) @ 01 2
5 L0 0 742) 7 (=) 2SS 4
5.1  General description, relationship to transport layer security (TLS) and relationship to
APPLICALION SPECTIICATIONS .- 4
5.2 L0010 5
5.3 Architecture and fUNCTIONAL ENEITIES ...t 5

54  Cryptomaterial NANAIES ... 10
5.5 SeSSION IDS AN STATE.....coccoooeieeiessssssessssssesssssssss s 10
5.6  Access control and authoriZation STALE ... 11
5.7 Application level NON-TePUATATION ... 11
5.8  Service PrimitiVe COMVENTIONS ...ttt 11
Process flows and SeqUeNCe dIa@IamiS ........ ... 12
6.1 GUBTIETAL .

6.2  Overview of process flows....

6.3  Sequence diagram conventions

0.4 COMFIGUIE ..
0.5 SEATE SESSIOM e
6.6  Send data

6.7 Y=Y 00 REETololsYT o0 ) 018 o) B 34 D 10 IS

0.8 RECEIVE PDU ...ttt
6.9 Extend session...
69.1 Goals........
6.9.2 Processing............
6.10  Secure connection brokering......
6.10.1 GOoalS ..
0.10.2  PrOT@QUISIEES.....oooiieerees i
0.10.3  OVEIVIEW ..o
6.10.4 Detailed specification
6.11  FOICE EIIA SESSIOM..ooeeeeeeeee et
6.12  Session terminated at SESSION LAYET ... 39
6.13  Deactivate ...
6.14  Secure session example
Security subsystem: interfaces and data EYPeS ... 43
7.1 GEBIIET AL 43
7.2 Access CONLIOl POLICY ANA STALE ...ttt 43
7.3 Enhanced authentiCation ... 44

7.3.1  Definition and POSSIDIE STALES ... 44
7.3.2  States for owner role enhanced authentication. ... 45
7.3.3  State for accessor role enhanced authentication ..., 46

7.3.4  USE DY ACCESS COMEIOL..oocoiii s 46



7.3.5 Methods for providing enhanced authentication............., 47

7.3.6  Enhanced authentication using SPAKEZ ... 47
74 Extended aUtheNTICATION ...ttt 48
7.5 Security Management Information REQUEST ... 48
751 RAIONALE e 48
75,2 GEINIETAL e 49
Ti0 DAL EY DS e 50
70601 GEIETAL e 50
7002 TINPOTTES oot 50
7.6.3  “HeEIPOI” dAta LY POS oo 50
7.6.4  1S021177ACCESSCONTIOIPAU ..ottt 51
7.6.5  ACCESSCONTIOIRESULL ... 51
7.6.6  EXTENA@AAULNPAU ..o 51
7.6.7  EXteNdEdAULNREGUEST ..o e 52
7.6.8  InnerExtended AUthREQUEST ... 52
7.69  AtomiCEXtendedAUtNREQUEST ... 53
7.6.10 EXtendedAULNRESPONSE ..o 53
7.6.11 Extended AuthResSponsePayload..........iissesesssesssss s
7.6.12 EnhancedAuthPdu...........c..
7.6.13  SPAREREGUEST ...
7.6.14  SPAKERESPOIISE ..ottt
7.6.15 SpakeRequesterResponse...
7.6.16  SecurityMgMEINFOPAU ..o
7.6.17  SecurityMgmEINFOREQUEST ...
7.6.18 EtsiCrlRequest.......ccnn
7.6.19 CertChainRequest
7.6.20 SecurityMgmEINfORESPOIISE. ..o 56
7.6.21 SecurityMgmtINfOErTOrRESPONSE ... 56
7.6.22 EtsiCrlResponse
7.6.23 EtsiCtlResponse
7.6.24  T@EECTIRESPOMISE ..o 57
7.6.25 CertChaiNRESPOISE. ..ot 57
7.6.26  SeSSIONEXTENSIONPAU ..ooccooviiitistt s 57
7.7 APP-SEC INEEITACE e 59
771 APP-SC-CONTIGUIE.TEQUEST ..o 59
7.7.2  App-Sec-Configure.CONFIIT . ... 60
7.7.3  App-Sec-StartSessioNdNdiCatiON ... 60
774  APP-SEC-DATATEQUEST ...t 60
ARSI\ o) o BT =Tomd D F=ir= ol ) 1 D ' 61
7.7.6  APP-SEC-INCOMING.T@QUEST ...oooccriiriet st 61
7.7.7  ApP-Sec-INCOMING.CONFIITIL ..o 62
7.7.8  APP-SeC-ENASESSION.IEQUEST ..o 63
779  App-Sec-EndSession.indiCation. ... 63
7710  AppP-SeC-DeactiVater@QUEST . ... ..ttt
7711  App-Sec-DeactiVvate.CONTIITI ...
7.712 App-Sec-Deactivate.indication
7.8 Security subsystem iNternal INtEITACE ... 64
781 GEIIAL o
7.8.2  Sec-AuthState.request
7.8.3  Sec-AuthState.confirm
Adaptor layer: interfaces and data EYPES ... 66
8.1  General
LG 0 - | 7 U 4 011 67
821 GEIIETAL . 67
8.2.2
8.2.3
8.2.4
B.2.5  TISCHEINEMSZL ..o 68
8.2.6  TISSEIVEIMSEL .....ooeeeeeessssses st 68



8.3 AP AL INEETTACE e 68
8.3.1  APP-AL-DAtAT@QUEST ..ot 68
8.3.2  APP-AL-DAtA.CONTITII .o 69
8.3.3  APP-AL-DataindiCation. ...t 69
ESTRC T SN o) o RN I 23 4 B=1 o) U] 20 0 8 (/Y0 L0 U] 70
ST I Yoy IR0 05N i (oL 71
8.4.1  SeC-AL-ACCESSCONLIOLIEQUEST ..o 71
8.4.2  Sec-AL-AcCeSSCONEIOLCONMTIITIL ..o 72
8.4.3  Sec-AL-AccessCONtrolindiCation ... 72
8.4.4  SeC-AL-ENdSE@SSION.TEQUEST ..o 73
8.4.5  SeC-AL-ENdSeSSION.CONTITTI ..o 73
9 SE@CUIE SESSION SEIVICES ...t 73
9.1 GEBIMET AL ...ooooeoee e85 5 8 585555 73
0.2 APP-SESS INEEITACES e 73
0.2.1  AppP-SeSS-ENableProXy.r@QUESTE ... 73
9.3 SEC-SESS TNEETTACE ... 74
0.3.1  SeC-SeSS-CONFIGUIE.IEQUEST ..o 74
9.3.2  SeC-Se5S-CONFIGUIE.CONTITIN ..ot 76
0.3.3  SeC-Se8S-StartiNAICATION ..o 76
9.3.4  Sec-Sess-EndSession.indiCation ... 77
9.3.5 Sec-Sess-Deactivate.request
9.3.6  Sec-SesS-Deactivate.CONFITIN ... 78
0.4 AL-SESS INTETTACE ..o 78
9.4.1  AL-SESS-DaAt@.FEQUEST ..o 78
0.4.2  AL-S€SS-Data.CONTIIT .cooccovvoorrrsssssss s 78
0.4.3  AL-S€5S-Data.indiCatION ..o 78
9.4.4  AL-SeSS-ENASESSION.IE@QUEST......cooovivivrsississsssssssssssssssssssssssss s 79
9.4.5  AL-S€SS-ENdSESSION.CONTITIN ...cccooriririniietieteeseseseesese s 79
9.4.6  AL-SesS-ClieNtHellOPTOXY.IEQUESTE ... 79
9.4.7  AL-Sess-ClientHelloProXy.indiCation ... 80
9.4.8  AL-Sess-ServerHelloProXy.r@QUEST ... ...ttt 81
9.49  AL-Sess-ServerHelloProXy.dndiCation. ... ... 81
9.5 Permitted MECRAMISIIIS ... 82
O.5.1  TILS L3 oo 82
0.5.2 DTS L3 et 83
Annex A (informative) USAZE SCEMATIOS ... 84
Annex B (normative) ASN.L IMIOAUIE ...t 92
Annex C (normative) Session extension PDU functional tyPe. ... 93
Annex D (normative) OWner aUEROTIZAtION ... 94
BIDLHOGIAPIY ... e 98



		2026-06-21T12:15:05+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




