ISO 21177:2024-03 (E)

Intelligent transport systems - ITS station security services for secure session
establishment and authentication between trusted devices

Contents Page
FFOT@WOTM.........ccccocovreeseee e85 55855558555 8 5 vi
IIMEIOMUICTION ..o vii
1 SCOPI@ ... 1
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Overview

5.1 General description, relationship to transport layer security (TLS) and relationship to
APPLICAtION SPECITICATIONIS ..o
5.2 GOALS ek
5.3 Architecture and functional entities
5.4 Cryptomaterial handles
5.5 Session IDs and state.........crne
5.6 Access control and aUthOTiZation STATE ... 11
5.7 Application level NON-TEPUATATION ... 11
5.8 Service Primitive CONMVENTIONS ...t 11
6 Process flows and sequencCe diaBIamiS . ..............iiiiiieeseee oot
6.1 General ...,
6.2 Overview of process flows......
6.3 Sequence diagram conventions
6.4 Configure ...
6.5 S AT SESSION....oooeeeeeeeeevisseecesee sk
6.6 SEIUA AT e
6.7 Send access control PDU
6.8 Receive PDU........cccccs
6.9 Extend session............c.....
69.1 GoalS..nn
6.9.2  Processing..........
6.10  Secure CONNECEION DIOKEIIIE ..ottt
6101 GOALS et
6.10.2 Prerequisites
6.10.3 O VEIVIBW .ot
6.10.4 Detailed SPECIICALION ..ot
6.11 Force end seSSiON......ccccooorrcssiins
6.12 Session terminated at session layer.
6.13 Deactivate ...
6.14  SeCUIe SESSION EXAMPIE .....oooioooee ettt
7 Security subsystem: interfaces and data EYPeS ...
7.1 [0T<) 41 = | OSSR
7.2 Access control policy and state...........s
7.3 Enhanced authentication ...
7.3.1 Definition and possible states...........cosis
7.3.2  States for owner role enhanced authentication
7.3.3  State for accessor role enhanced authentication. ...,
7.3.4  USE DY ACCESS COMETOL.....ooi oot

7.3.5 Methods for providing enhanced authentication
7.3.6  Enhanced authentication using SPAKEZ ...



7.4 Extended autheNtICaTION .. ...t
7.5 Security Management Information Request....
7.5.1  Rationale......n,
7.5.2  General ...
7.6 Data tYPEeS ..ot
7.6.1  General ...
7.6.2  IMPOTES .
7.6.3 “Helper” data types.........
7.6.4 1s021177AccessControlPdu.......
7.6.5  ACCESSCONTIOIRESUIL ..o
7.6.6  EXteNA@dAULRPAU ..o
7.6.7 ExtendedAuthRequest
7.6.8 InnerExtendedAUtNREQUEST ...
7.6.9  AtomicEXtendedAUTNREQUEST ...
7.6.10 ExtendedAuthResponse..............
7.6.11 ExtendedAuthResponsePayload
7.6.12 EnhancedAuthPdu
7.6.13 SpakeRequest.......
7.6.14 SpakeResponse ...
7.6.15 SPaKEREQUESTEIRESPOINSE ......occcoee e
7.6.16  SecurityMgMEINTOPAU ...
7.6.17 SecurityMgmtInfoRequest.......
7.6.18 EtsiCrlRequest.......ocscci.
7.6.19 CertChainRequest
7.6.20 SecurityMgmtInfoResponse.......
7.6.21 SecurityMgmtInfoErrorResponse
7.6.22  EESICITRESPOIISE ...oocee e
7.6.23  ELSICEIRESPOIISE. ..ot
7.6.24 leeeCrlResponse
7.6.25 CertChainResponse
7.6.26  SeSSIONEXTENSTONPAU -....oooooiii e
7.7 App-Sec Interface ...
7.71  App-Sec-Configure.request
7.7.2  ApP-Sec-ConfigUure.CONTITTI ...
7.7.3  App-Sec-StartSession.dndiCatioN ..o
7.74  App-Sec-Data.request
7.7.5  APP-S€C-DataACOMTITTI ..o
7.7.6  APP-SeC-INCOMING.FEQUEST ....ccccciieiiiiiiie et
7.7.7  App-Sec-Incoming.confirm.........
7.7.8  App-Sec-EndSession.request...
7.79  App-Sec-EndSession.indication
7.7.10 App-Sec-Deactivate.request......
7.711 App-Sec-Deactivate.confirm..........
7.7.12  App-Sec-Deactivate.indiCation. ...
7.8 Security subsystem internal INTEITaCE ...
7.8.1  General ...
7.8.2  Sec-AuthState.request
7.8.3  Sec-AuthState.confirm
Adaptor layer: interfaces and data LY PES ... 66
8.1 3 1 T=) o S
8.2 Data types
821 GEIETAL .o
8.2.2 Is021177AdaptorLayerPDU
8.2.3  APAU. e
8.2.4 AccessControl....
8.2.5 TIsClientMsg1.....
8.2.6 TlsServerMsgl..
8.3  App-AL Interface.......n
8.3.1  APP-AL-DAtAT@QUEST ...
8.3.2  APP-AL-DAta.CONTITTI oo
8.3.3 App-AL-Data.indication...........cc......
8.3.4 App-AL-EnableProxy.request
8.4 SEC-AL INEETTACE ..




8.4.1  SeC-AL-ACCESSCONTIOLIEQUEST ..ooooiirreeeeee s

8.4.2 Sec-AL-AccessControl.confirm..........ccc.......

8.4.3 Sec-AL-AccessControl.indication

8.4.4 Sec-AL-EndSession.request.................

8.4.5  SeC-AL-ENdSeSSION.COMEIITIL  ...ooooooooooooeeooeeeeeee oo eeeeeeeeeeeeeeeeseeeeeeeeeeeee s s e
9 SECUTE SESSION SEIVICES .........ooooooooooeeoeeveeeeeeeeeeeeesvessssssssssssssssssssssssssssssssssss sttt eesesesseessessessesseesessessessessees

9.1 General......cccrn
9.2 App-Sess interfaces
9.2.1 App-Sess-EnableProxy.request
9.3 YT O ST oYl 1 8 =) 0 = o <
9.3.1 Sec-Sess-Configure.request
9.3.2 Sec-Sess-Configure.confirm
0.3.3  SeC-SeSS-Start.dNAiCATION. ........oooocceeeeeeee e
9.3.4  Sec-Sess-EndSession.dndiCation ... ssseseeeessssssssssessssssssssseessssssssseesssssssseeesss 77
9.3.5 Sec-Sess-Deactivate.request
9.3.6  Sec-Sess-Deactivate.confirm
9.4 AL-SeSS iNterface ...
9.4.1 AL-Sess-Data.request
9.4.2 AL-Sess-Data.confirm
1O T TN ESYY TS D F=N =18 10 e (ot 1 (o ) o

9.4.4 AL-Sess-EndSession.request

9.4.5 AL-Sess-EndSession.confirm.......c...c....

9.4.6  AL-Sess-ClientHelloProxy.request.....

9.4.7 AL-Sess-ClientHelloProxy.indication ...

9.4.8 AL-Sess-ServerHelloProxy.request........

949 AL-Sess-ServerHelloProxy.indication

9.5 Permitted MECRATIISIIIS ..o

O.5.1 TS 3 et 82

0.5.2 DT LS L3 e 83
Annex A (informative) USAZE SCOIMATIOS ...ttt 84
Annex B (normative) ASN.T MOAUIE ...t 92
Annex C (normative) Session extension PDU functional tyPe...........ineeeesseseee 93

Annex D (normative) Owner authorization

Bibliography ...,



		2026-06-21T17:57:16+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




