
 
 - 1 - 

ISO/TS 23374-2:2023-08 (E) 
 
 
Intelligent transport systems - Automated valet parking systems (AVPS) - Part 2: 
Security integration for type 3 AVP 
 
 
Contents            Page 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

Foreword ........................................................................................................................................................................................................................................iv
Introduction .................................................................................................................................................................................................................................v
1 Scope ................................................................................................................................................................................................................................. 1
2 Normative references ..................................................................................................................................................................................... 1
3	 Terms	and	definitions .................................................................................................................................................................................... 1
4 Abbreviated terms ............................................................................................................................................................................................. 3
5 General ........................................................................................................................................................................................................................... 4

5.1 Basic operation model of AVPS ................................................................................................................................................ 4
5.1.1 Basic functionalities ........................................................................................................................................................ 4
5.1.2 Basic operation flow ........................................................................................................................................................ 5
5.1.3 Example functional allocation of logical architecture in AVPS ................................................ 6

5.2 Security lifecycle................................................................................................................................................................................... 8
6 Security requirements .................................................................................................................................................................................. 9

6.1 Security requirements for AVPS ............................................................................................................................................. 9
6.2 Security requirements on AVPS communication..................................................................................................... 9

6.2.1 General ........................................................................................................................................................................................ 9
6.2.2 Confidentiality ................................................................................................................................................................... 10
6.2.3 Integrity .................................................................................................................................................................................. 10
6.2.4 Availability ............................................................................................................................................................................ 10
6.2.5 Authentication ................................................................................................................................................................... 10

Annex A (informative)  Communication sequences ..........................................................................................................................11
Annex B (informative)  Examples of secure communication protocol using PKI .............................................37
Annex C (informative)  Views on threats and risks...........................................................................................................................40
Bibliography ............................................................................................................................................................................................................................ 44


		2026-04-18T14:14:31+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




