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Contents Page
0T =T o '
L Yo 11T o vi

1 8T o o1 1

2 Normative referenCes ... 1

3 TermsanddefinitioNs ... e 2
4 Symbols and abbreviated terms ... 4
41 R0 Y811+ - Y 4
4.2 Abbreviated terms ... 4
5 L0705 o g 0 = = 6
6 [ Lo | ST 4 e Yo 11 T2 4 T o NS 6
6.1 General iNformMation ... e mn e e e e nnn 6
6.2 Connection establishment and vehicle diSCOVErY .........cccommminnim s 6
6.2.1 Direct cONNECtiON SCENAIIO ......ooiiiiiiiii s mmmn e 6
6.2.2 Network connection SCENANIO ... e mnne e 7
6.2.3 Internal tester scenario (OPtioNal) ......ccccorieeiiiirre e s 8
6.2.4 Unsecured DOIP SESSION ... s ms s mms e s mnmn e 8
6.2.5 Secured (TLS) DOIP SESSION ......ccccceiriiiiiiiicisssrre s s s ssssssssmses e s s s ssssssms s s s s s sssssssssmsssesssssassssnnsesnssnanss 10
6.3 Vehicle network integration ... s 1

6.3.1 Vehicle identification ... 11

6.3.2 Multiple vehicles in a single NEtWOrK ... 12
6.4 Communication examples using message sequence charts ..........cccccciiriiciiiniisnnneenans 13
6.5 IP-based vehicle communication protocol -- General information ...........ccccocvecniniiicninciennn, 14
7 Application (APP) reqUIiremMents ... e 14
71 APP implementation of DoOIP requirements ... s 14
7.2 APP data transmisSion Order ... 14
7.3 APP DolP entity synchronization of a vehicle's GID ..........ccccoocmmiriccemnnncer e e 14
74 APP vehicle identification and announcement request message ..........cccccerecerrrrceerrencsceenns 17
7.5 APP diagnostic power mode information request and response .........ccccocecveccernnrnnnsssssneeenns 24
7.6 APP DolP entity status information request and response .........cccccccrrmriiiicccscernr s 25
7.7 APP timing and communication parameters ... ———————————— 25
7.8 APP logical addressing .......ccccuceviriiniiiiiinnis s s 26
7.9 APP communication environments and recommended timings .........cccccceniiimniniinninniennn, 27
7.10 APP DolP entity functional requirements ..........cccconiiiinni s ————— 28
8 Service iINtErface ... 28
8.1 =Y =T - | 28
8.2 Service primitive parameters (SPP) ... e rrsre e sn e e 30
8.21 SPP data type definitions ..o 30
8.2.2 SPP DolP_Al, address information ............ccccccmiiiiiicccssecimri s cssessss s ss s sssse s e s ss s ssmnss s e sesnnns 30
8.2.3 SPP Length, length of PDU ... s rre s s s s ssmn e s smne e e e e nn s 31

8.2.4 SPP PDU, protocol data unit ..........ccccciiiiiiicciiiimiiiisssccsscsses s ssssssss s s s sssssssssss s e s s sssssssssne s s essnnnes 31

8.2.5 SPP DOIP_RESUIL .......coieieieiiccete s scceee s escsss e e s s s e s s s e ss s e s s mn e e s s s nmne e s s sane e e snnneessannnessannnensnnans 31

8.3 SPP DolP layer service interface .........ccocciiiiiiiiiiinir s 31



8.3.1 SPP DoIP_Data.reqUest ... s s s s e 31
8.3.2 SPP DoIP_Data.confirm ... s e 32
8.3.3 SPP DolP_Data.indication ... s e 32
9 W o] o1 LT e= 11 Lo o = 3= (N 32
9.1 AL dynamic host control protocol (DHCP) .........cooiriiiimircicerrrssee e e e s e sme e e 32
9.1.1 N I o = T - | 32
9.1.2 AL IP address asSignmEeNt ..........cooiiicccieiiiiiiiiccccssess e s s sssssssssse s s e s sssssssms s e e s s e sssssssnmsssesnesanssssnnnnes 34
9.1.3 AL IP address validity and renewal ..........ccooo oo 37
9.2 AL generic DolP protocol message Structure ..........ccooccccecemmiiiiiiscccsecere s s ssssssese e sessssssssmnnes 38
9.3 AL handling of UDP packets and TCP data .........c.cccciriimmiininmniininn s 43
9.4 AL supported payload types over TCP and UDP POrts ..o 43
9.5 AL diagnostic message and diagnostic message acknowledgement ..........ccccccoiiiiiiiiiiiines 44
9.6 AL alive check request and alive check reSponse ... s 49
10 Transport layer SECUrity (TLS) .....cocccciririeerrrrrcsirrrremrersssmresessmr e sssssss e e ssss s ssssnn e s snsssnessassnsenanes 50
10.1 TLS secure diagnostic commuRNICation ...........ccoircoiiiiicciiirrerr e 50
10.2 TLS DolP application profile ... isssssscssmere s s sssse s s s s sssmne e s s ssssssnmsnssensnes 52
10.2.1 S o =T o = - | S 52
10.2.2 TLS accepted TLS versions for DOIP ..........ccccciiiiiiiiicciscererssnssssssssess s s s sssssssssmne e s s sssssssssssssessas 52
10.2.3 TLS accepted Cipher SUItes ... 52
10.2.4 TLS accepted TLS eXtENSIONS .......cccceiiiiiiiiiiniir i s s 53
11 TransSport 1ayer (TL) ... s e nn e e 54
111 TL transmission control protocol (TCP) ..o, 54
11.2 TL user datagram protocol (UDP) ... s s s ssssss e 57
1.3 TL handling of UDP MESSAJES .....cccccerrrrrarrrrrrssnrerssssrersssssresssssssesssssnsesssssnsessassnsessasssessssassesasss 61
12 L= 4T oY QP )= | 61
12.1 VLI o =1 g 1= 4 T e o Xe o {1 = O 61
12.2 NL IPv4 address resolution protoCol (ARP) ........imiiiiicciecrrrrs s csseer e s s ssses s s e s s s mnnes 61
12.3 NL IPv6 neighbour discovery protocol (NDP) ........cccccmiiiiimiiinirn s 62
124 NL internet control message protocol (ICMP) ... 62
12.5 NL IP-based vehicle communication protocol ............cccoiiiiiiic 63
12.6 NL socket handling ......ccccoiciiimiiiiiirnirr s 68
12.6.1 NL connection States ... e e 68
12.6.2 NL general inactivity tiIMer ... ————— 70
12.6.3 NL initial inactivity timer ... ———— &l
12.6.4 NL socket handler and alive ChecCk ... 72
13 Data link 1ayer (DLL) ....ccoiiiccciieemeieesisssssssssssesssssssssssmsssssssssssssssmsssnsssssasssssmssssssssssssssnnnsssesanssssnnsnns 76
13.1 [ I =1 3 = - | S 76
13.2 I I O T - N 77
= T0 o [T o - o /N 78



		2024-05-07T03:21:51+0000
	DIN Deutsches Institut fuer Normung e. V.
	Dokument ist zertifiziert




